
CUSTOMER
SUCCESS STORY
SISA’s Transfer Impact Assessment 
Strengthened Privacy and Compliance 
for a Global Tech Provider.



About the Customer
The client is a global provider of digital technology 
and customer experience services. Headquartered in 
Bengaluru, India, with operations in over 20 locations 
worldwide, the company delivers cutting-edge 
solutions in digital engineering, AI-led support, cloud, 
cybersecurity, and infrastructure services. Serving 
clients across industries like finance, telecom, and 
retail, the company helps organizations accelerate 
digital transformation and enhance customer 
engagement through innovation and intelligent 
automation

The client required a Transfer Impact Assessment (TIA) to evaluate the privacy risks associated 
with the cross-border transfer of employee attendance data from the workforce management 
tool hosted in the US to the internal application hosted in India. This data included personally 
identifiable information (PII) such as employee names, IDs, working hours, leave details, 
overtime, and holiday records. The transfer was part of a reconciliation process conducted for 
client’s Inc.’s US employees, initially in a UAT environment, and intended for eventual 
production use.

The objective was to verify whether adequate technical, organizational, and legal safeguards 
were in place to protect the data and ensure compliance with global privacy regulations before 
proceeding to production.

The Business Requirement

The client engaged SISA to perform a Transfer Impact Assessment (TIA) to evaluate the privacy 
and compliance posture of a cross-border data flow between two internal systems Workforce 
management tool (hosted in the United States) and internal application(hosted in India). The 
goal was to determine whether sufficient legal, technical, and organizational safeguards were 
in place to protect employee personal data during transfer.

SISA conducted the TIA through a combination of stakeholder interviews, system 
walkthroughs, evidence reviews, and document analysis. The assessment involved an in-depth 
evaluation of the following aspects:

The Solution 



SISA analysed the one-way data transfer process via API between Workforce 
management tool and internal application. This involved validating how aggregate 
attendance data including PII like name, employee ID, and working hours was 
collected, processed, and stored in their data warehouse in India. A complete 
walkthrough of the data extraction logic and transfer mechanism was conducted.

01 Data Flow Mapping and Technical Integration Review

The assessment verified the transfer mechanisms used and validated whether 
appropriate contractual and organizational safeguards were in place for 
cross-border data transfer. The need for RoPA documentation, employee consent 
capture, and jurisdiction-specific compliance (India and US) were evaluated.

02 Assessment of Legal and Contractual Safeguards

03 The internal application access model was reviewed to determine which teams had access to extracted 
data. It was found that only the internal team had access; however, user accountability and disclaimers 
at login were missing. Recommendations were made to implement access disclaimers to ensure 
accountability for IT administrators and privileged users.

Access and Accountability Controls

04
One of the key gaps identified was the absence of a privacy notice and consent mechanism in the 
workforce management application during employee login. SISA recommended that a link to the 
privacy policy and a clear opt-in consent be implemented to enhance transparency and fulfil regulatory 
requirements

Privacy Notice and Consent Mechanism

05 During UAT, live employee data was used for testing, increasing privacy risk exposure. SISA advised 
replacing live PII with dummy or synthetic data in all non-production environments and avoiding any 
test data download to local systems.

UAT Data Practices and Recommendations

06 Though retention policies existed at the enterprise level, there was no deletion log or audit trail for 
extracted data within the internal application database. SISA recommended implementing logging 
mechanisms for all API-based data extractions and deletions to support audit readiness and data 
lifecycle compliance.

Retention, Deletion, and Logging



Business Impact
The client engaged SISA to perform a Transfer Impact Assessment (TIA) to evaluate the privacy 
and compliance posture of a cross-border data flow between two internal systems Workforce 
management tool (hosted in the United States) and internal application(hosted in India). The 
goal was to determine whether sufficient legal, technical, and organizational safeguards were 
in place to protect employee personal data during transfer.

SISA conducted the TIA through a combination of stakeholder interviews, system 
walkthroughs, evidence reviews, and document analysis. The assessment involved an in-depth 
evaluation of the following aspects:

By resolving key gaps such as the absence of consent mechanisms, RoPA documentation, and 
audit logs the client achieved:

Improved operational transparency 
in handling personal data across 
jurisdictions

Reduced risk exposure due to data 
over-retention, use of live test data, 
and lack of role accountability

Demonstrated accountability 
through RoPA and access disclaimers, 
aligning with regulatory expectations

Greater stakeholder trust from U.S. 
counterparts, showcasing the client’s 
proactive compliance posture

Ultimately, the TIA helped establish a robust privacy assurance framework that enables secure, lawful, and trusted 
data transfer practices supporting the client’s business continuity and long-term reputation.
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