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A shared vision for 360°
safety and increased
maturity

>> Issues

In 2017, SNS Security teamed up with SentinelOne to offer a managed
EDR service to protect its customers’ workstations and servers. Since
then, SOC SNS SECURITY'’s offerings have evolved considerably to meet
contextual constraints, and in particular the growing needs of customers
ina particularly insecure environment. The main challenge was to develop
an effective and financially viable SOC, without the high costs associated
with a traditional on-premise infrastructure.

To achieve this, the company sought a comprehensive, open SaaS
platform with multi-tenant and co-management capabilities, adapted to
the requirements of a high-quality shared SOC.

> why sekoia SOC Platform?

The decision to adopt Sekoia.io was based on several key criteria:

© Multi-tenant capabilities: the ability to manage multiple customers
from a single platform was crucial to offering shared SOC services.

©® Co-management: the solution enables hybrid, transparent
management, avoiding “black boxes” where customers have no
visibility of operations.

© Rapid deployment: the solution can be deployed in less than 2-3
hours, enabling fast, efficient implementation.

® Cyber ThreatIntelligence: native CTl brings a lot of value to detection.

The Sekoia.io solution stood out for its rapid deployment, advanced CTI
capabilities, and proximity to technical teams. It not only enables parsed
logs to be processed and searched within the same platform, but also
facilitates communication with external tools. The arrival of the platform,
combined with its rapid evolution, has perfectly met SNS Security’s
needs, offering a complete and adaptable solution.
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@) CONTEXT

SNS Security is an independent
company specializing in
cybersecurity.

It offers a full range of services
based on three main pillars: project
and support, which involves
maintaining security infrastructures
in operational condition, SOC

and IT security consulting. With

its 135 employees and 20 years

of expertise, the company is

proud to be able to deliver its
services to over 850 customers
throughout France, including major
corporations, local authorities,
French administrations, ETIs,
SMEs, start-ups and scale-ups.

Its head office is based in
Montpellier. However, it also has
several local agencies in Paris,
Lyon, Nantes and Saintes, as well
as privileged contacts based in
major economic centers such as
Bordeaux, Lille and Nice.

Over the past 3 years, the company
has experienced exponential
double-digit growth (+50%), driven
in particular by the excellence of
its SOC and CSIRT teams. These
include no fewer than 45 employees
spread over 3 sites, 2 of which

are in France. SNS SECURITY has
an international team based in
Vietnam, enabling it to operate

a high-quality, follow-the-sun
service, 24/7.



> Benefits

The solution was quickly adopted by internal teams and customers alike,
and SNS Security observed several significant benefits:

© Operational efficiency: Sekoia.io has enabled us to effectively correct
internal security problems at customer sites, providing a 360° view of
cybersecurity in record time.

® Increased productivity: the integration of Sekoia.io has demons-
trated the benefits of in-house investment in cybersecurity, boosting
the company’s productivity.

© Ongoing support: the Sekoia.io team provided certification training
and ongoing support, ensuring progressive autonomy for SNS
Security teams.

Amongthe platform’s many features, SNS Security particularly appreciates
the on-premise playbooks for internal remediation, which enable rapid
and effective intervention directly within the customer’s infrastructure.
In addition, the Sekoia collection agent greatly facilitates telemetry
reporting, offering enhanced visibility and simplified management of
security incidents.

Use cases

SNS Security offers a six-step build process to integrate and optimize
security solutions for its customers. This process includes project launch,
audit of the customer context, integration of the simplest logs, implemen-
tation of security rules, simulation of attacks to test effectiveness, and
production launch with monthly co-piloting and training of a team at the
customer site.

The Sekoia.io platform meets a number of use cases:

© Log management: collect and analyze logs to detect and prevent
security incidents.

O Alert management: continuous monitoring and alert management
for rapid response to threats.

© Detection and monitoring: use the platform to detect and monitor
suspicious activity in real time.

& Services: all-inclusive shared SOC, with over 400 custom detection
rules and specific developments (integrations, rules) for more mature
customers.

Take the time to test the SOC Sekoia platform
Take a tour
by yourself!

www.sekoia.io

66) TESTIMONIAL

Thanks to Sekoia.io, we have

a 360° view of our customers’
cybersecurity, demonstrating
the value of their internal
cybersecurity investments and
enabling them to reach a higher
level of maturity.

Joseph MOREL
Offers and
Pre-Sales Manager
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** %% * Rapid deployment

** % * % Multi-tenant and
co-management

* % %% * Support and collaboration

Sekoia.io offers an integrated,
rapid-to-deploy security
solution, enabling SNS Security
to effectively protect its
customers while increasing
productivity and demonstrating
the value of cybersecurity
investments. It is an exceptional
tool which, when complemented
by the services of qualified
experts, enables us to optimally
support companies in their
security challenges.

sekoia

One view. Total control.
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