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CLOUDFLARE Al ADDS OPTIONAL OAUTH SCOPE SELECTION FOR

WRANGLER AND MCP SERVER
OPERATIONAL SIGNAL
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INSTITUTIONAL DIMENSIONS: Authority |

Signal ID Platform Source

SIG-ADMIN-017 Cloudflare Al Link

CAPABILITY SHIFT

Cloudfiare now lets users choose optional OAuth
scopes when authorising Wrangler or the
Cloudfiare API MCP server instead of granting
every scope requested by each client. Required
scopes remain selected. If a later command or tool
call needs a declined scope, the user must
reauthorise the client and grant it.

ORGANISATIONAL CONSEQUENCE

This creates a more granular permission boundary
for Cloudfiare-connected developer tooling.
Teams can grant fewer optional permissions at
authorisation time, but narrow scope choices may
interrupt later workflows when additional access
becomes necessary. Security and technology
owners therefore need an agreed approach to
scope selection and reauthorisation across
approved workflows.

WHAT TO WATCH

e Consent dialogs showing editable optional
permissions for Wrangler or the MCP server

e Commands or tool calls requiring
reauthorisation after a scope was declined

e Teams granting different optional scopes for
similar developer workflows

| Visibility | |
Audience Signal Date
Security | Technology 22 August 2026

WHY THIS MATTERS NOW

Cloudfiare announced the change on 22
August 2026. Teams authorising Wrangler or
the Cloudflare API MCP server can now
choose a narrower set of optional
permissions than the full set requested.

WHAT TO REVIEW

e Which optional scopes are normally
granted for approved workflows

e Who may reauthorise clients when
additional permissions are needed

e Whether deployment scripts or MCP
workflows assume broader scopes

e How teamsrecord and review
permission changes over time

GOVERNANCE CONTEXT

Authority becomes more granular at OAuth
consent because optional scopes can be
withheld. Visibility also improves at
permission selection, while organisations
still need local rules for deciding when
broader access is appropriate.

Scope Boundary: This artefact translates observed
platform capability changes into operational
considerations. It does not constitute policy, legal advice,
or enforcement guidance.
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