- -
Some functions in this ebook

require either the free Adobe
Reader or Adobe Acrobat.

ow to Configure and Secure the =
NetSuite Al Connector Service



https://www.netsuite.com/portal/home.shtml

Introduction

MCP Client

As Al becomes part of everyday business operations,
organizations need a flexible way to connect their chosen
. ) MCP Server
Al tools to their ERP data. The NetSuite Al Connector (NetSuite Hosted)
Service provides that bridge between NetSuite and

supported Al clients such as Claude and ChatGPT using

What is MCP? Why it matters:
the Model Context Protocol (MCP), an open standard that Y
. . A secure way for Al to talk to NetSuite Lets Al do more than just chat—it can .
enables structured, governed communication. and run actions directly. take real action in NetSuite. higNEISUItCSl

Connector uses
_ ) _ _ _ the Model Context
This ebook explains the configuration steps required to Protocol (MCP) to
connect Al clients
to NetSuite.

connect Al clients with the NetSuite Al Connector Service

and then highlights additional practice tips for managing

supports the MCP protocol.
A connection between NetSuite and supported Al clients

relies on two components that work together: Together, these components allow organizations to

interact with NetSuite data through natural language in

» The NetSuite Al Connector Service acts as the bridge a controlled and auditable environment. All MCP activity

between NetSuite and external Al clients. It controls is authenticated, logged, and tied to the user’s assigned

how data and commands flow between the systems role, ensuring full traceability.

by using OAuth 2.0 authentication and applying the
same user and role permissions defined in NetSuite. The following steps outline the required configuration

steps for connecting Al clients to NetSuite.
- The Al client is an application that communicates with

NetSuite through the connector. Supported clients
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Step 1: Enable Core NetSuite Features Needed to
Establish a Reliable Foundation

This step focuses on enabling the foundational features
required for the Al Connector to enable communication

with supported clients.

The NetSuite Al Connector requires specific SuiteCloud
features and permissions to connect with Al clients
through authenticated, role-based APIs. Turn on

these settings to allow the connector to establish
communication between NetSuite and supported Al

clients which preserves the NetSuite user’s permissions.

Practice tip: Before enabling features, review which
SuiteCloud capabilities your organization already uses to
avoid redundant settings or unnecessary permissions.
Also check your organization’s Al and data security

policies to confirm compliance.

Why it matters

The Al Connector can't establish a connection unless
these features are enabled. They allow NetSuite to
communicate with supported Al clients through APIs
that are authenticated, enforce role-based access control,
and log activity through NetSuite's existing audit and

usage tracking.
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configuration steps to establish a foundation for

your connector.

1. Go to Setup > Company > Enable Features.

2. On the SuiteCloud subtab, enable the following:

3. Click Sagve.

SuiteTalk (Web Services)

&) SOAP Web Sarvices
Use a standard SOAP-based programming interface to integrate external systems with NetSuite and migrate data,

REST Web Services
Use a standard REST-based programming interface to integrate external systems with NetSuite and migrate data.

Manage Authentication

& SuiteSignOn
Use NetSuite as the trusted system to authenticate access to integrated external applications through single sign-on.

[_) OpenlD Connect (OIDC) Single Sign-on

[Enable OpenliD Connect (OIDC) as an additional authentication mechanism for your users.

[0 SAML Single Sign-on
Enable SAML as an additional authentication mechanism for your users.

@ Token-based Authentication

Enable Token-based Authentication as an additional authentication mechanism for your users.

([) Disable HMAC-SHA1 for Token-based Authentication

By clicking this box you explicitly disable HMAC-5HA1 for Token-based Authentication for your users. You can revert it any time.

OAuth 2.0

Enable OAuth 2.0 to allow (after user authorization) integrations to access REST web services and RESTlets on your users’ behalf.

[0 NetSuite as OIDC Provider

Use NetSuite as the OIDC Provider (OF) to authenticate access to Integrated external applications through OpenlD Connect (0IDC) Single Sign-on.

figuration guidance

e you confirm which features to enable, follow these

Server SuiteScript

OAuth 2.0

REST Web Services (required for the MCP Standard
Tools SuiteApp)

Enable REST Web
Services and OAuth
2.0 under Setup >
Company > Enable
Features > SuiteCloud.




The features allow NetSuite to communicate with Al
clients that support the Model Context Protocol. Next,
install the MCP Standard Tools SuiteApp, which provides

tools that allow Al clients to interact with NetSuite data.

1. Go to the SuiteApps tab in NetSuite.

2. Inthe search field, enter MCP Standard Tools and
select the SuiteApp.

3. (lick Install and wait for the installation to

be completed.

After installation, confirm that the connector’s role
permissions are set correctly before any users connect an
Al client. Roles must include MCP Server Connection and
Log in using OAuth 2.0 Access Tokens. The Administrator
role should not be used with the NetSuite Al Connector
Service as it would provide unlimited access, including the

ability to delete key data.

Takeaway

A properly configured environment is necessary for Al
integration. Verifying these settings before connecting
LLMs protects data integrity and ensures that all
interactions through the connector follow NetSuite’s

built-in governance controls.
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MCP Standard
Tools

Connect your MCP client
to NetSuite and interact
with your data using
natural language

Step 2: Use Role-Based Permissions to Control and
Manage Connector Access

This section covers setting clear, limited access for each
role to maintain access control when connecting Al clients

to NetSuite.

Access control is critical when connecting Al clients to
NetSuite. In this step, you're creating or editing a role that
allows only designated users to access the MCP Service
through the Al Connector. Limiting connector access in
this way helps you to protect your sensitive data and to
require that actions taken through the connection

remain traceable.

SuiteApps > MCP
Standard Tools




Before creating or editing roles, identify which users
actually need connector access and which data categories
they interact with most often. This avoids giving broader
permissions than necessary and keeps permission

reviews simple.

Why it matters

When an Al client connects to NetSuite through the
Model Context Protocol, it authenticates the NetSuite user
and can perform only the actions allowed by that user’s
assigned role. Setting up the connector this way helps
enable each request to follow your configured NetSuite

permissions and governance rules.

Configuration guidance
After determining which users and roles will have
connector access, follow these configuration steps

to apply the correct permissions:

1. Goto Setup > Users/Roles > Manage Roles.

2. Edit an existing role or create a new one specifically
for use of the NetSuite Al Connector.

3. Under the Permissions > Setup subtab, add:
« MCP Server Connection

« Login using OAuth 2.0 Access Tokens
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4. Assign this role only to users who will use a connected
Al client.

5. Do not assign the Administrator role or any role with
full account access to connector users as doing so will
put your NetSuite data at risk.

6. Save the changes and once your preferred Al client
is configured to connect through MCP, test the
connection to confirm that access is limited to the

intended data and actions.

Practice tip: Create separate connector roles with fewer
permissions than the user’s normal NetSuite role. These
limited-purpose roles allow chatbot connections to

run only the specific tasks or data queries needed for

the workflows.

Takeaway

Connector roles should be designed with fewer
permissions than a user’s standard NetSuite role. Limiting
access to only the tasks needed for each workflow limits
what the connected Al clients can do, reducing risks of

changing data or taking actions unintentionally.




Step 3: Validate and Monitor Your Al Connection to Provide
Reliable Performance

This step focuses on maintaining reliability and compliance by validating operation

and monitoring your Al Connector’s use on an ongoing basis.

Once the connector is configured and roles are assigned, ongoing validation of
operation is essential to maintain performance and reliability. The NetSuite Al

Connector operates within NetSuite's standard concurrency limits, so regularly

Review the Integration Record created when the connector was first authorized.

Go to Setup > Integration > Manage Integrations.

Confirm that the integration is enabled and that the NetSuite Al Connector

Service scope (the permissions granted to the connector) is active.

Monitor account activity to track connector usage.
If you experience Too Many Requests errors, adjust concurrency settings
or retry the request from your Al client.

Consider allocating a portion of your concurrency limit specifically to

the Al Connector to avoid competition with other integrations. You can

checking integration records and usage logs helps identify connection issues view current concurrency usage under Setup > Integration > Manage

early and prevent disruptions. Integrations to see which connections are consuming available sessions.

.. L , 2. Periodically test the connection from the Al client you've chosen to use.
Practice tip: Incorporate connector monitoring into your regular account review

. _ ht earl - Test the connection regularly to confirm that it remains active.
routine so issues are caught early.
- If a connection error occurs, reauthorize the connector and retrace the steps

Why it matters outlined above to verify that setup and role permissions are still correct.

Al connections can fail if concurrency limits are reached, if permissions change, or - If theissue continues, recreate the connection to restore access.

if the connector loses authorization. Regular validation confirms that the connector

. _ _ _ _ Takeaway
IS processing requests as expected and that its access controls are still working

. _ _ o Routine operation verification helps keep the NetSuite Al Connector reliable and
correctly. Periodically checking will help you catch and fix issues before they

_ _ secure. By checking integration records, monitoring concurrency usage, and
interrupt daily workflows.
testing connections periodically, you can detect issues early and ensure that Al

Configuration guidance interactions remain stable over time.

After confirming your connector setup and permissions, use the following checks

to maintain proper operation over time:
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Next Steps

Note on Authentication . : e : :
If your organization plans to expand its Al capabilities, consider exploring how

the Model Context Protocol framework supports custom tool development and

Authentication helps keep Al connections secure. All Al client connections use _ _ . . . .
orchestration across multiple business applications. For more information, see the

OAuth 2.0 to authorize access between NetSuite and any external system. Durin _ . . .
4 4 8 help topic Creating Custom Tools for the NetSuite Al Connector Service or contact

the first connection, users present credentials and are granted access to the _ .
your NetSuite representative.

connector. Each subsequent request sent through the Al client is then authenticated

using those credentials, logged through NetSuite's existing auditing, and tied to that )
Supporting You Along the Way

specific user’s role.

This process helps you to align Al-initiated actions to follow NetSuite’s existing If you want to learn more about building scalable Al integrations, check out these

governance model. For detailed setup instructions and additional security NetSuite resources:

information, see the help topic Connect to NetSuite Al Connector Service. _ _
« Connect to NetSuite Al Connector Service

- Associated Risks, Controls, and Mitigation Strategies

Putting It All Together . Creating Custom Tools for the NetSuite Al Connector Service

When configured and managed properly by using the steps outlined above, the These help topics provide detailed setup guidance, risk management

NetSuite Al Connector allows you to provide NetSuite access to trusted Al clients recommendations, and examples of how to extend the connector using the Model

such as Claude and ChatGPT. By enabling the right features, setting clear Context Protocol. Together, they can help you gain a deeper understanding of how

role-based permissions, and monitoring connector activity, you can create a to integrate Al systems with NetSuite while maintaining access configurations

reliable foundation for using external Al tools while helping to maintain control and control.

over your NetSuite data.

Join the NetSuite Support Community

Following these steps helps you to configure your connection to remain stable,
labl d aligned with NetSuite’ tandards. With defined
SCalable, and aligned WIth [NELSUILE S govErnance standards. ith detine The NetSuite Support Community is an online gathering place for NetSuite

permissions, monitored activity, and verified access in place, teams can confidently _ _ _ _ .
professionals to share information, experiences, and advice. Ask a Support Guru

explore new Al use cases and automation opportunities while maintaining access . . . : : :
for help with how-to questions or start a public discussion with the community.

controls and tracking use.

Join today!
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https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_0714082142.html#Connect-using-Claude-(MCP-Standard-Tools-SuiteApp)
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/article_9002708453.html
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/article_162020236.html
https://community.oracle.com/netsuite
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