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Participant Organization Size
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12.7%

9.5%

17.5%

15.1%

7.9%

26.2%
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5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

Solo consultant 1-49 employees 50-249 employees 250-999 employees 1,000-4,999 employees 5,000-9,999 employees 10,000+ employees
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Primary Driver of Control Adoption

2.0%

3.0%

7.9%

11.9%

12.9%

14.9%

22.8%

24.8%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0%

Cybersecurity insurance underwriting requirement

Other

Government / federal agency contract requirement

Board of Directors / executive mandate

Internal risk management decision

Industry standard / peer-group expectation

Contractual requirement (customer/partner demand)

Regulatory mandate (legal obligation)
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Program Health Ratings by Organization Size
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4.00

4.50

5.00

Tooling adequacy Audit-readiness confidence Risk reporting (quantitative-ness)

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)
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How Organizations Manage GRC In 2026

5.2%

6.2%

8.3%

10.3%

13.4%

14.4%

18.6%

20.6%

29.9%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0%

SCF Connect / Drata (tie)

Vanta

AuditBoard

Archer (RSA)

OneTrust

ServiceNow GRC

No dedicated GRC tool (manual processes)

Custom / in-house built solution

Spreadsheets only (Excel/Google Sheets)
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# of Laws, Regulations & Frameworks The GRC Teams Address

14.3%

28.6%

35.7%

10.7%

3.6%

7.1%
5.7%

31.4%

28.6%

25.7%

5.7%

2.9%

7.9%

21.1% 21.1%

13.2%

5.3%

23.7%

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

35.0%

40.0%

Just 1 2-3 4-6 7-10 11-15 More than 15

Small (<250 employees) Mid-Market (250-4,999) Enterprise (5,000+)
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Most Commonly Used Laws, Regulations & Frameworks (LRF)

25.0%

27.0%

27.0%

29.0%

30.0%

30.0%

30.0%

30.0%

35.0%

36.0%

43.0%

51.0%

54.0%

59.0%

75.0%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%

MITRE ATT&CK

HIPAA / HITECH

CCPA / CPRA

ISO/IEC 27017/27018

NIS2 Directive

NIST SP 800-53

ISO/IEC 42001 (AI)

ISO/IEC 27701

SOC 2

PCI DSS

EU AI Act

ISO/IEC 27002

NIST CSF 2.0

EU GDPR

ISO/IEC 27001
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The Mid-Market Dip: Average Ratings by Organization Size
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3.043.06
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Executive leadership seriousness Staffing adequacy Program maturity GRC platform satisfaction

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)
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Generative AI Adoption Climbs With Size & Shadow AI Use Falls

28.6%

41.5%

46.5%

16.7%

12.2% 11.6%

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

35.0%

40.0%

45.0%

50.0%

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)

Actively using AI in GRC/security workflows Personal, unsanctioned AI use (“shadow AI”)
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External Audits / Third-Party Assessments Per Year

7.9%

24.8% 24.8%

5.9%

31.7%

5.0%

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

35.0%

None 1-2 3-5 6-10 More than 10 Not sure
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Risk Methodologies Formally Used

4.3%

8.5%

10.6%

10.6%

17.0%

21.3%

25.5%

35.1%

44.7%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0% 50.0%

CIS RAM (Risk Assessment Method)

SCR-RMM

Other

FAIR / Open FAIR

COSO ERM

NIST SP 800-37 (Risk Management Framework)

No defined risk methodology (N/A)

ISO/IEC 31000 (risk management guidelines)

ISO/IEC 27005 (risk management guidance)
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Most Important Challenges (Top 3 Selections)

17.2%

18.4%

20.7%

23.0%

26.4%

27.6%

28.7%

34.5%

34.5%

36.8%

41.4%

58.6%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Shortage of qualified cyber/GRC talent

Manual, spreadsheet-driven GRC processes

Gaining exec/board buy-in

Securing cloud / multi-cloud complexity

Compliance fatigue

Limited budget

Incident response readiness

Managing third-party & supply chain risk

Aligning controls across overlapping frameworks

Legacy systems, technical debt

Governing/securing internal AI adoption

AI-driven threats (phishing, deepfakes, automated attacks)
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“GRC Engineering” Adoption Stage by Organization Size

45.0% 43.7%

58.8%

55.0% 56.2%

41.2%

0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)

Some progress (piloting, building, evaluating, or dedicated function) No progress (manual or unfamiliar with the term)
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GRC Automation Practices Adopted Among Organizations

4.7%

9.4%

11.8%

12.9%

17.7%

18.8%

23.5%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0%

Machine-readable control mappings / OSCAL

Automated regulatory-change tracking / Compliance-as-code / Custom pipelines
(tied)

Infrastructure-as-code security/compliance guardrails

Continuous Control Monitoring (CCM)

Automated evidence collection

Automated control testing and validation

API-based integration between GRC and security tooling
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Greatest Concerns About Generative AI Use (Top 3 Selections)

16.1%

23.0%

25.3%

27.6%

44.8%

44.8%

54.0%

58.6%

58.6%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Vendor dependency & lock-in to specific AI providers

Lack of explainability or auditability of AI-driven decisions

Regulatory & legal liability stemming from AI-driven decisions

AI-generated phishing, deepfakes & social engineering at scale

Adversaries leveraging AI to develop/accelerate cyberattacks

Accuracy/reliability: hallucinations producing incorrect guidance

Inadequate governance, policy & controls for AI use (“shadow AI”)

Employees misusing AI in ways that create security/compliance risk

Data privacy risks from AI tools processing sensitive information
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Zero Trust Implementation by Organization Size

42.8%

37.6%

67.7%

0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

80.0%

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)
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Most Overhyped Concepts In 2026 (Top 3 Selections)

9.2%

18.4%

21.8%

25.3%

27.6%

29.9%

29.9%

39.1%

39.1%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0%

Security awareness training effectiveness

Cyber maturity scores and ratings

Vendor platform consolidation / single pane of glass

ISO 27001 or SOC 2 as proof of security

Quantum computing threat timelines

Cyber insurance as a substitute for controls

Blockchain / distributed ledger for security

Zero Trust as a purchasable product

AI / generative AI for security operations
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Marketing Claims Practitioners Distrust Most

32.2%

33.3%

34.5%

37.9%

43.7%

47.1%

58.6%

66.7%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%

Compliance equated with security

Breach fear-based marketing (FUD)

Quantum-apocalypse urgency messaging

“Zero Trust” used as a buzzword

Certifications treated as proof of competence

“Military-grade” or “unbreakable” claims

“Next-generation” / “revolutionary” marketing

“AI-powered” / “AI-native” product labeling
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Would Recommend a Metaframework (By Organization Size)

77.8%

89.7%

78.1%
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10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

80.0%

90.0%

100.0%

Small (<250) Mid-Market (250-4,999) Enterprise (5,000+)
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Metaframeworks Outscore GRC Platforms on Satisfaction

2.85

3.57
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GRC platform satisfaction Metaframework satisfaction


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20

