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Introduction

Financial crime prevention is changing.

With an influx of new technology, criminals are
finding it easier than ever to commit money
laundering, fraud, and sanctions evasions.

The tools available to criminals — such as using
Al — are also available to financial institutions,
enabling them to detect and prevent financial
crimes.

Tech spend is the priority for 69% of banks and
more than 80% are scoping or engaging in Al
initiatives in financial crime.

Despite this, just 46% of banks reported to the
Bank of England that they have only a ‘partial
understanding’ of the Al technologies they use.
Though parameters and cautions remain, there
IS increasing acceptance by regulators that using
Al can help to mitigate crime.

This guide aims to help you understand the
practical applications of Al in AML processes.

Sources: Chartis analysis 2024 | Bank of England and FCA report, 2025
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Typical AML process

Although it varies by institution, a typical AML
process follows some basic principles:

Detection
» Detection engines rely on rules-based
scenarios to identify risk.

* When rules are triggered, they generate an
alert that necessitates a review.

Investigation

* Alevel 1 investigator will use multiple
sources (customer risk scoring, internal &
third-party data, etc.) to initially assess risk.

submission of a Suspicious Activity Report
(SAR) to the relevant regional FIU.

Optimization

« Alerts deemed to represent genuine risk are + Detection rules and scenarios are analyzed

escalated to L2 investigators for further
research and will potentially require the

to assess their performance. Fine-tuning
takes place to reduce false positives and
increase rule effectiveness.

-
Detection Engines . Risk ¢
Loveraging rules based g
Typical AML process flow scenarios to identify risk _ .
o . . v Alert triggered E.g. CDD, Txn history
This diagram depicts a typical, Requiring review ‘
albeit oversimplified view of a (Transaction Screening) .........
typical AML process flow. Key gl
attributes to consider are: ;
Crransactlon Monltorlng> ............................... B ——
* Rules-based only detection )
. ngh false pOSitive r.ate ( Name Screening ) .......... SAR AML
+ Manual data collection " Investlgatlon Escalatlon Filing Optimization
* Manual data analysis . o
+ Siloed teams & data sources ~95% false positives Rule analysis
Ongoing rules tuning to increase effectiveness
\
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Understanding generative Al

Generative Al is one of the more common
applications of Al in use today. It uses natural
language processing models and prompts to
produce text, images, or analysis. By making
complex data accessible and understandable,
generative Al has many

applications within FinCrime, such as providing
greater contextual explainability for detection,
investigation, and reporting activities. With the
ability to ask questions and interrogate data,
investigators can use generative Al copilots to
assist in every aspect of their investigations.

A generative Al copilot can search documents
and populate and summarize key findings in a
fraction of the time it would takes a human.

When paired with predictive Al, the results are
even more impactful.
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Understanding predictive Al

While generative Al use in financial crime
prevention is in the foreground, predictive Al
can work at speed in the background.
Predictive Al uses machine learning and
advanced algorithms to analyze vast amounts
of data extremely quickly. It identifies complex

patterns hidden within transaction data to make
predictions about the level of risk associated
with suspicious or anomalous behaviors.
Predictive Al models continually learn and
improve via risk assessment feedback and can
be configured to align with each financial

institution’s risk management strategy and risk
appetite. When predictive Al works alongside
generative Al, the outcome is a modern,
seamless, and comprehensive approach to
financial crime prevention.
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Understanding agentic Al

Agentic Al, and the use of so-called Al agents,
is perhaps the most exciting development in
financial crime prevention today, significantly
strengthening the industry's defense against
emerging and evolving threats. Al agents are
autonomous decision-making 'bots' that use

adaptive learning to complete tasks. These
agents all have set roles, such as researching
names or analyzing transactions, and can work
with one another to come to conclusions that are
only then interrogated by an investigator. Able to
work in real-time, identify suspicious activity and

patterns, they also learn from historical cases,
evolving as they absorb more data. Seen by most
as the future of financial crime prevention, they
offer an exciting glimpse at where the industry is
heading, with some Al agents already available to
improve working processes.
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Al-driven AML

An Al-driven transaction monitoring process builds on the traditional
approach and enhances it for modern, global finance.

Rules-based detection engines can be augmented with predictive Al
models, enhancing their accuracy and exposing emerging risk vectors
that traditional rules are unable to detect.

When rules are triggered, predictive Al assesses the risk level and
prioritizes alerts, identifying false positives and ensuring alerts
representing the greatest risk are reviewed first.

Predictive Al models continue to learn over time via risk assessment
feedback, enabling ongoing improvements to better identify suspicious
behavior and hidden risk typologies.

A generative Al powered copilot can analyze vast amounts of disparate
data, assisting the human investigator by providing relevant alert
context and helping to answer investigator questions.

Suspicious Activity Reports (SARs) can also be generated by a copilot
in a fraction of the time, ensuring all relevant investigation information is
included and allowing SARs to be far more consistent.

Let's examine some of the applications in more detail.




This section highlights key examples of how Al
is being used to improve the efficiency and
effectiveness of AML operations
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Detecting new and hidden risk

Use case

Detection of illicit customer activity is the first
line of defence in helping to prevent financial
crime. Used across transaction monitoring,
transaction screening, and name screening, it
is a vital part of AML and sanctions screening
processes.

How it helps

Traditional rules-based systems can be paired
with predictive Al models to enhance detection.

Detection models are further enhanced by
iterative machine learning that continuously
optimizes detection parameters.

In transaction monitoring, predictive Al models
expose suspicious behavior and transaction
anomalies that are easily missed by rules alone.

SymphonyAl applications

Sensa Al for AML
SensaAl for Sanctions

N
Example application S i
v
Torl]llustrate ,h?,w A:[I el - Rules-based Model trained on past
- ’ Transactions
diagram shows how SensaAl - et ; e
: : - ( False Posit )
for AML works alongside GLL
rules-based detection engines OO @D ¢ || 1 .-caction Predictive ?
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« Identify new and hidden risk : S ke ¢ (?Utcome,sqf Sec:ft?
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No risk detected
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Alert prioritization

Use

Once an alert has been triggered, predictive Al
can more accurately assess the level of risk
during post-processing. Alert prioritization can
be implemented across every risk domain to
ensure the greatest risk is always addressed

first.

case

How it helps

Alert prioritization (also known as triaging) is
important to enhance productivity and
efficiency. The generated Al risk scores can be
used to automate level 1 triage by auto-
hibernating known false positives and escalating
high-risk alerts directly to L2 investigators.

False positives are not automatically closed and
are accessible for later review in accordance
with the financial institution's internal policies.

SymphonyAl applications

Sensa Al for AML
SensaAl for Sanctions

Example application

This example uses SensaAl for
Sanctions to show how an existing
screening system can be given an
immediate Al upgrade to provide
effective screening alert
prioritization, in addition to:

* |dentify false positives

+ Highlight greatest risk

* Automate L1 triage

* Provide detailed Al match
explanations

Rules-based Predictive Al models
screening engine improve match accuracy
N N g
-
Predictive
Sanctions & Gen Al
Screening & >
SensaAl for Sanctions

.

Gen Al extracts
relevant context from
free text fields

I
19-@P-@PL®.>| 20 T

Automate L1 triage
using Al Scores

.

p
- False Positive Case Manager

False positives

Al Risk Score ﬁ Auto-hibernate

.

Every Al Score is
displayed with a detailed
match explanation
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Streamlining investigations and workflows

Use case How it helps Large language models (LLMs) can provide
internal and external research for investigators,

Investigations and workflows perhaps enjoy the Data is ingested into a centralized system, . . : : .
communicating via a copilot to assist with every

largest impact of Al with organizations allowing a copilot to analyze and summarize vast : : . .
benefiting from improvements in consistency, amounts of information in seconds. This required procesa eI
productivity, and efficiency. provides investigators with a holistic view of S honvAl licati
customer risk and much faster access to ymphonyAl applications
relevant data and alert context. Sensa Investigation
p

Investigator

Example application \ Workflow actions ) Guide investigators on what to do every step of the way ;\:’

This example shows how
Sensa Copilot, part of Sensa
Investigation, is used to

; ; IS //  GenAl Single / Interrogate Perform Generate
improve InViS’[llg‘athte. investigation ) )----- / subject \ o every data ) ). éuratedwk\ ----- st:'m:‘a”zt ..... ( detailed \
plioissses, I {elintg) ol summary I source searches / attachments reports //
» Accelerate investigations

* Improve consistency P P P P
* Ensure adherence to

oolicies and procedures Instantly Access all Using Sensa Sensa Copilot Upload docs and Sensa Copilot
presented for customer info Copilot’s ranks & Sensa Copilot includes all
greater context in a single Agentic Al summarizes will summarize relevant info in
location skill web content their content seconds

NG
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Enhancing investigation processes
Digging deeper into Al copilot investigation use cases

Investigation
Summary

When a detection event is
investigated, the first step in
assessing risk is to understand
its context. Manually collecting
all required subject and alert
information can take hours.
With a generative Al copilot, all
relevant information can be
presented to the investigator
as soon as they open the alert.
By summarising vast amounts
of disparate data, the copilot
enables faster, higher quality
risk assessments to take
place, ensuring nothing is
overlooked.

Agentic Al powered
transaction querying

Trawling through transaction
data, exporting to Excel to
create pivot tables, and
trying to identify suspicious
activity takes a lot of time.
While generative Al can
certainly help accelerate this
process, the adoption of
agentic Al takes it to the next
level. By understanding what
‘suspicious activity’ means in
the context of an alert,
investigators can use an
agentic Al-led copilot to
interrogate transaction data
to a far more advanced level,
enabling deeper insights and
less missed risk.

Web search &
document summary

Performing online adverse
media checks or reading
through hundreds of pages of
documents to find relevant
information all adds time to
investigations. Generative Al
copilots can perform these
tasks in seconds. Presenting
investigators with a curated
list of online search results
along with webpage
summaries can transform
adverse media checks. Any
document can be uploaded
for a copilot to analyze and
highlight relevant information,
saving investigators hours of
unnecessary reading.

SAR
generation

Ensuring timely,
comprehensive reporting that
adheres to internal policies
and FIU requirements can be
a serious managerial
challenge. With a generative
Al copilot, SARs can be
generated in seconds,
containing all relevant
information bookmarked by
the investigator and detailing
everything in a consistent
manner. It can even translate
reports into any language
required by the FIU to make
submissions that little bit
easier and faster.

12



Automate complex workflows with agentic Al

Use case How it helps almost limitless, and applications will continue
to evolve at a rapid pace. Built to collaborate

The next revolution in AML will undoubtedly be Powered by LLMs and augmented with domain with both humans and other Al Agents. the
the widespread adoption of Al Agents built and company specific knowledge, Al Agents can be easilv intearated into exist?n w’orkfIB(/st
using Agentic Al technology. These are self- can automate highly complex workflows for a for fast resuI}’;s whcijle oy ?ete human
directed systems that can analyze unstructured wide variety of AML related use cases. The oversight 9 P
data, recognize patterns, perform tasks and possibilities for transformative improvements in gnt.
make decisions autonomously. operational efficiency and effectiveness are SymphonyAl applications
Sensa Investigation
p

N

Example application

.
This example shows how & Update search

Sensa Researcher Agent can

N

automate online research for Request
adverse media checks during Subject N\ L 1 é
I i i i . N ! 4
an investigation, enabling: KYC fields ( | —> | online | — | Fuzzy match | = EI:tlity searches?) —> .
Alerts ‘ search de-dupe resolution Report
* More efficient investigations Counterparty
» Highly consistent processes — | Search P P
) SOb.u.St humsn—ln-thte—lo?p gii:;g 3222;:%%’::;'1 On articles and Detailed summary
ecision-making protocols exclude Langu;age information found of all relevant
Location, Time period findings
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How to start your Al adoption

The phased approach to Al-led risk management

Many financial institutions that would benefit
from the adoption of Al-driven software in their
AML programs struggle to know where to
begin. Mitigating the introduction of risk into
operations is critical to ensure all stakeholders
can be confident in the efficacy and safety of Al

applications. SymphonyAl recommends a
phased approach that enables organizations to

gradually increase their use of Al over time at a

pace that suits their strategic objectives. This is
achieved by starting with low-risk use cases and
realizing the benefits that Al provides before

increasing the level of Al-driven automation
available.

The end goal is to modernize your tech stack,
build trust, and ensure that you're ready to enjoy
the benefits and reap the value of Al technology.

Al AUTOMATION

s 000
Predictive Al

Moving beyond rules to
enhance Robotic Process
Automation with intelligent
decision-making

Al AUTOMATION

Generative Al

Sensa Copilot collates,
analyzes and summarizes
disparate data at scale

Al AUTOMATION

Gl
Agentic Al

Self-directed systems that
autonomously complete
tasks

Al AUTOMATION

Gl
Agentic Al

Agent ecosystem

Self-organizing systems that
fully automate complex
workflows with human
oversight

EFFICIENCIES

EFFECTIVENESS

TRANSFORMATION

STRATEGIC AGILITY
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How SymphonyAl can help

SymphonyAl offers a complete Al-powered financial crime
detection, investigation, and reporting suite. Products used
throughout this guide as example applications include:

Sensa Investigation

Unify your enterprise-wide risk and compliance tech stack with
an Al-led case management system. Featuring Sensa Copilot,
a generative and agentic Al powered investigative assistant.

Learn more.

SensaAl for AML

Enhance existing transaction monitoring systems with a
powerful Al upgrade. Using advanced supervised machine
learning, SensaAl for AML is designed to reduce false
positives, identify hidden risk, and prioritize alerts.

Learn more.

SensaAl for Sanctions

Combining generative and predictive Al, SensaAl for Sanctions
upgrades existing screening systems to significantly increase
match accuracy. Dramatically reduce false positives, uncover
missed risk, and provide greater alert context for investigators.

Learn more.

Al Copilot +

16 May, 2:44 PM

2N¢ SymphonyAl  yestigation Hul o : :
Investigation Hub Are there any suspicious foreign credits

John Rolands from a known offender?

CUST-T2423

o
=
Aay, 2:44 PM
Detections
" Al Copilot Response

¢ Allnvestigation Summary

Al Agent Name v

Yes, there is a suspicious credit of $65,000
from Mr John Doe of the Cayman Islands.
Mr Doe was convicted in June 2021 of bank
fraud conspiracy. On 05 March 2023, John
processed an outgoing local wire transfer of
$65,000 in favor of John Doe with transfer
details ‘loan repayment’.

G P -0 Thank you!

Show me subject risk

EventDate u V Outcome

Show me transactions over the last 3
months

Ask Copilot a question...
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https://www.symphonyai.com/financial-services/sensa-investigation-hub/
https://www.symphonyai.com/financial-services/sensaai-for-aml/
https://www.symphonyai.com/financial-services/sensaai-for-sanctions/

Learn how we can
solve your most
critical financial crime
challenges

SymphonyAl is the leading SaaS provider of Al-
powered FinCrime prevention and compliance
solutions. We transform our customers' ability to
manage risk with predictive, generative, and agentic
Al innovation that detects and prevents even the
most complex criminal activity.

For more information or to request a consultation,
please visit symphonyai.com

2N¢ SymphonyAl


https://www.symphonyai.com/financial-services/

