




















Indicators of Compromise TLP:AMBER

For the comprehensive list of IOCs and mitigations related to this conflict, visit


 https://hivepro.com/threat-advisory/ and search by actor name (e.g., Handala, MuddyWater, TeamPCP, 

CyberAv3ngers) or keyword "Iran", advisories are updated continuously as new indicators are identified.

Novel Malwares

PAYLOAD TYPE ATTRIBUTION

Phoenix v4 Full-featured backdoor MuddyWater

UDPGangster UDP backdoor MuddyWater

BlackBeard Rust-based RAT MuddyWater

Dindoor Deno JS runtime backdoor MuddyWater

CanisterWorm Self-propagating worm TeamPCP

SPLITDROP .NET dropper Dust Specter

GHOSTFORM .NET RAT Dust Specter

MultiLayer .NET wiper MuddyWater+Agrius

handala.exe / .bat Wiper + defacement Handala
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