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Policy Statement
Early Years Day Nursery Uxbridge recognises that information technology, electronic communications, artificial intelligence (AI) and social media play an essential role in the effective operation of the organisation.
This policy sets out the standards expected when using the organisation's communication systems and digital resources to ensure that they are used safely, professionally, legally and in a manner that protects the confidentiality, reputation and security of the nursery.
The organisation is committed to safeguarding children, protecting personal data and maintaining secure systems and communications. All employees are expected to exercise sound judgement and comply with this policy at all times.
This policy does not form part of any employee's contract of employment and may be amended at any time.

Scope

This policy applies to all employees, agency workers, contractors, consultants, students, volunteers and temporary workers who use the organisation's information technology systems, communication facilities or social media platforms.
The policy applies to the use of:
· Computers, laptops, tablets and mobile devices.
· Email accounts and messaging systems.
· Internet access and online resources.
· Social media platforms.
· Artificial intelligence tools.
· Cloud-based applications and storage systems.

General Principles

Employees must use the organisation's information technology and communication systems responsibly, professionally, lawfully and in accordance with their role and responsibilities.
All employees must:
· Act honestly, ethically and with integrity.
· Respect the privacy, confidentiality and rights of others.
· Comply with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and all relevant policies.
· Protect confidential information relating to children, families, employees and business operations.
· Ensure information is accurate and appropriate before sharing it.
· Report any suspected data breach, cyber security incident or misuse of systems immediately.
Employees are responsible for all activity carried out using their login credentials.
Passwords must not be shared with any other person. Employees must use strong passwords, update them when required and lock or log out of devices when unattended.

Email

Company email accounts must be used professionally and appropriately.
Employees must:
· Use a professional tone in all communications.
· Ensure information shared is accurate and appropriate.
· Consider that emails may be disclosed in legal proceedings.
· Check recipients carefully before sending messages.
Employees must not:
· Send abusive, discriminatory, harassing, offensive, defamatory or inappropriate content.
· Send messages from another person's account without authorisation.
· Forward chain mail, jokes, gossip or spam.
· Use work email accounts for personal business activities.
Business-related communications must not be conducted through personal email accounts.
Personal Use of Email

Limited personal use of work email may be permitted in exceptional circumstances, provided it:
· Takes place during breaks where possible.
· Does not interfere with work duties.
· Complies with this policy and all other organisational policies.
The organisation reserves the right to withdraw permission for personal use at any time.

Internet Use

Internet access is provided primarily for business purposes.
Employees must not access, view, download, create or share material that is:
· Illegal, offensive, obscene or discriminatory.
· Sexually explicit or violent.
· Defamatory or harassing.
· In breach of copyright or intellectual property rights.
Personal use of the internet during working hours is not permitted unless authorised by a line manager in exceptional circumstances.
Reasonable personal use during breaks is permitted, provided it does not breach this policy.
The organisation reserves the right to restrict or block access to websites at its discretion.

Use of Artificial Intelligence (AI)

The organisation recognises that approved AI tools may support productivity and administrative tasks when used appropriately and responsibly.
For the purpose of this policy, AI includes generative AI platforms, chatbots, writing assistants, image generators, transcription tools and automated content creation software.
The use of AI for work-related purposes must be authorised by the Nursery Manager or senior leadership team. Any AI platform approved for work-related purposes must be subject to an information security review and, where personal data may be processed, a Data Protection Impact Assessment (DPIA) before use.
Employees must not enter, upload or share confidential, sensitive or personal information into publicly available AI systems, including information relating to:
· Children and families.
· Employees, applicants, volunteers or contractors.
· Safeguarding concerns or incidents.
· Health information.
· Financial information.
· Business operations or commercially sensitive information.
Employees remain fully responsible for all content produced using AI tools and must ensure that any output is:
· Accurate and fact-checked.
· Reviewed by a human before use.
· Appropriate for the intended audience.
· Compliant with safeguarding and data protection requirements.
· Employees remain accountable for all decisions, communications and documents produced using AI tools. The use of AI does not transfer professional responsibility from the employee to the technology.
AI tools must not be used to:
· Make safeguarding, disciplinary, recruitment or performance management decisions without human oversight.
· Create misleading, discriminatory or offensive content.
· Generate or manipulate images, videos or recordings of children, families or employees without explicit authorisation.
· Circumvent information security or data protection requirements.
Employees must not upload children's names, photographs, observations, assessments, learning journals, SEND records, behavioural information or any other identifiable child data into AI systems unless the platform has been formally approved by the organisation and a Data Protection Impact Assessment has been completed. Misuse of AI may result in disciplinary action and, in serious cases, may be treated as gross misconduct.
Unauthorised Use

Using personal messaging applications, including WhatsApp, Facebook Messenger, iMessage, Signal or similar platforms, to share confidential business information or communicate with parents about nursery matters without prior authorisation.
Unauthorised use of communication systems includes, but is not limited to:
· Bullying, harassment or discrimination.
· Online gambling.
· Accessing pornography or offensive material.
· Downloading unauthorised software.
· Sharing confidential information.
· Infringing copyright or intellectual property rights.
· Conducting personal business activities.
· Excessive personal use of systems.
· Any activity likely to damage the organisation's reputation.

Downloading Software and Materials

Employees must not install or download software, applications or files without prior authorisation.
All approved software and files must be virus-checked before use.
Unauthorised software or downloads are prohibited.

Social Media

Social media includes, but is not limited to, Facebook, Instagram, LinkedIn, TikTok, X, blogs, forums, review sites and messaging applications.
Only authorised employees may post content on behalf of the organisation.
Employees must not present personal opinions as those of the organisation unless specifically authorised to do so.
Employees must not use social media to:
· Disclose confidential or sensitive information.
· Damage the reputation of the organisation.
· Bully, harass or discriminate against others.
· Share inappropriate images, videos or information relating to children, families or employees.
· Share, store, download or repost images, videos or information relating to children except through approved nursery systems and with the appropriate parental consent.
· Breach safeguarding or data protection requirements.
· Promote personal, political or commercial interests using the organisation's name.
Where employees identify themselves as working for the organisation, they must ensure their online conduct reflects the values and reputation of the nursery.

Business Contacts

Business contacts obtained through employment remain the property of the organisation.
Employees must not transfer business contacts to personal accounts or use them for personal purposes.
Upon termination of employment, employees must return all business information and remove any business contacts stored on personal devices or accounts.

Data Security and Confidentiality

All information relating to children, families, employees and business operations is confidential.
Employees must:
· Store information securely.
· Follow retention and disposal procedures.
· Use only approved systems and applications.
· Report actual or suspected data breaches immediately.
Confidential information must not be shared through unapproved communication channels.


Monitoring

The organisation reserves the right to monitor the use of its communication systems, internet access, email accounts and devices where lawful and proportionate to do so.
Monitoring may be undertaken for purposes including:
· Safeguarding.
· Ensuring compliance with policies.
· Investigating misconduct.
· Protecting information security.
· Maintaining business continuity.
· Complying with legal obligations.
Monitoring will be carried out in accordance with data protection legislation and the organisation's monitoring procedures.

Enforcement

Breaches of this policy may result in disciplinary action under the Disciplinary Policy.
Serious breaches, including those involving safeguarding concerns, data breaches, misuse of confidential information, cyber security incidents or inappropriate use of AI, may constitute gross misconduct and could result in summary dismissal.

Further Guidance

Employees should refer to:
· UK GDPR and the Data Protection Act 2018. Data protection: The UK's data protection legislation - GOV.UK
· Information Commissioner's Office guidance. Information Commissioner's Office
· National Cyber Security Centre guidance. The National Cyber Security Centre | National Cyber Security Centre
· ACAS guidance on social media in the workplace.
Social media in the workplace | Acas

Linked Policies
· Safeguarding and Child Protection Policy
· Data Protection and Privacy Policy
· Disciplinary Policy
· Code of Conduct
· Mobile Device Policy
· Whistleblowing Policy
· Confidentiality Policy

This policy will be reviewed annually, or sooner where there are changes to legislation, technology, regulatory guidance or organisational requirements.
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