
Your Family's Digital Safeguards: Navigating 
the Online World Together

A practical guide for parents, teenagers, pre-teens, and children to build safer, smarter, and more positive online 
experiences — together.



Understanding Digital Safety: More Than Just 
Passwords
The digital world offers incredible opportunities for learning, 
connection, and entertainment. However, it also presents risks 
that require our attention. Digital safety is about understanding 
these risks and implementing safeguards to protect ourselves 
and our families — it goes far beyond simply choosing a strong 
password.

From social media and online gaming to AI-powered tools and 
messaging apps, the online landscape is constantly evolving. 
Staying informed, maintaining open dialogue, and applying 
practical digital safeguards are the cornerstones of a safer 
experience for every member of the family.
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FOR PARENTS & CAREGIVERS

Building a Foundation of Trust
Your role as a parent or caregiver is the single most powerful digital safeguard your family has. Open communication, 
informed boundaries, and consistent engagement make all the difference.

Open Conversations
Talk regularly about 
online activities.

Ask what they see, who 
they interact with, and 
how they feel.

Build trust so they come 
to you when something 
feels uncomfortable.

Understand the 
Landscape

Stay informed about the 
apps, games, and 
platforms your children 
use.

Research emerging 
technologies like AI 
companions.

Understand risks and 
benefits before your 
child encounters them.

Set Clear Boundaries
Establish screen time 
limits.

Create "unplugged 
zones" at home.

Co-create family 
agreements about 
device usage and online 
behaviour.

Utilise Safeguards
Explore parental 
controls and privacy 
settings on devices and 
apps.

Use tools to manage 
screen time, block 
inappropriate content, 
and limit exposure to 
strangers online.

Remember, restriction is 
not the answer.



FOR TEENAGERS

Navigating Independence Safely
The online world is where you socialise, learn, and express yourself. These four principles will help you stay in control of 
your digital experience.

í  Curiosity is Your Superpower
Question what you see online.

Check who created the content and why.

Be wary of sensational headlines, sponsored 
posts, and claims that seem too good to be true.

Validate what you read with multiple different 
sources.

~  Protect Your Digital Footprint
What you post online can have lasting 
consequences.

Review privacy settings on social media.

Avoid oversharing personal information.

When it goes online - its there forever

Y  Recognise and Report Harm
Be aware of cyberbullying, harassment, and 
grooming tactics.

If something makes you uncomfortable or unsafe, 
tell a trusted adult immediately.

Reporting helps protect you and others.

<  Digital Civility Matters
Treat others online with the same respect you 
would show in person.

Show empathy in your interactions.

Positive behaviour helps build a healthier, safer 
digital community.



FOR PRE-TEENS

Growing Smarter Online
You're exploring more of the internet independently. Here 
are four key habits to keep you safe and smart online.

Friend Requests & 
Strangers

Only accept friend 
requests from people 
you know in real life. 
Be cautious about 
sharing personal 
details with people you 
only know online.

Think Before You 
Click

Be careful about 
clicking on links or 
downloading files from 
unknown sources — 
they could contain 
harmful content or 
malware.

Your Privacy is 
Important

Your personal 
information is valuable. 
Learn how to adjust 
privacy settings on 
games and apps to 
limit who can see your 
information.

Gaming Safely

Be aware of in-game 
chat features and who 
you are interacting 
with. Report any 
inappropriate 
behaviour to an adult 
straight away.

Talk to your parents, older sibling, a 
teacher or an adult you trust

If you are not sure, talk to someone. The online 
world can be scary, but it is also wonderful 
when you know how to navigate it safely. 

"What is personal information" 

Name, 

address, phone number, 

Date of birth



FOR YOUNGER CHILDREN

Fun and Safe Online Adventures
The internet can be a wonderful place to learn and play. Here are four golden rules to help you stay safe online.

Ask an Adult First
Before downloading a new game or visiting a new 
website, always ask a parent or trusted adult for help.

Keep Secrets Secret
Don't share your full name, address, phone number, or 
school name with people you meet online. Keep these 
details safe!

Kind Words Online
Use kind words when you talk to others online, just like 
in real life. If someone is being mean, tell a grown-up 
straight away.

Playful Learning
Explore fun educational games like Interland that teach 
digital safety in an interactive and exciting way!



Common Online Risks: What to Watch Out For
Understanding the risks is the first step to avoiding them. Every member of the family should be aware of these key 
threats in the digital world.

If you or someone you know has experienced any of these risks, seek help from a trusted adult, school 
counsellor, or contact your local helpline. We are happy to help depending on your  geography. 



Digital Safeguards in Action: Practical Steps
Knowing the risks is only half the battle — here are the practical steps every family should take right now to strengthen 
their digital safeguards.

1

Privacy Settings
Ensure all apps, games, and devices are set to private. 
Turn off location data services on non-essential apps 
to limit who can track your whereabouts.

2

Password Protection
Use strong, unique passwords for all your accounts. 
Consider using a reputable password manager to 
keep track of them securely.

3

Device Check-ins
Schedule regular "device check-in" times with your 
children, or consider random spot checks of activity 
and installed apps to stay informed.

4

App Research
Preview and research any new app your child wants to 
download before granting access. Check age ratings, 
reviews, and privacy policies.



EMERGING TECHNOLOGY

Navigating the Age of AI
Artificial Intelligence is rapidly evolving, with generative AI 
creating new possibilities — and new challenges — for families 
everywhere. From AI chatbots to deepfake content, 
understanding this landscape is increasingly essential.

For Parents

Understand what AI is and how it's used in everyday 
apps and platforms. Discuss responsible AI use with 
your children and be aware of AI-generated content and 
its potential for misinformation and manipulation.

For Teens

Be skeptical of AI-generated content. Understand its 
limitations and potential biases. Explore AI tools 
responsibly for learning and creativity — but always 
question the source and authenticity of what you see.

Key AI Awareness Points

AI can generate realistic images, voices, and 
videos that are entirely fake

AI chatbots can provide incorrect or biased 
information

Some AI tools collect and store personal data

AI companions in apps may not always act in a 
child's best interests

Critically evaluating AI content is a vital 21st-
century skill



A Shared Responsibility: Building a Safer 
Digital Future Together
Digital safety is an ongoing journey, not a destination. By working together, families can create a positive and secure 
online environment for everyone.

T  Continuous 
Conversation
Keep the dialogue about digital 
safety open and ongoing. As 
technology evolves, so too will 
the conversations needed to 
navigate it safely as a family.

�  Empowerment Through 
Knowledge
The more informed every family 
member is, the better equipped 
they will be to make safe and 
confident choices online — at 
every age.

,  Seek Support
If you encounter issues or need 
further guidance, utilise resources 
from trusted organisations like 
Kids Online Safety, 
StopBullying.gov, UNICEF, and 
Microsoft Family Safety.

Remember: No family has to navigate the digital world alone. Support, guidance, and expert resources are 
always available to help you take the next step.



EDUCATION & UPSKILLING

Bridging the Digital Knowledge Gap
Gen Z are growing up with technology woven into every 
aspect of their lives. By default, they are often more 
instinctively savvy with emerging tech than Gen X or Gen 
Y, and that gap is growing. Upskilling beyond surface-
level capabilities is no longer optional for parents and 
adults; it is essential if we are to have meaningful, honest, 
and informed conversations with our children.

Collaboration between parent and child around 
technology is a gradual exercise built on trust. Knowing 
what to look for, what is safe, what is harmful, what is 
questionable, empowers you to model good digital 
behaviour. 

Show your children what you encounter on your own 
devices that you don't agree with. Make it a shared 
conversation, not a one-way lecture.

Start with Curiosity

Explore the apps, platforms, and tools your 
children use. Curiosity is the foundation of 
understanding.

Build Open Dialogue

Use what you learn to have honest, non-
judgmental conversations. Share your own 
online experiences, good and bad.

Collaborate, Don't Dictate

Work together with your child to set 
boundaries and navigate the digital world. 
Partnership builds lasting trust and 
resilience.

The goal is not to become a technology expert overnight — it is to stay engaged, stay curious, and stay 
connected to your child's digital world in an ongoing and meaningful way.
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Connect with me
Rohan Wickremesinghe is a seasoned professional with 
over two decades of dedicated experience in Technology 
development, Technology Risk, and Cybersecurity. 
Throughout his extensive career, Rohan has been at the 
forefront of digital advancements, gaining deep insights 
into the intricate landscape of online security and its 
evolving challenges.

As a father to two young daughters, Rohan intimately 
understands the world they are growing up in a 
landscape rich with iPads, iPhones, virtual reality 
experiences, and countless other digital innovations. 

It is important that parents, adults and kids have the 
necessary skills to engage with the digital world, and do 
so in a safe and secure way. 

In an increasingly connected digital age, the skills 
required to stay safe online have never been more 
critical. My goal is to share practical, actionable 
advice that helps families thrive in this environment.
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