
Hacked Online Shopping Account
Recovering from a Hacked Online Shopping Account

A hacked online shopping account occurs when an unauthorized person gains access to your 
account on an e-commerce or retail platform. These accounts are valuable to criminals 
because they often contain:

● Stored payment methods
● Saved shipping addresses
● Purchase history
● Gift cards or store credit
● Loyalty points

Criminals may:

● Make fraudulent purchases
● Change shipping addresses
● Steal gift cards or rewards
● Access personal information
● Use your account to test stolen payment cards

Acting quickly can prevent financial loss and identity misuse.

Signs Your Shopping Account Has Been Hacked:

● Orders you did not place
● Shipping addresses you don’t recognize
● Password no longer works
● Account details changed without your consent
● Gift cards, credits, or reward points missing
● Emails confirming purchases you didn’t make

Hacked Online Shopping Account – Do This First

Act Immediately

● Stop using the compromised account
● Use a different, trusted device if possible
● Do not cancel orders before documenting them unless instructed



Contact the Retailer Right Away

This is the most important step.

● Use the retailer’s fraud, security, or account-recovery support
● Request:

○ Account lockdown
○ Cancellation or hold of fraudulent orders
○ Investigation of unauthorized activity

● Ask about:
○ Refunds or charge reversals
○ Restoring stolen gift cards or points

● Record:
○ Support case number
○ Dates and times
○ Instructions provided

Early contact increases the chance of stopping shipments.

Secure the Account

Once access is restored:

● Change the account password
● Log out of all sessions
● Review and update:

○ Email address
○ Phone number

● Remove:
○ Unknown devices
○ Stored payment methods
○ Unrecognized shipping addresses

● Check communication preferences for changes

Preserve Evidence

Before deleting anything:

● Screenshot:
○ Unauthorized orders
○ Order confirmations
○ Shipping changes

● Save:
○ Order numbers
○ Receipts



○ Customer service communications

This documentation helps with refunds and disputes.

Check Linked Accounts and Payments

From a secure device:

● Review:
○ Credit card and bank statements
○ Payment apps (PayPal, digital wallets)

● Change passwords on:
○ Email accounts
○ Payment services

● Watch for additional fraudulent charges

If payment information was exposed, contact your bank or card issuer immediately.

If Financial Fraud or Identity Misuse Occurred

Report the incident if:

● Money was stolen
● Multiple accounts were affected
● Your identity was used fraudulently

Reporting helps track criminal activity and protect others.

● National Reporting
○ FBI Internet Crime Complaint Center (IC3)

 https://www.ic3.gov
● Ohio Resources

○ Ohio Attorney General – Identity Theft & Cybercrime Help
 https://www.ohioattorneygeneral.gov
 Hotline: 800-282-0515

● Geauga County
○ Geauga County Sheriff’s Office

 https://www.geaugasheriff.org
○ Local police non-emergency line if fraud or threats occurred

Recovery – After the Account Is Secured

● Monitor orders and statements closely for several weeks
● Confirm refunds or chargebacks are processed

https://www.geaugasheriff.org/
https://www.ohioattorneygeneral.gov/
https://www.ohioattorneygeneral.gov/
https://www.ic3.gov/


● Verify all saved addresses and payment methods are legitimate
● Re-enable features gradually

Emotional & Practical Support

● Shopping account fraud can feel violating and stressful.
● Talk to someone you trust
● Keep written records of all actions taken
● Seek financial guidance if losses are significant
● If stress becomes overwhelming:

○ 988 Suicide & Crisis Lifeline
○ Call or text 988 (24/7, confidential)

How to Reduce the Risk of Future Shopping Account Hacks

● Treat shopping accounts as financial accounts
● Be cautious of urgent emails about orders or delivery issues
● Verify retailer communications using official apps or websites
● Review order history regularly
● Act immediately when something looks wrong


