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Recovering from a Hacked Online Bank Account
A hacked online bank account occurs when an unauthorized person gains access to your banking portal
or mobile banking app. Because bank accounts provide direct access to money and personal data, these
incidents require immediate action.
Criminals may:
e Transfer or withdraw funds
e Add new payees or accounts
e Change contact or recovery details
e Use your identity for further fraud
® Attempt to access linked financial accounts
When a bank account is compromised, acting fast can stop losses and improve recovery options.
Signs Your Online Bank Account Has Been Hacked:
e Transactions you don’t recognize
e Login alerts from unfamiliar locations or devices
e Password no longer works
e Contact information changed without your consent
e New payees or linked accounts added
® Account locked due to suspicious activity
Hacked Online Bank Account — Do This First
Act Quickly
e Stop using the compromised account
e Use a different, trusted device to take action if possible
e Do not attempt to “fix it quietly” or wait to see what happens
Contact Your Bank Right Away
This is the most important step.
e Call the bank’s fraud or security number immediately
® Request:
o Account freeze or restriction
o Reversal or investigation of unauthorized transactions
o Disabling of online banking access until secured
e Follow the bank’s instructions exactly
e Document:
J

_ s e
Together, we can build a safer,

more inclusive digital world.
~___ A

e —

@digitaIdefensealliance.com |




:/—— DIGITAL DEFENSE ALLIANCE —
U Defend | Educate | Empower I

—_—
4 "y
o Date and time of the call
O Representative’s name or ID
o Case or reference number
Proactively establish a trusted contact for your online financial accounts so that if you need assistance
recovering from a financial cybercrime, your trusted contact is preauthorized to assist and represent
you.
A trusted contact can help the institution reach someone if they suspect trouble; it does not
automatically authorize that person to transact.
Secure Your Banking Access
Once the bank instructs you to proceed:
e Change online banking passwords
® Replace security-question answers with made-up, non-guessable answers stored in a password
manager.
e Verify:
o Email address
o Phone number
® Remove:
o Unknown payees
o Linked accounts you don’t recognize
Do not re-enable full access until the bank confirms it is safe.
Preserve Evidence
Before deleting alerts or records:
e Screenshot:
O Unauthorized transactions
O Login alerts
o Confirmation messages
e Save:
O Bank statements
o Emails or texts related to the incident
This evidence may be needed for reimbursement or law enforcement reporting.
Check for Wider Financial Compromise
Bank account breaches often connect to other fraud.
® From a secure device:
O Review:
m Credit cards
m  Savings accounts
m  Payment apps
o Change passwords on:
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m  Email accounts
m  Financial services
e Watch for:
o New account openings
O Loan or credit inquiries
Consider placing a fraud alert or credit freeze with credit bureaus if advised. A credit freeze is free and
lasts until lifted; contact all three bureaus.
If Money Was Stolen or Identity Fraud Occurred
Report the incident if:
® Funds were transferred or withdrawn
e |dentity theft is suspected
e Multiple financial accounts were affected
Your report can help investigators spot patterns and warn others.
e National Reporting
o FBI Internet Crime Complaint Center (IC3)
https://www.ic3.gov
e Ohio Resources
o Ohio Attorney General — Identity Theft & Cybercrime Help
https://www.ohioattorneygeneral.gov
Hotline: 800-282-0515
e Geauga County
O Geauga County Sheriff’s Office
https://www.geaugasheriff.org
O Local police non-emergency line if fraud or threats occurred
Recovery — After the Account Is Secured
e Monitor accounts daily for several weeks
e Review bank statements line by line
e Confirm all disputed transactions are documented
e Follow up on reimbursement timelines. Ask the bank about written timelines for provisional
credit or reimbursement where applicable.
® Re-enable services gradually and cautiously
Emotional & Practical Support
e Financial account compromise is stressful and frightening.
e Talk to someone you trust
® Ask the bank for a written summary of actions taken
o Seek professional financial guidance if losses are significant
e If distress becomes overwhelming:
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O 988 Suicide & Crisis Lifeline
o If you may hurt yourself or feel unable to stay safe, call or text 988.

How to Reduce the Risk of Future Bank Account Compromise

Treat banking alerts as high priority

Be skeptical of urgent messages requesting action
Verify bank communications using official channels
Never share one-time codes or account details

Act quickly if something feels wrong
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