DIGITAL DEFENSE ALLIANCE

v Defend | Educate | Empower

Hacked Home Wi-Fi Network

Recovering from a Hacked Home Wi-Fi Network

A hacked home Wi-Fi network occurs when an unauthorized person gains access to your router or
wireless network. Because your Wi-Fi connects every device in your home, a compromise can expose:

Computers, phones, tablets

Smart TVs and streaming devices

Security cameras and smart home devices
Work-from-home systems

Children’s devices and accounts

Attackers may:

Spy on internet activity

Redirect traffic to fake websites
Install malware on connected devices
Steal passwords and personal data
Use your network for criminal activity

When a home Wi-Fi network is compromised, it must be treated as a whole-house incident.
Signs Your Home Wi-Fi Network May Be Hacked:

Internet is unusually slow or unstable

Devices disconnect or reconnect unexpectedly
Unknown devices appear on the network
Router settings changed without your consent
Pop-ups or redirects appear on multiple devices
Security cameras or smart devices behave oddly

Hacked Home Wi-Fi Network — Do This First

Disconnect and Contain

e Disable WPS, confirm WPA2/WPA3 encryption, and check for unknown DNS servers
o Unknown DNS servers can redirect traffic even when Wi-Fi appears to work normally
Immediately limit further access
Disconnect all devices from Wi-Fi
Turn off or unplug the router if activity appears ongoing
Do not log into sensitive accounts until the network is secured

Use a Trusted Device for Recovery

If possible:
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e Use a device not normally connected to the home network
e Use a cellular connection or trusted external network
e This reduces the risk of attackers interfering during recovery.
Secure the Router (Critical Step)
Access the Router Admin Panel
e Login using the router’s official address (printed on the router or manual)
e [f you cannot log in, note this as it may indicate full compromise
Change Router Credentials Immediately
e Change the router admin password
® Change the Wi-Fi network password
e Use strong, unique passwords you have not used elsewhere
e Do not reuse old passwords.
Check Router Settings Carefully
Review and correct:
e Unknown admin users
e Remote management settings (disable if enabled)
® DNS settings (reset to automatic or ISP defaults)
e Port forwarding rules you didn’t create
e Firmware update status
If anything looks unfamiliar and you’re unsure, stop and seek expert help.
Update and Reset if Needed
Update Router Firmware
If the router no longer receives firmware updates, replace it.
e |[nstall the latest firmware from the manufacturer
e Firmware updates often fix known security flaws
Factory Reset (If Compromise Persists)
If suspicious behavior continues:
e Perform a factory reset on the router
® Reconfigure from scratch
e Do not restore old configuration files
e This step removes hidden attacker settings.
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Secure Connected Devices
Once the network is secured:
e Reconnect devices one at a time. Reconnect devices only after the router is reset or updated
and the Wi-Fi password is changed.
e Update operating systems and apps
® Scan devices for malware
e Change passwords for:
o Email accounts
o Banking and shopping
o0 Work or school systems
If multiple devices show signs of compromise, seek professional help.
Preserve Evidence (If Needed)
If you may need professional or law enforcement support:
Screenshot:
e Router logs
e Unknown device lists
e Configuration changes
e Note:
e When issues started
e Devices affected
e Any financial or privacy impact
If the Network Was Used for Crime or Led to Fraud
Report the incident if:
e Financial loss occurred
e |dentity theft is suspected
e Your IP address was linked to illegal activity
e Work or government systems were exposed
Your report can help investigators spot patterns and warn others.
e National Reporting
O FBI Internet Crime Complaint Center (IC3)
https://www.ic3.gov
e Ohio Resources
O Ohio Attorney General — Identity Theft & Cybercrime Help
https://www.ohioattorneygeneral.gov
Hotline: 800-282-0515
e Geauga County
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O Geauga County Sheriff’s Office
https://www.geaugasheriff.org
O Local police non-emergency line if fraud or threats occurred

Recovery — After the Network Is Secured

Use a guest network to isolate visitors and smart-home/loT devices where
possible.

Monitor connected devices for unusual behavior
Review router logs weekly for a period

Confirm no unknown devices reconnect
Document changes made for future reference

How to Reduce the Risk of Future Wi-Fi Network Hacks

Treat your router like a critical household system

Be cautious of emails or calls claiming to be from your ISP

Review connected devices regularly

Secure smart home devices before adding them

Ask for help early, router security mistakes can impact the entire household
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