DIGITAL DEFENSE ALLIANCE

Hacked Virtual Currency Account

Recovering from a Hacked Virtual Currency Account

A hacked virtual currency (cryptocurrency) account occurs when an unauthorized person gains access to
your exchange account, wallet, or trading platform. Unlike traditional banking, most cryptocurrency
transactions are irreversible, which makes immediate action critical.

If you used an exchange, ask whether they can freeze withdrawals, blacklist addresses internally, or
preserve logs. If you used a self-custody wallet, move remaining assets from a clean device only if the
seed/private key may still be safe.

Criminals may:

Transfer funds to external wallets
Convert assets to other currencies
Change passwords and recovery details
Add new withdrawal addresses

Use your account to launder stolen funds

When a virtual currency account is compromised, minutes matter.
Signs Your Virtual Currency Account Has Been Hacked:

Unauthorized withdrawals or transfers

Login alerts from unknown locations or devices
Password no longer works

New wallet addresses added without permission
Account locked due to suspicious activity
Unexpected conversion or liquidation of assets

Hacked Virtual Currency Account — Do This First

Act Quickly

® Stop using the compromised account
e Use a different, trusted device if available
e Do not attempt to “watch and wait” or confront the attacker

Contact the Platform or Wallet Provider Immediately
This is the most important step.

e Contact the exchange or wallet provider’s security or fraud team
e Request:

o0 Immediate account freeze or withdrawal suspension

0 Lockdown of API access (if applicable)
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O Investigation of unauthorized transactions
e Follow instructions exactly and document everything
e Record:
o Date and time of contact
O Support ticket or case number
o Names or IDs of representatives (if provided)
e Avoid anyone claiming guaranteed crypto recovery; recovery scams are common. No legitimate
recovery helper can guarantee return of crypto or require upfront fees.
Even if funds cannot be recovered, early reporting helps prevent further losses.
Secure Your Access
Once instructed by the platform:
® Reset passwords
e Review and remove:
o Unknown devices
o APl keys
0 Linked wallets
e Verify:
o Email address
o0 Phone number
e Do not re-enable withdrawals until the platform confirms it is safe
Preserve Evidence
Before deleting alerts or transaction history:
e Screenshot:
0 Unauthorized transactions
o Wallet addresses used
O Login alerts
e Save:
o Transaction IDs (TXIDs)
o Dates, times, and amounts
0 Platform communications
This evidence is critical for investigations and reporting.
Check for Wider Compromise
Cryptocurrency account hacks often originate from another breach.
From a secure device:
® Change passwords for:
o Email accounts
o Financial services
o Cloud storage
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® Review:
o Account recovery emails
o0 Linked payment methods
® Check whether your email or device may also be compromised
If multiple accounts were affected, escalate to professional help.
If Funds Were Stolen or Fraud Occurred
Even though crypto transactions are difficult to reverse, reporting is still essential. Report investment-
related crypto fraud to the SEC, CFTC, state securities regulator, or NFA as applicable.
Include the following when reporting:
e Wallet addresses
e Transaction IDs
e Platform names
e Timeline of events
e National Reporting
o FBI Internet Crime Complaint Center (IC3)
https://www.ic3.gov
e Ohio Resources
O Ohio Attorney General — Identity Theft & Cybercrime Help
https://www.ohioattorneygeneral.gov
Hotline: 800-282-0515
e Geauga County
O Geauga County Sheriff’s Office
https://www.geaugasheriff.org
O Local police non-emergency line if fraud or threats occurred
Recovery — After the Account Is Secured
e Monitor the account daily for suspicious activity
e Confirm withdrawal restrictions remain in place
e Review platform security logs if available
e Follow up regularly with the platform on the investigation
® Be cautious of “recovery services” offering to retrieve lost crypto (many are scams)
Emotional & Financial Support
e Losing virtual currency can be devastating.
e Speak with someone you trust
e Seek professional financial guidance if losses are significant
e Remember:
o Crypto crime is widespread
o Victims are not at fault
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e |[f distress becomes overwhelming:
O 988 Suicide & Crisis Lifeline
o If you may hurt yourself or feel unable to stay safe, call or text 988.

How to Reduce the Risk of Future Virtual Currency Account Compromise

Treat crypto accounts as high-risk, high-value targets

Be skeptical of urgent messages about account issues

Verify platform communications using official channels

Never share seed/recovery phrases or private keys, private keys, or one-time codes
Act quickly at the first sign of suspicious activity
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