
Attack Trends Across Customer Touchpoints
With the frenzy of fraudulent activity brought on by the COVID-19 global crisis, overall attack rates have gone 
up across every use case.

49% rise in
payment attack rate

18% rise in
new account fraud 

17% increase in
account takeover
attempts

20% Spike in Fraud as Digital Behavior Shifts During COVID-19
Insights from the Arkose Labs Q2 2020 Fraud and Abuse Report

Global Trends: COVID-19 is a Catalyst for Fraud

Arkose Labs bankrupts the business model of fraud. Its patented platform combines Arkose Detect, a sophisticated risk engine, with Arkose 
Enforce, which uses targeted step-up challenges to wear fraudsters down and diminish their ROI. The world’s largest brands trust Arkose Labs 
to protect their customer journey while delivering an unrivaled user experience.
© 2020 Arkose Labs. All rights reserved.

Download the full Q2 2020 Fraud and Abuse Report at www.arkoselabs.com

With major shifts in digital consumer behavior and economic hardship around the globe due to lockdowns, 
there has been a significant spike in attacks since the beginning of 2020.

Fraudsters are now operating in the perfect conditions to carry out large-scale fraud

 20% increase
in attack rate

26.5% of all
transactions are attacks 

 

 445 million
attacks detected in Q1 

44% increase in total
number of attacks
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Sweatshops Automation

Q1 Attacks On The Arkose Labs Network

January February March

Regional Attack Patterns

2X attacks 
from Russia

20% rise in
attacks levels from United States

3.5x attacks 
from Peru

Brazil now in the top 5 
attacking countries

Cost-effective human 
resources to carry out attacks

Heightened incentive levels due 
to economic turmoil

Increasing digital activity across 
the globe

Plentiful fresh stolen user data Easy access to fraud toolkits

March 9 lockdown 
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Sweatshop Attacks - Italy
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Sweatshop Attacks - Peru
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Volatile attack levels from 
human sweatshop, as
lockdowns disrupted
traditional fraud hubs.

Pronounced spikes in
sweatshop-driven activity
immediately after localized 
lockdowns were announced, 
for example in Italy and Peru.

Human-Driven Attack Trends During COVID-19 Crisis
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Mobile vs Desktop Attack Patterns
Fraud originating from mobile devices is on the rise, however, 
fraudsters still concentrate more of their efforts from desktops.

20% of attacks are from mobile compared to 80% on desktop

13% of mobile transactions represent fraud and abuse
attacks while on desktop the attack rate is 35%

Desktop
60.3%

39.6%
Mobile vs.

Mobile Vs. Desktop Transactions

Escalating
Attacks Across

Industries

27%
increase
in attack rate

40% attack
rate from desktop
traffic

Logins
most-attacked
use case

24% increase in automated
gaming attacks

Gaming

Increase in automated
attacks on tech platforms

19.5%
increase in
attack rate

48% of mobile
transactions are
fraudulent

25% of
registrations
are attacks

Technology Platforms

Attack
spike in

the evenings

12% of all
transactions
are attacks

47% of all
transactions are

from mobile

Finance attacks dominated
by automation

Finance

Social Media

2.6x attacks
on payments
vs. logins

2.8x
sweatshop
attack rate

2X

2x
attack rate

Retail & Travel
54% of retail and travel 
attacks from sweatshops

High levels of 
activity on global platforms

1/3
attacks are

human-driven

25% of
registrations
are attacks

1/5 of traffic on
social platforms

is an attack

Escalating Attacks Across Industries

https://www.arkoselabs.com/resource/q2-2020-fraud-and-abuse-report/?utm_medium=infographic&utm_source=infographic&utm_campaign=2020q2fraudreport

