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Report Highlights: The Evolving Fraud Landscape

Top Attackers
Across The Globe

Attacks from more prosperous 
nations such as the United States 
and Great Britain are largely 
driven by automation, with a 
higher human-driven attack mix 
coming from Russia, Ukraine, 
and the Philippines.

across sectors analyzed
transactions1.3  billion

Automated Human-Driven

United States

28.9%

72.1%

Philippines

54.6%

45.4%

Russia

66.9%

33.1%

Great Britain

29.3%

70.7%

Ukraine

69.9%

30.1%

                    

Automated attacks
grew by 25% 

Automated account registrations
increased by 90% 

90%

Account takeover attacks
increased by 35% 

35%

The Rise of Human-Driven Attacks

90% increase in
human-driven attacks 

Human-driven attacks from the 
Philippines, Russia and Ukraine 

almost tripled 

Human-driven account
takeover attacks more than doubled

Human-driven attacks went up for 
both account logins and registrations 

Payment transactions had 50% 
less human-driven attacks

More than 50% of social media 
login attacks are human-driven

Peak sweatshop

attack levels 50% higher 
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The mobile vs web attack mix

Desktop
62.5%

37.5%
Mobile vs.

Mobile versus Desktop patterns
While mobile attacks are growing, fraudsters still concentrate more of their efforts on web transactions.

Information Technology

Attack Patterns by Industry

Gaming Social Media

Finance and Fintech

12% of financial services 
logins were fraud attempts

Attack mix shifted dramatically with almost all account 
takeover attacks coming from automated bots

Retail & Travel

2X growth in
holiday season
traffic

Arkose Labs bankrupts the business model of fraud. Its patented platform combines Arkose Detect, a sophisticated risk engine, with Arkose 
Enforce, which uses targeted step-up challenges to wear fraudsters down and diminish their ROI. The world’s largest brands trust Arkose Labs 
to protect their customer journey while delivering an unrivaled user experience.
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New account fraud

grew by 74%
The overall attacks

level grew 30%

25% increase in automated attacks 
on new account registrations and logins

82% increase
in sweatshop 
attacks

2 in every 5
social media logins
are an attack

More than half of attacks are human-driven,
representing a 33% increase

Account
takeover attacks 
grew 88%

Payment fraud
attempts
went up 5X

Attack rates on logins
grew by 58%

Attack rates
grew 40%

New account registration attacks
on technology platforms grew 20%
while login and scraping attacks grew 50%

Logins

Registrations

20%
50%

40% of all
registration attacks
are human-driven

More than half of
new account registration
fraud is human-driven

Attacks on mobile transactions accounted
for 33% of all automated fraud attempts

and 20% of all human-driven attacks

20%
33%

Download the full Q1 2020 Fraud and Abuse Report at www.arkoselabs.com

The mobile share of
transactions grew 20%


