
rkose Labs Customer Analysis Dashboard delivers actionable insights as well as visualization & data stitching to 

provide an end-to-end view across the customer journey. The dashboard also showcases advanced analytics 

breaks down the non-legitimate traffic to deliver better understanding of the underlying attack patterns & the 

downstream reaction to an enforcement. With real-time data logging, customer can react rapidly to any changing patterns 

as well as test the user experience to verify the integrity of the platform.
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Some of the key components include:

Search and Filter:  Fraud and data analysts can use the search bars to focus on a single SessionID, User IP, User-agents.  Analysts can 

also look for partial matches of the identifiers.

Summary Dashboard:  Easy to view summary of all key metrics for a given timeframe.

Loaded session means that the user successfully loaded the challenge.

Verified means the challenge was solved.

Uptake is the number of loaded session that resulted in a user interaction.

Completed is the number of those that solved (of the ones that interacted).

Throughput is the % of verified session of those that loaded.

Passive means no challenge was shown whereas interactive means that the user was shown a challenge at any security level.  This goes 

back to the ability to customize passive vs. interactive percentages.

Non-legit and suspect sessions either match or share characteristics with known bad actors.

The dashboard can be customized using filters to hone in on any particular transaction types or cohort or timeframes.

Overall Statistics

Easy to visualize

© 2019 Arkose Labs. All rights reserved.



User Session per IP:  While shared IPs from corporations or 

shared addresses like large gateways or proxies could 

legitimately generate a lot of sessions, these are usually a 

good indicator of suspicious traffic.

Top Country: Insights into the traffic patterns by region 

enables the analysts to identify any sudden change in volume 

patterns. This enables the platform to put extra pressure on 

regions where the attacks are coming from.

Detailed Statistics: Provides the ability to visualize the top features within each search and filter criteria based on the number of session 

loaded. This enables the analysts to dig deeper into filtered data or use cases.
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Top Accounts: Arkose Labs provides a data exchange loop to enable businesses to send custom data to augment the real-time 

intelligence from the platform. This data stitching within the dashboard delivers controls back to the analysts to better understand the 

traffic patterns.

Top Telltales: These are the known signatures/patterns of previously identified malicious characteristics or fraudulent behaviors along 

with detailed reason/explaintion. These can either flag a subsequent transaction as ‘non-legitimate’ or can tag them as suspicious for 

further tracking.  Arkose Labs platform can provide additional pressure to these telltales upon customer request.
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Session Insights: Insights into what challenge image is applied to the sessions (client themes), how many challenges are shown (security 

level) or what does the client environment look like (render)



Arkose Labs bankrupts the business model of fraud. Its patented platform combines Telemetry with an Adaptive 

Step-Up challenge. Telemetry accurately identifies bad actors, while the Adaptive Step-Up wears them down and 

diminishes their ROI without adding friction for good customers. The world’s largest brands trust Arkose Labs to 

protect their customer journey while delivering an unrivaled customer experience.
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