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BOT MANAGEMENT
IS CRUCIAL FOR
DIGITAL BUSINESSES

INCREASING
UNCERTAINTY
IN IDENTIFYING

MALICIOUS BOTS

Bot-driven attacks have been occurring

every day since the dawn of digital

commerce. Malicious bots result in the theft

of billions of dollars every year and threaten

the future of every digital business that is not
protected against them. Businesses have put
technologies in place to detect bots in real-time,
and have long relied on in-session user challenges
(aka CAPTCHAs) to differentiate between good
users and basic bot traffic. However, innovation in
this type of anti-bot defense has not kept pace with
advancements in attacks.

Most real-time bot detection tools can identify extremely
high-risk traffic, and identify extremely low-risk traffic.
Where they struggle, however, is in knowing what to do
with activity that falls between the gray area of extreme
high and low risk. This gray area is increasing as bots get —® ¥ o ) .
smarter and more adept at mimicking human behavior, A!"KOS@ Labs Vision:

leading to increased costs for businesses. To protect We believe businesses can be more resilient

themselves from attack, digital commerce professionals to bot attacks, resulting in cost savings and
need a solution that can detect and stop modern, improved ROI, while still allowing good users
sophisticated bot attacks - one that can identify both high to access their services.

and low-risk activity, as well as the gray area in between, in
order to maximize cost savings and improve overall ROI.
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Why Digital Businesses Need a Challenge-Response Strategy

Challenge-response verifications (aka CAPTCHAS) have been used over Risk-based detection systems are dealing with a growing "gray area" of
the last 15 years as a way to defend digital businesses from bot attacks. digital traffic, where risk signals are inconclusive. No matter what platform
Interactive puzzles are presented during user interactions to test for you use, this gray area is expanding as bots get smarter and stolen data
human responses, so that unwanted bot traffic gets no further. gets richer. The growing gray area leads to user pain from false positives,
when good traffic is blocked as malicious, or false negatives, which allow
Flawed execution by legacy CAPTCHA providers has earned this attacks to get through.
technology a bad reputation. But in today's threat landscape it is more
important than ever to have an effective, in-session challenge strategy By utilizing a solution that accurately differentiates between malicious
to frustrate bot traffic. and trusted activity, digital businesses can not only save costs and boost
their ROI, but also test and interact with suspicious traffic to determine
true intent.
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Why Traditional Methods Fail to Stop Today's Bots

Despite the strategic importance of protecting digital platforms from bots
while preserving UX, there has been a lack of innovation in challenge-
response technologies. Businesses have often relied on free, cheap, or home-
grown capabilities, which have all struggled to keep up with the demands of
today's digital landscape.

Puzzles are often created using images that can be recognized and classified
by machine vision software - rendering them vulnerable to automated
solvers. Furthermore, popular providers of these free or inexpensive solutions
often monetize visual challenge solving as an image labeling service. This
has helped to create off-the-shelf optical character recognition (OCR) and
Image Recognition software. This is the same software which, ironically, is
then used by attackers to create automated attacks at scale.

As a result of a lack of investment into creating more innovative challenges,
these traditional methods now stand little resistance against cheap bot
attacks and leave many digital businesses vulnerable.

Humans solve
challenges

Successful
bot attacks

Bots pass as
humans and
attack websites

Image
labelling
helps train
Image
recognition
software

Attackers create
bots using Al
iImage recognition
tools to solve
challenges 4
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The User Experience Imperative

In today's fiercely competitive digital economy, platforms | \
need to ensure that user experience is central to all they
do - including their security measures. .
Legacy CAPTCHAs have Failed to
Solutions with basic challenge designs and high user Keep Up with UX Expectatlons

interdiction rates fall short of today's expectations on
user experience. Traditional methods vary from entering
the text shown on a fuzzy or distorted image, ticking a T

bus

Click verify once there are none |eft.

checkbox, or selecting a particular object from a range
of different images. They are deemed annoying and
frustrating, and have consistently led to decreased user
throughput rates.

l Ii'mnmambot

User experience must be central to any challenge-
response strategy. The number of good users seeing
challenges should be monitored carefully, leveraging

advanced risk assessments to keep disruption to a
minimum. Puzzles need extensive testing for first time

user pass rates and solve times. The few good users
who do see challenges should be able to solve quickly ‘

and self-remediate easily.
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Effective Solutions Must Protect Against Both Bots and Human Fraud Farms

Attackers utilize bots and automation to launch attacks at scale, but they also rely on humans to step in and circumvent anti-bot defenses. The global
cybercrime ecosystem provides cheap and easy access to teams of fraud farms, while keeping attackers' costs low to ensure they profit from on
attacks. Humans carry out more nuanced attacks than bots, and organized CAPTCHA solver services will bypass challenge-response systems at scale.
These workers can operate in a centralized location, or more increasingly through a distributed model where they are connected digitally, and often
work on multiple devices at the same time for maximum efficiency. Fraud farm marketplaces now even offer cybercrime "as-a-service" with support
upgrades, mimicking the business models of legitimate service providers. Businesses now need to invest in defending against these hybrid attacks,
which can disrupt existing defenses, in order to obtain better cost savings. Making it a priority to stop malicious humans as well as bots is essential for
businesses to protect themselves and their customers while finding a better ROI.

Attacker plans attack When automated attacks meet Fraud workers
and coordinates the resistance, bot is coded to complete authentication
required resources. escalate to a human. challenges.

Attacker deploys Bot connects to applications
large-scale attacks which connect fraudsters to
using bots. distributed fraud resources.
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Intelligent Detection Requires Transparency & Support

Businesses are making do with blackbox solutions that provide little enterprise customer support. These offer little transparency to businesses on how

risk determinations were arrived at, and do not provide a feedback loop.

Limitations of Legacy CAPTCHAS

N

Black-Box
Approach

Traditional methods are
not transparent in
showing how they assess
risks, leading to a black
box situation which
customers have to
blindly trust.

CO

No Feedback
Loop

There is no way for
customers to provide
feedback on user
activities, risk scores
and response actions to
train the models to
make better decisions.

No Data
Access

Customers do not have
access to the risk data
collected from their own
environments, to use in
their own models and help
with downstream
decisions.

X

No Customer
Support

Customers are reliant on
online forums or articles
but there is no dedicated
managed service team to
provide hands-on support
when required.
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The Arkose Labs Approach

Arkose Labs brings a fresh approach to bot detection and challenge-response,
which drives up the cost and time required to carry out attacks. This erodes
attackers' ROl and provides digital enterprises with long term attack deterrence
and account security - all while enhancing the good user experience and saving
money on long-term protection.

We work across a range of different use cases, helping protect the most targeted
user action points across the digital front-end.

Our Al-powered platform combines sophisticated attack detection risk analysis
and user-centric enforcement challenges to defeat persistent bots and frustrate
coordinated human-driven attacks.

Crucial to our product design is the continuous feedback loop between
real-time bot detection, user challenges, and advanced analytics.

We use a wide range of different technologies to ensure:

@ We stop and deter attacks, long-term

@ We provide transparency and support

“ We provide excellent end-user experience

@ We offer long-term cost savings and a more robust ROI

Classify Risk

Real-time
risk assessment

Analyze & Optimize

Machine learning +
24/7 SOC analysts

Tailored Response

Dynamic
attack response
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It ALl Starts with Powerful Bot Detection & Good User Recognition

The first step to ensure you have the greatest resilience to online attacks, alongside the least restriction to good users, is an advanced and multi-layered
bot detection system which works behind the scenes to recognise good users.

Arkose Detect utilizes contextual, historic and network data on a wide-range of data attributes to provide risk classification, behavioral analytics and a
smart Al decisioning system that calculates risk behind the scenes, so that 99% of good users enjoy a friction-free user experience.

Only risky malicious traffic is directed to a challenge, with the aim of making it slower, costlier and more difficult for attackers. Arkose Enforce provides a
targeted attack response, which is tailored to the exact risk profile.

We continually research and develop innovative technologies to ensure we stay one step ahead of attackers, while dramatically improving good

user experience and offering businesses considerable cost savings.

Multi- pronged Deep device & Normalized user Continuously
iIntelligence network forensics behavior analysis learning platform
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Defeating Bots with Innovative Challenges

Arkose Labs creates context-based enforcement challenges, which are tested
extensively against the latest innovations in machine vision, to defend against
automated solvers. Images are rendered in real-time using 3D software, leading Machine Vision Analysis Results
to countless possible permutations. They are designed by specialized security
artists, so that Al image recognition tools cannot distinguish something that, to
the human eye, is obviously the shape of a dog, but instead classifies it as
smoke or a cave.

As with all security measures, we expect attackers to attempt to evade these
challenges and factor that into our approach. The depth and breadth of our
challenge roster, alongside their innovative design, ensures that it is expensive
and time-consuming to create solvers. Attackers are therefore more likely to give
up when they encounter this type of challenge and attack a business using
challenges that can easily be beaten by a bot.

Additionally, Arkose Labs has an expert team of Security Operations Center
analysts constantly monitoring activity. When there are suspicious spikes in Smoke 97.7%
activity, challenge types will be swapped out, putting the attackers back to
square one. We also have a team of product designers who are constantly

working on new designs, always keeping our customers one step ahead of the Cave 26.1%
attackers and helping them find more savings.
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How Arkose Labs Challenges Stop Fraud Farms

Catching bot traffic is one thing, but to protect
businesses from large-scale, coordinated attacks,

they need defenses tailored specifically to the threat

of fraud farms and challenge solver services as well.
Arkose Labs proactively tracks organized human
attack operations, and profiles this traffic using

multi-layered risk assessments to detect it across the

global customer network.

The type of challenge shown to a malicious human is

very different to one used to defeat a bot. The aim
here is to increase the complexity of puzzles and
analyze solve rates/times to build evidence of
malicious human activity. Human fraud puzzles can
take 3x as long to complete, in order to intentionally
waste time and collect more user interaction data.

As the financial margins of attackers are lower when
using more expensive human resources, increasing
the time and money needed to carry out attacks is a
highly effective way to see attacks drop off. The
financial viability of the attack is ruined, and
perpetrators will move on to the next target.

Arkose Enforce provides a
challenge directly aimed at
fraud farms

Humans working within
fraud farms musts solve
time-consuming 3D
challenge

Arkose Detect uses a range
of device, browser &
network data to identify
fraud farms

e RESULT

Attacker's ROI is destroyed

and deters then from
attacking this site with
challenges designed to
defeat fraud farms
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How Arkose Labs Challenges Stop Fraud Farms

RESULT

Arkose Detect Arkose Enforce Humans working

uses a range of provides a within fraud farms : ,
device, browser & challenge directly must solve Attackers ROl is dE‘StrOV?d ans:l
network data to aimed at fraud time-consuming C'leter's them from attad_(lng this
identify fraud farms 3D challenge site with challenges designed to

farms defeat fraud farms

Catching bot traffic is one thing, but to protect businesses from large-scale, coordinated attacks, they need defenses tailored specifically to the threat
of fraud farms and challenge solver services as well. Arkose Labs proactively tracks organized human attack operations, and profiles this traffic using
multi-layered risk assessments to detect it across the global customer network.

The type of challenge shown to a malicious human is very different to one used to defeat a bot. The aim here is to increase the complexity of puzzles
and analyze solve rates/times to build evidence of malicious human activity. Human fraud puzzles can take 3x as long to complete, in order to

intentionally waste time and collect more user interaction data.

As the financial margins of attackers are lower when using more expensive human resources, increasing the time and money needed to carry out
attacks is a highly effective way to see attacks drop off. The financial viability of the attack is ruined, and perpetrators will move on to the next target.
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Arkose Labs Provides Businesses with Transparency

Example of data provided by alternative solutions: Data provided by Arkose Labs:

(Froae S 0. 4515 . 159 Safarl/537. %",

Risk Score differences: Arkose 5
“tp_rep llst™: mull,
reC { “pame_rumber limit reoches™ . false,
saxsion risk®: | “user_longusge_shown™: “en”,
{ “risk_cotegory™: “BOT-STD", P'E"‘i"“fle_u!_‘f L
"score”: 0-100, "risi_bond”: “Medie’, ':::'—:;-ém}—-,--a v
"reasons”: [ “glebal” )s N '
enun (CLASSTFICATION_REASON_UNSPECIFTIED, AUTOMATION, UNEXPECTED_ENVIRONMENT, TOD_MUCH_TRAFFIC, { "optional®: mall
LOW_CONFTDENCE _SCORE) *score™: 15", i
1 *telltales™:[ “Flogerprism™: {
} i “browser_characterlstics®: (
“ngme " "g-h-rfp-lmm'_ "bromser some” @ “Cheoee” |
“weight™: *7° “browser wersion®: "92.9.4515.15%",
} ' "color_depth™: 24,
{ “session_storoge”: Tolse,
"nome”: "g-0s-ispersoration-win”, “irdexss_dotobase™: falie,

weight™: “§° “convas_fingerprint”: 1857956812

Having the right data makes a big difference in the n ?;""'-.'.;.'LZ-‘.‘If.;‘I;l::L“'.'..f.,
accuracy of risk models. At Arkose Labs, we go beyond S e e
a black box approach, delivering detailed attributes s e |
with clients on an ongoing basis for actionable insights : e Ta |
to adapt to changing attack patterns fast. ': o ortdotad-os yunder ff_;'if':l::’;i ",

9 e
Providing the data empowers our customers to use k‘“t;:;;:;f%"::;;j !5“:,_:;;;;;'-;:;;_,,_:1 .
our real-time insights and data to make sense of all s e ot o 1 o o
decisions, not blindly following a machine-given score. ...p""ml"",.“:””‘“” e

s _promy”: true,

This allows for more informed decisions, resulting in Kol T et ) LA W

. \ . "session timed out™: true, :::;:u"n:;mulh Males”,
cost savings and better ROL. It also provides analysis honcdgont oo ity s,
which can be used downstream to provide further ‘pmisheble actionsd™: false, oo e Gt
1 ‘1;11:::.:;12; 'm:i:dr:ittar.;:“::u-:,- - "::r\t;l‘ru:-‘- “1iw -'1.':1!!-“:.
protectlon, ':mlu errpe”: r-r,l: o e “timerane” : “Alustral o Syaney©

}

"loasec_level_demled™: mill,
"ua”: "Mozilla/5.9 (Mocintosh; Inmtel Moc OS5 X 10 15 7) AppleWedk1t/537.36 (KHTML, like Gecko)
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Arkose Labs Goes Above and Beyond for Clients

: Proactive Incident Security Advisory
Teahnicd. Support Risk Management Response Services

Support is available 24x7x365 The Arkose Labs SOC provides 24x7 Arkose Labs offers guaranteed Regularly scheduled reviews of traffic
for technical questions, monitoring and anomaly detection to response & remediation SLAs on your workflow allows us to fine
non-critical bugs, and keep a watchful eye on your traffic and to minimize damage and disruption tune your instance to attack
enhancement requests. proactively flag potential threats. in the event of an attack. patterns and keep you one
step ahead of attackers,

‘ ‘ What | respect the most about our partnership is that they are there to troubleshoot with you when you need them. They zz
worked with us closely to address an error that we initially thought was related to Arkose but ended up being on our side. It is i DrOpbox
easy to provide a good experience when things go well, but what makes a difference is being there when things go south. Director of Engineering
Arkose didn't drop the ball, and thanks to that, we provide a much better experience now. , , Dropbox
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User-Experience with Arkose Labs

Arkose Labs' Al-powered platform performs smart but invisible risk assessments that result in a frictionless experience for good users, whilst
being impossible for fraudsters to profitably break the security defenses. Implementing Arkose Labs has provided businesses an uptick in good

user experience whilst detecting and stopping bot attacks.

ettt ettt ettt et ettt ettt ettt ittt ettt ettt ettt ittt . Tttt ettt ettt ettt et et ettt |

LOW CHALLENGE MINIMAL
RATES FRICTION

99% of good Users are never
users experience made to navigate
no friction or to another system
hindrances to complete

authentication

ACCESSIBILITY FOR
ALL USERS

Accessibility-first
design ensures that
all users have a
smooth experience

regardless of
disability status.

PRIVACY PROTECTED

Arkose Labs doesnt
use personal data or
people’s personal
preferences in
their risk scores
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Before and After: How Arkose Labs will Impact Your Business

Our customers have seen the real business benefits of replacing their legacy CAPTCHA solutions with Arkose Labs. Not only have they experienced
iImproved user throughput, higher legitimate user engagement, and reduced time and money spent on remediating abuse, but they've also seen a

long-term drop-off in the volume of bot attacks targeting their business, leading to real cost savings and better ROIl. We understand the challenges
digital businesses are facing today and we work with them to help protect and grow their businesses, allowing them to enjoy the rewards of their

iInvestments.

=i

70% uptick in good
user experience

96% reduced friction on
account registration

Reduced downstream
banning through better
detection

Impact on
Bottom Line

99% accuracy at
identifying good users

SLA guarantee against
automated attacks

Industry-first $1M Credential
Stufing Warranty

Operational Transparency

& Efficiency

15x more data and insights
shared with customers vs
competitors

70% reduced human
intervention for bot
mitigation

Drastically reduced
complaints to call centers

il

Improved
Security

Stopped 95% of
fake accounts

22% reduction
in scraping

99% reduction in
in-game abuse
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Arkose Labs Customer Commitment:
Guaranteed Bot Defense

Despite significant investments in bot detection, increasingly sophisticated bot
attacks still power the lion's share of attacks on digital businesses. Stopping 99 out
of 100 bots isn't a win in our book. Any successful attempt perpetuates the cycle of
cybercrime and keeps you a target. Arkose Labs believes in a zero-approach to
bots that breaks the cycle of attacks. We are so confident in our approach to
stopping automated attacks, that we offer an SLA guarantee against bot attacks,
with a promise to remediate attacks within 48 hours.

Arkose Labs

CREDENTIAL
STUFFING

WARRANTY

By partnering with Arkose Labs, customers can not only get a team of experts to
support and mitigate threats, but also enjoy cost savings and improved ROl with
the industry first Credential Stuffing Warranty, which covers common losses
associated with the compromise of accounts. This warranty helps businesses limit
financial losses resulting from bad actors getting into user accounts, providing
peace of mind and cost savings.
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Conclusion:

Why Businesses Need To Invest In
Intelligent Challenge-Response

An unfortunate reaction to the issues facing traditional challenge-response
technologies has been to throw them out altogether and move to stand-alone risk
scoring. This ultimately leads to more issues. Businesses struggle to deal with
Inconclusive signhals and have to turn to MFA or arbitrary block/accept decisions,
leading to "false positive pain® for any good users caught in the crossfire.

Challenge-response technologies can offer a highly effective way to protect websites
and apps from the evolving, intelligent bots. But only when done correctly.

It all starts with sophisticated bot detection and behavior analytics. Accurate traffic
classification will ensure that good users do not face interruptions. Challenges should
be reserved for higher risk traffic, with a graduated approach and a varied arsenal of
challenges that adapt to the exact risk profile. Constant R&D in challenge resilience to
sophisticated bots, solver services and human fraud farms is required. This drives up
the costs of attacks for long-term protection.

With Arkose Labs, businesses can replace legacy CAPTCHASs with an advanced bot
detection and challenge-response system, reducing their costs and boosting their ROI
in the long term. This system dramatically increases the time and effort required to
attack the business, delivering resilience against evolving attacks, while also improving

user experience. e i
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