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Human Fraud Farms

Stop Fraud at Every Layer. Make AHtacks Unprofitable.
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The Problem

The industry overinvested in bot detection. Attackers adapted.

Human fraud farms are organized criminal operations where low-wage workers are recruited — frequently under
misleading pretenses — to manually execute fraudulent activity at scale. A single operation can deploy dozens to
hundreds of workers simultaneously, executing thousands of fraudulent sessions per day. And because they use
real people on real devices, they generate authentic behavioral signals:

* Natural mouse movements, realistic typing cadence, genuine dwell time
+ Completion of challenge-response tests designed to stop automation

* Behavioral patterns indistinguishable from legitimate consumer traffic

Attackers now combine human workers, mobile device farms and Al coordination in hybrid operations where each
layer covers the detection gaps of the others:

+ Al agents handle coordination and scale
+ Generative Al manufactures unlimited synthetic identities

* Human workers complete the steps that require genuine interaction.

Traditional fraud defenses were built around a binary: human or bot. Human fraud farms invalidate that
assumption entirely.

Why It Matters

Direct financial loss Every fake account created is infrastructure for downstream abuse, like promo
and bonus fraud, payment fraud, gift card and loyalty point liquidation, and reseller fraud.

Corrupted acquisition spend Human fraud farm operators drain marketing budgets intended to
acquire real consumers. Every dollar spent acquiring a fake account funded the attack.

Corrupted business intelligence Fake accounts inflate consumer counts, distort engagement metrics,
and corrupt growth reporting, leading to poor business decisions built on fraudulent data.

Detection-first approaches chase the threat Human fraud farm operators scale up or down based on
defensive countermeasures. By the time a pattern is confirmed, the operation has already shifted.
Static detection rules are perpetually behind.

Al augmentation raises the stakes Al agents don't fatigue, don't quit, and retry at near-zero marginal
cost. Al-augmented operations probe defense boundaries session by session and adapt
mid-campaign without human intervention.

Hybrid attacks close the remaining gaps Attackers now combine human workers, mobile device farms
and Al coordination so each layer covers the detection gaps of the others. Organizations whose
defenses rely on detecting human behavioral patterns are most at risk.

A threat that defeats your existing stack Human fraud farms are mature, organized operations,
managed by coordinators with real budgets, adaptive tactics and now Al augmentation. They are
specifically engineered to defeat the tools already deployed.

X XXX X1

©2026 Arkose Labs. All rights reserved. WWW.ARKOSELABS.COM 2


www.arkoselabs.com
www.arkoselabs.com

SOLUTION BRIEF a

The Arkose Labs Approach: Disrupt the Economics

Arkose Labs' response isn't to build a better classifier. It's to make fraud economically irrational, regardless of who
or what is executing it.

Unlike bot attacks where cost-per-attempt is near zero, human fraud farm operations have real labor costs.
Every minute a worker spends on a failed or unproductive session is money the operation loses. The Arkose Titan
Platform is designed to maximize that wasted cost across every layer of the attack operation — challenge friction,
compute cost, device tracking, identity cost, infrastructure cost — compounding with every attempt until the ROI
of the attack goes negative.

When the cost of attacking an Arkose-protected platform consistently exceeds the expected return, operators
redirect to softer targets. The attack doesn't just slow down. It stops.

How Arkose Titan Stops Human Fraud Farms

Advanced challenge technology purpose-built for human solvers Arkose challenges are adaptive,

:K:-{:: multimodal and dynamically calibrated to the risk profile of each session. For human fraud
farm-flagged traffic, challenges escalate in difficulty and duration, requiring genuine cognitive
effort instead of reflexive clicks. Proof-of-Work computation layers add a silent compute cost that
compounds across a large workforce. On solver marketplaces like 2captcha, Arkose runs up to
~$50 per 1,000 solves versus $1-3 for standard alternatives. Human solver workers quit on Arkose
challenges — attacker-sourced proof that the economics work.

Unified platform coverage across the full consumer journey Human fraud farm operators spread

activity across flows to stay below per-endpoint thresholds. Arkose Titan provides unified
coverage across registration, sign-in and payment through a single coordinated intelligence layer.
Suspicious behavior detected at registration informs enforcement decisions at checkout. The
Arkose Command Center gives fraud and security teams a single operational view, with Customer
Managed Rules enabling real-time policy updates without SOC dependency.

oL SOC and ACTIR — human intelligence on the defense side Defeating human fraud farm
EOE campaigns requires active human intelligence, not just automated signals. Arkose's 24/7/365 SOC
O” monitors live attack patterns across the network, identifying signatures automated systems may

not immediately surface. The Arkose Cyber Threat Intelligence Research (ACTIR) unit engages
directly during active campaigns with real-time analysis, recommended rule updates and
enforcement support. A pattern identified against one customer benefits all as attack intelligence
compounds across the customer network.

designed to impose cost, not just detect and block. Device tracking makes worker resets
ineffective. Identity validation forces operators toward higher-cost assets. Infrastructure
detection pushes operations into expensive residential proxy networks before a single challenge is
served. Each layer compounds with the next until the ROI of the attack goes negative.

@ Compounding economic deterrence across the attack operation Every element of Arkose Titan is

Data transparency for attribution and internal proof Human fraud farm campaigns go
underreported because the traffic looks human, which makes them hard to quantify and harder to
build a budget case around. Arkose Titan's 225+ telltale descriptors per session give fraud teams a
forensic evidence chain: proof that attacks are happening, quantification of damage prevented
and stakeholder-ready reporting that translates security outcomes into business impact.
Exportable telemetry integrates with customer SIEM and fraud stack tooling, making it possible to
demonstrate ROl across the organization.
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Arkose Titan Products at Work

Product

Role Against Human Fraud Farms

@ Arkose Bot

Behavioral detection of human fraud farm operational patterns; agentic Al

Manager classification; challenge enforcement; economic deterrence execution
Arkose Cross-session device correlation; anti-spoofing detection; persistent tracking
Device ID across worker resets; mobile device farm identification

m Arkose Email
7 Intelligence

Registration-stage identity validation; 40+ signals across 7 risk vectors; synthetic
identity pattern detection; forces higher-cost identity acquisition

Arkose IP
Intelligence

Datacenter proxy detection; forces attacker infrastructure investment; raises
per-session cost floor

Schedule a Call with an Expert

See how Arkose Titan can protect your business from human fraud farms while delivering seamless experiences

for legitimate consumers.

Contact us today to schedule your personalized consultation.

BOOK A DEMO

Arkose Labs is the leading global provider offering a proactive fraud deterrence platform
purpose-built to neutralize modern attacks, including those powered by Agentic Al and
large language models (LLMs). Its comprehensive solution combines proprietary device
identification (device ID), behavioral analysis, phishing protection, email intelligence,
scraping prevention, APl defense and bot management. Headquartered in San Mateo,
California, the company maintains a global presence with offices throughout APAC,
Central America, EMEA and South America. © 2026 Arkose Labs. All rights reserved.
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