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Privacy-Protecting, 
yet Resilient 
Federated Learning
This invention balances privacy and security in federated learning.
It is ideal for privacy-protected machine-learning applications 
such as diagnosing disease patterns from patient images. With 
the invention, several cooperating hospitals may for example train
a common model without sharing sensitive or protected data and 
still be assured that only useful updates from the other 
participants contribute to the model.

In federated learning, a central server shares 
a common model with several clients, which 
train the model with local data and provide 
their resulting model updates to the server. 
The server then updates and re-shares the 
model with the clients. To protect against 
model-inversion attacks and thus increase 
privacy, the clients may securely aggregate 
their updates, but this prevents the server 
from singling out malicious clients or faulty 
contributions.

The patent-pending technology addresses the
previous trade-off between privacy and 
security by securely pooling the clients into 
partially overlapping groups. Privacy is 
ensured by aggregating the updates within 
each group and revealing only the resulting 
group updates to the server in unobscured 
form. Yet, if the groups are composed 
accordingly, the server may still estimate the 
performance of individual clients from the 
performance of the respective groups in which
they take part. Suspicious clients can then be 
excluded from future increments of the 
common model.
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Securely aggregating client updates (lower row)
into partially overlapping groups (second row) 
prevents the central server (top) from inferring 
individual client data, but still allows for estima-
ting client performance from group perform-
ance, enabling the exclusion of malicious clients.

International
application filed

An invention of Technical 
University of Munich
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The technology can also be used to train 
driver assistance systems based on data 
from real customers, with smartphone 
applications like smart keyboards trained 
to suggest words based on a user's finger 
movement, or in any other context where 
participating clients correspond to 
personally identifiable individuals.

01 Leveraging the advantages of 
federated learning for additional 
privacy-critical applications

02 Uniting the requirements for privacy 
and security by group testing of 
overlapping client groups

03 In uncertain cases, finding the optimal
balance between keeping faulty data 
and excluding useful contributions

04 Experimentally tested on several 
benchmark data sets, with significant 
improvements observed

Excluding bad actors without 
compromising privacy
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