@ Reach

POV GUIDE

From Security Assumptions to Proven Posture

A Reach proof of value (POV) connects to your existing security tools to find and fix hidden misconfigurations, activate underused security

controls, deliver actionable remediation recommendations, validate posture, and reduce risk. The following are representative results from an

anonymized Reach POV. Actual results may vary by environment, integrations, scope, and remediation decisions.

Security Tool Utilization

Licensed capability usage reviewed for this environment: 3 products, 7 licenses, 39 capabilities in use, 16 need modification.

Capabilities Utilized
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Representative Outcomes from Targeted Control Remediation

4% paloalto

77.5% 26

Config changes
Overall risk reduction from
recommended policies

Network Security Assurance identified 4
any/any rules in firewall ruleset

WildFire inline ML block reduced modeled
malware risk

URL filtering inline ML activation improved
phishing coverage

42 Palo Alto Networks - NGFW

DNS signatures deviate from
the recommended baseline

Security C Critical
Status ® Open
Finding type Block known bad DN...
Device 007955000291974
First detected Jun 25, 2026
Days open 19 days
Group 22 Baseline
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S SentinelOne

49.1% -

Config changes
Overall risk reduction from
recommended policies

Step-by-step remediations reduced malware
risk

Improved ransomware recovery posture

Suspicious LOLBIn process alert added
targeted coverage

Overview Remediation Compliance  Related

Manual Remediation steps

STEP1

Navigate to Objects - Security Profiles > Anti-Spyware
STEP 2

Click the name of the profile you want to edit.

STEP 3

Click the DNS Policies tab.

STEP 4

Under Palo Alto Networks Content DNS Signatures, set Action to
sinkhole.

STEP 5

Set Sinkhole IPv4 to pan-sinkhole-default-ip

Utilization Status

In Use, Correct Config 39
In Use, Needs Modification 16
Unused capability 8

16 capabilities need configuration changes

8 capabilities need activation

%‘:fé okta

46.8% 18

Config changes
Overall risk reduction from
recommended policies

Al modeling found an MFA exclusion for
external logins and corrected it

' Remediations reduced MFA risk

Digital ocean network zone control added
targeted blocking

POV Outcomes

Uncover hidden
misconfigurations

Prioritized fixes

Step-by-step remediation
guidance

Drift detection and
remediation

Schedule your POV
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@ Reach

POV GUIDE

Continuous Drift Detection and Framework Adherence

Reach continuously detects when security controls drift from security baselines and recommends how to realign controls to strengthen security

posture. Reach also ensures security controls adhere to industry-standard frameworks.

Configuration Drift Detection Live policy drift surfaced during the POV

Reach identified medium-priority identity policy changes during the POV, highlighting drift that could alter live enforcement posture.

Sign-on Rule: Minimum Session (1 minute)
Priority: High | Group: Most Attacked: Phishing | Status: Modify

® Overview
Change Overview

Justification
Restrict access by traffic source, user behavior, and risk level

Status Priority Level Assigned Group
Open 1 Critical Most Attacked: Phishing
Product Risk Reduction
Okta 97.5%
Authentication policy rule changed: Authentication policy rule added:
Exempt MFA for BOT Accounts PAN GlobalProtect VPN - Gateway

Security Framework Mapping Live posture measured against industry frameworks

O

Screens are representative of Reach
POV output. Figures reflect anonymized
sample data and modeled risk reduction.

Authentication policy added:
Allow Thailand

The POV maps live posture to framework requirements so teams see where adherence is strong and where controls remain incomplete.

MITRE ATT&CK 29/83 NIST CSF
Initial Access 62%

35% Credential Access 1% 31 %
Lateral Movement 18%

Start a Reach POV to find and fix hidden
misconfigurations across your security control plane.

Ready to prove your posture?

Representative results from an anonymized Reach POV.

Actual results may vary by environment, integrations, scope, and remediation decisions.
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Schedule your POV
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