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	Please provide details of the technical facilities and measures (including systems and processes) you have in place, or will have in place by contract award, to ensure compliance with UK data protection law and to ensure the protection of the rights of data subjects. 
Your response should include, but should not be limited to facilities and measures:
· to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services
· to ensure personal data will only be processed under the GDC’s instructions and accessed by those authorised to do so
· to comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data
· to ensure legal safeguards are in place to legitimise transfers of personal data outside the UK (if such transfers will take place)
· to maintain records of personal data processing activities 
· to regularly test, assess and evaluate the effectiveness of the above measures

Your response must be limited to a maximum of 1000 words, with a font size of no less than Arial 11.



Draft response…

Quality Bureau (QB) operates to a documented suite of policies and working practices; those relevant to our full, ongoing compliance with UK Data Protection include the following (all available on request):
QB-POL-033 Data Protection, Privacy and Records Retention Policy
QB-POL-002 Document Control Policy
QB-POL-004 Code of conduct
QB-POL-008 Whistleblowing
QB-POL-012 Context, Interested Parties and Scope
QB-POL-016 Project Delivery and Quality Assurance 
QB-POL-019 Supplier and Associate Management Policy
QB-POL-021 Internal Audit 
QB-POL-030 Remote, Hybrid and Flexible Working Policy
QB-POL-031 Safeguarding Policy
QB-POL-032 Information Security and Acceptable Use Policy

We operate in adherence to UK Data Protection Act (2018) which includes General Data Protection Regulations (GDPR).  Our Company Secretary is the accountable officer for corporate compliance.

Facilities/measures to ensure ongoing confidentiality, integrity, availability and resilience of processing systems/services
Ensuring confidentiality
· Access across core systems is granted strictly on a role/business-need basis, and is restricted for sensitive records and is immediately revoked when roles change/engagements end.
· Strong/unique passwords are mandatory across QB accounts, stored within approved password managers. Multi-factor authentication is utilised where available.
· All official QB and client material must only be stored in approved locations (primarily controlled Dropbox folders).
· Staff/associates working remotely or in public/shared spaces must follow strict protocols including preventing screen oversight, avoiding discussing confidential matters in public, locking unattended devices, and not using insecure Wi-Fi networks.
· We strictly prohibit uploading confidential client information, personal or commercial data into unapproved AI tools.
Ensuring system and data integrity
· We apply multi-stage project checks (start-up/plan/deliver/check/close), peer reviews, and formal review by the designated Project Lead/suitably-competent team member before releasing client-facing outputs.
· Staff/associates must review AI-supported deliverables to verify accuracy, credibility, completeness, and lack of bias.
· Our Directors ensure operating systems, software, and security protections/antivirus are kept updated. Unapproved software/attempts to bypass security controls are prohibited.
Ensuring availability and resilience of systems/services
· Operational availability is maintained through resilient cloud platforms: Dropbox as our controlled document repository, alongside Microsoft 365 for day-to-day operations/communications. These global suppliers operate multiple data centres with full failover capacity, providing full resilience for our systems/services and assuring continuous, enduring data availability.
· In the event of a security incident, the individual identifying the problem must immediately notify the Company Secretary (includes malware/phishing attempts, unauthorised account access, lost/stolen devices, misdirected communications). If the incident involves a potential data breach, the Company Secretary oversees containment, investigation, and required reporting to clients, data subjects, or the ICO.
· Our ISO9001-aligned Quality Management System (QMS) requires us to proactively and systematically identify, score, and review operational, technical, and data security risks. Under our continuous improvement programme, significant failures or near-misses are logged, immediately contained, root causes evaluated, and corrective actions tracked to prevent recurrence.
· Directors oversee periodic internal audits and annual management reviews to evaluate performance/operational resilience.

Facilities/measures to ensure personal data will only be processed under GDC’s instructions and accessed by those authorised
· The Project Lead will conduct a formal contract/requirement review prior to accepting or starting work to define scope, deliverables, data protection rules, and other contractual requirements.
· Personal data will only be collected to the minimum extent necessary and used exclusively for the agreed project purpose specified by GDC. 
· We will apply strict project folders and granular access permissions, to segregate GDC information and prevent unauthorised internal visibility.
· Directors will immediately revoke permissions when personnel no longer require access.
· Directors will complete timely background/competence checks on external associates and any third-party data processors handling personal data. We will require such parties to sign confidentiality agreements, which include formal data processing terms.

Facilities/measures to comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data
Under our QMS, data subjects are explicitly recognised as key interested parties, and as such require lawful, secure, and transparent processing of their personal data. Specifically:
· We collect personal data strictly to the minimum extent necessary for the agreed project purpose and use it solely for that purpose, informing individuals of our privacy policy in advance.
· The Project Lead formally evaluates data protection and privacy requirements before any project work begins.
· Access to personal data is subject to strict role-based access protocols.
· Directors oversee deletion, return, or secure storage of personal data once agreed retention periods expire/when data is no longer needed.
· Data portability: Directors and/or the Project Lead ensure personal data is transferred only through secure, authorised channels.

Ensuring legal safeguards to legitimise transfers of personal data outside the UK
We would not expect to need to transfer personal data outside the UK under the GDC contract. Only the Company Secretary can authorise such an action, and even then, before proceeding they must:
· Ensure the transfer meets legal data protection obligations.
· Verify compliance with non-disclosure obligations and GDS-specific restrictions.
· Assess the security of overseas networks and access channels.
· Inform GDC of all the above, securing your express authority to proceed.

Maintaining records of personal data processing activities 
If GDA’s instructions require handling of personal/sensitive data, we will conduct a Data Protection Impact Assessment (DPIA) to identify personal data, track processing, storage, disposal, and timeframes for regular audits/challenges on information retention for the cohort’s data.  If required, we will seek/document individual consent before commencing work.  We will only use personal information where we have a lawful basis for processing. 
Personal data is also captured via our website’s contact form, beside which our privacy notice is displayed.
We hold central, auditable records of all data processing.

Governance: testing, assessing and evaluating the effectiveness of the above measures
Upon joining, staff and associates are briefed on QB’s data protection-related policies to ensure:
· Awareness of GDPR obligations, including how personal information will/must be used
· Where to find guidance
· Subject Access Request protocols. 
To check the effectiveness of our approach, and to ensure it continually improves, we hold quarterly management meetings, at which current working practices are reviewed/evaluated and any proposed changes are assessed/analysed/implemented as required.
Our policies are annually reviewed by the Company Secretary, updated as required. 
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