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Executive summary

Today, a sovereign cloud service in Europe is whateverits
provider says itis. Aside from marketing claims, no mechanism
sets standards for operational autonomy or protecting data
against foreigninterference. But without commonregulatory
criteria, the definition of sovereignty will de facto be dictated
by today’s dominant hyperscalers.

The solutions that should have verified those claims have failed to deliver. The European
cybersecurity certification scheme for cloud services (EUCS) has been stalled since 2019 under
intense political pressure, while divergent national qualifications like France’s SecNumCloud
fragment the Single Market. Public buyers and enterprise customers are presented with “sovereign”
solutions that, despite the label, leave foreign dependenciesintact.

CADA gives Europe, for the first time, a common and auditable definition of sovereign cloud
services, with fourassurance levels, independent audits and Union-wide recognition.

But, as drafted, the framework leaves serious vulnerabilities and loopholes that threaten to
deepen our dependencies on foreign providers dressed up as “sovereign services”. Level |
mandates only an unverified self-declaration that says virtually nothing about third-country control.
Recognitionis entrusted to national authorities that are not required to be independent.
Additionally, the criteria are reviewed behind closed doors, and Annex Il contains ambiguities that
could allow foreign dependencies right back inunder a “sovereign” label.

We recommend establishing independent national supervisory authorities (A.1); introducing
transparency requirements for hardware (B.1); mandating software supply chain disclosures at Level
1(B.2); opening the review and amendment process to democratic and public consultation (B.3);
closing draftingloopholes in Annex I (C.1); reversing the burden of proof for source code audits
(C.2); and clarifying adequacy decisions for associated third countries (C.3).
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Context:

You can’t guarantee sovereignty
without verifiable standards

Reducing a dependency requires agreeing on
what freedom fromit looks like. This section sets
out how sovereignty is defined and claimed on the
European cloud market today, how those claims
are verified, and what the proposal does about it.

How sovereignty is defined and claimed today
Page 6

How sovereignty is verified today
Page 6

What CADA does to address this

Page7
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How sovereignty is defined
and claimed today

There is no common definition,

and claims are often overstated.

The Commission’s impact assessment states
that current sovereignty claims “are made
without demonstrating the safeguarding of
operational autonomy and the protection of
data against foreigninterference oraccess”,
creating “aninformation asymmetry - as users
do not have areliable means of verifying
whethera serviceis truly sovereign ornot”. The
Commission concludes that without
harmonised criteria “sovereignty claims would
remain self-declared and the notion of
sovereignty risks remaining a marketing tool
with little or no effectin trust building”. The
assessment highlights the emergence of
“sovereignty washing” alongside complaints
from European SMEs that “foreign-controlled
firms market services as ‘European’ despite
extra-territorial dependencies”.

The sovereign labelis mostly applied

by the providers Europe depends on.

The impact assessment finds that non-
European service providers, including US-
based CSPs, are at the forefront of offering
sovereign-branded solutions for the EU market
-including the AWS European Sovereign Cloud,
Oracle’s EU Sovereign Cloud, and joint ventures
such as Bleu (Capgemini and Orange offering
Microsoft services) and Clarence (Proximus and
LuxConnect on Google technology), priced at
premiums estimated between10% and 30%
above public cloudrates. The proposal’s
recitals concede that such tailored versions “do
not address the core sovereignty issues
allowing for the extraterritorial reach of third-
country laws and the possible degradation or
disruption of the service”.
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Definitions of sovereignty vary

from one jurisdiction to the next.

Several Member States have developed
national approaches to identifying sovereign
services that the proposal acknowledges “risk
fragmenting the Unioninternal market”. The
most developedis the French SecNumCloud
qualification, which pairs strict technical
cybersecurity criteria with non-technical
sovereignty requirements; while France
mandates qualified services for sensitive public
data, overall market adoptionremainslow. In
parallel, the Commission created aninternal
Cloud Sovereignty Framework of 48 criteria
scored into Sovereignty Effectiveness
Assurance Levels (SEAL) forits own
procurement, which it encourages public and
private buyers to consult.

How sovereignty
is verified today

The Union instrument designed to certify
cloud services has not been delivered. ENISA
has beenworking on the European
cybersecurity certification scheme for cloud
services (EUCS) under the Cybersecurity Act
since 2019, butithas notbeenadopted. The
Commission’s evaluation of the certification
framework, publishedin January 2026, records
that discussions on the EUCS “stalled over non-
technical debates like datalocalisation
requirements” and that the scheme “was
impacted significantly by debates around data
sovereignty requirements, drawing political
pressures from third countries and industry
outside the EU”. CADA nonetheless builds
upon thisincomplete foundation: Levels 2and 3
require a certificate atlevel “substantial” and
Level 4 at level “high” under a European scheme
that does not yet exist, leaving national
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schemes to fill the vacuumin the interim.

What CADA does
to address this

The proposal establishes a Union cloud
computing sovereignty framework built on four
assurance levels, supported by rules on
updating criteria, recognising services, and
managing enforcement.

Article 16 establishes the Union cloud
computing sovereignty framework, comprising
four Union assurance levels, with criteria set out
in Annex Il and audit evidence in AnnexIll.
Providers must meet themin order to provide

their services to Union entities and public sector

bodies. The Commission may amend both

Level 1
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Annexes by delegated act and must review
them atleast every 18 months to keep them up
to date with legal and technical developments.

Annex Il defines the four Union assurance levels.
Software, as defined in the Cyber Resilience
Act, is within scope; hardware is expressly
outsideit. Allfourlevelsrestonacommoncore
-the provideris established in the Union, its
infrastructure and assets are located there,
customer dataremainin the Union, the service
meets a cybersecurity requirement, and
technical support and exposure to third-
country influence are regulated - and differin
how strictly each elementis met:

is the baseline: territorial anchoring of the provider, its assets and the data,

state-of-the-art cybersecurity, and transparency over subcontractors.

The public sectorbody may derogate from the locationrules for

infrastructure, assets and data, and providers under third-country control
are admitted, subject only to a guarantee that the third country does not

require early reporting of software vulnerabilities to its authorities.

Level 2

adds operational immunity and supply chain controls. The provider must

demonstrate that third-country control cannot be used to restrict the
service, access customer data, disrupt the service orimpose foreign

sanctions; that supply chain measures are in place (e.g. software bill of
materials, controls blocking remote features, source code audits;

migration plan); that technical supportis performed exclusively within the

Union; that service data are not used to train third-country Al systems; and
that the service holds a cybersecurity certificate at level “substantial”

under the future European scheme for cloud services.
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Level 3
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excludes third-country control unless the Commission has recognised the

third country concerned as an “associated third country”; requires
personnel to be Union citizens and support staff to be Union residents;
and limits the subcontractors covered to those that may require access to

classified or sensitive information.

Level 4

closes the remaining gap: third-country controlis excluded absolutely,

the cybersecurity certificate is required at level “high”, and the provider
must demonstrate that no third country or third-country entity holds
effective control over the design, development, maintenance and
evolution of the software components it relies on.

The impact assessment estimates

which providers could reach each

proposed level today:

atLevell, “US hyperscalers generally all have
offerings that would allow them to qualify”; at
Level 2, the “sovereign joint ventures” between
US hyperscalers and European companies, with
a hyperscaler’s software stack and a security
layer controlled by the EU partner; at Level 3,
European providers, provided they obtain the
future EUCS certificate and demonstrate “a
‘very high’ control over their software supply
chain”; and at Level 4, “some emerging EU
offerings”, atleast for some types of service.
The Commission expects the two highest levels
to be needed forabout 10% of public sector
use cases. We believe such a small percentage
of the public market for Level 3 and 4 cannot
provide the demand boost that European
providers need to challenge the hyperscaler
oligopoly. Where the lines betweenlevels are
drawn, and how strictly they are verified, will
therefore decide whether the sovereign market
is captured by today’s incumbents or opened to

European providers.

Article 18 defines the associated third country
status that opens Level 3 to providers under
third-country control. The Commission may
recognise a third country by implementing act
where it meets six cumulative criteria: an
adequacy decisionunderthe GDPR; no
measures allowing it to compel access to non-
personal datain conflict with the Data Act; no
measures compelling a provider to degrade or
disruptits service orto apply sanctions or
embargoes not legitimate under Union or
national law; no measuresimpeding the
provision of state-of-the-art technologies; an
open market to Union cloud services; and
equivalent access toits public procurement.

Article 17 establishes the recognition
procedure. A provider applies to the national
competent authority of the Member State
whereitis established. For Level Tit submitsits
EU statement of conformity; for Levels 2, 3and
4 the auditreport, a “positive” audit opinion and
the evidence given to the auditor. The authority
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has 60 days to prepare a draft recognition
decision, request furtherinformation orreject
the application. Adraft decisionis notified to
the authorities of the other Member States,
which have 60 days to request clarification or
submit areasoned objection. If none does, the
conclusions are “deemed accepted by all
Member States” and the service isrecognised
throughout the Union. If an objectionis raised
and the evaluating authority maintains its draft,
the objecting authority may refer the matter to
the Commission, which adopts a binding
decision. Statements of conformity issued by
SMEs forLevel1are recognised automatically in
allMember States, without review by any
authority.

Article 19 provides that Level 1is self-
assessed. The provider carries out a conformity
self-assessment without a third-party audit,
issues an EU statement of conformity by which it
assumes responsibility for compliance, and
makes the statement publicly available. The
proposal does not say what the statement must
contain.

Articles 20 to 22 organise

the audits and the register.

Levels 2, 3 and 4 require anindependent third-
party audit at the provider’s expense, by an
auditing organisation of the provider’s choice
that meets independence conditions and has
‘proven expertise”, reviewed every year against
the evidence listed in Annex lll. Recognised
services areregisteredin apublic central
repository maintained by the Commission.

Articles 23 and 24 set transparency
obligations and penalties.

Arecognised provider must notify its auditor
and its national authority of any information
or material change that may affectits audit or
recognition; the authority may then amend or
revoke the recognition. Penalties for
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infringements are laid down by each Member
State and must be effective, proportionate and
dissuasive; recipients of the services may seek
compensation fordamage caused by an
infringement.

Articles 25 to 28 designate the

national competent authorities and

organise their cooperation.

Member States designate one ormore
authorities, which must perform their tasks “in
animpartial, transparent and timely manner”
and be given sufficient technical, financial and
human resources. The authority of the Member
State of main establishment has exclusive
competence to enforce the framework.
Authorities must assist each otherand
exchange information with the Commission.
Where an authority of another Member State
suspectsthat a providernolonger meets Annex
Il, it may ask the authority of establishment to
lookinto the matter, as may the Commission;
the authority of establishment must answer
within two months. Neither the authority of
another Member State nor the Commission can
override the outcome of arecognition by a
national authority.
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CADA’s weakness:

As is, sovereignty will remain unverified

The proposal establishes a needed, auditable baseline

for sovereign cloud services across the Union. However,

its procedural, governance, and technical provisions contain
systemic gaps that could hugely undermine market confidence.

Gapsin CADA

o1

Recognition is decided nationally, with limited
independence and safeguards against

divergence.

Exclusive competence rests with the national
authority where the provider chooses its main

States can object toinitial draft decisions, but
the Commission cannotintervene onits own

initiative, nor canit override decisions once
finalised. Critically, Article 25 does not require

establishment, while penalties are set

nationally without harmonised EU ceilings.

Other Member

Fragmentation:

similar supply chains willbe
recognised at different levels,
depending on the authority.

Araceto
the bottom:

providers will establish
themselvesinjurisdictions
where the highest levelis
easiest to obtain, and Member
States will compete to attract
them, theirjobs, and their
investments.

competent authorities to be independent of
their national governments:

Political
influence:

without a guarantee

of independence,
anassessment conducted
by a national authority will

be exposed to diplomatic,
political orindustry pressure.

10
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The Union has seen this before. The one-stop-
shop of the GDPR gives the lead to the authority
of the Member State of establishment, with the
same rule that silence from the other authorities
means agreement. The European Parliament
concluded that this structure produced
geographicimbalances; allnine disputes that
escalated to the European Data Protection
Boardresultedin the lead authority being
instructed torevise its draft decision. The
GDPR at least obliges the lead authority to
escalate adispute to a collegiate body that
decides withinafixed period; thatisnotthe
case under CADA.

Overall, without anindependent EU authority in
charge of implementation, political pressure
and lobbyingrisks diluting enforcement across
the board.

02

Level 1rests on assumption, not
demonstration or transparency.

Levellis self-declared, and statementsissued
by SMEs are recognised automatically without
any review by an authority. While itis
understandable that this level would be weaker,
the public statement - the only obligation
confirming compliance - can be issued without
revealing any information a buyer could use to
assess supply chainrisksitself. The
Commission’s own assessment is that “US
hyperscalers generally all have offerings that
would allow them to qualify underLevel 17, Yet
Level 1is the mandatory minimum for the entire
public sector, and therefore risks giving public
buyers a false sense of protection and control.

03

The framework operates
largely behind closed doors.
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The Commission must review criteria every 18
months, but the text mandates no structured
consultation withindustry, technical bodies, or
civil society. When amending the Annexes via
delegated actsunder Article 16, the
Commission consults only experts designated
by Member States. Thislack of external
scrutiny limits democratic oversight and
deprives regulators of technical market
realities.

04

The criteriain Annex Il contain
ambiguities and loopholes:

e Too Broad Location Derogations.
AtLevell,infrastructure, assets and data
must remainin the Union “unless the public
sector body explicitly requires otherwise”;
atLevels 2 and 3 the same derogation
appliesto customerdata. The proposal
gives no reason for this exception, which
reopens the door to third-country access.
Thisis a problem, because in highly
concentrated markets, public buyers with
low bargaining power can easily be
pressured into invoking this waiver.

e Subcontractor Carve-Outs. As drafted, the
subcontractor scope seems to apply supply
chain obligations only to third parties with a
“direct contractualrelationship” to the
provider. Athird-country supplierselling
through areseller oranintermediary would
escape the subcontractorrequirements.
Levels 3 and 4 add a further condition -
access to classified or sensitive information -
which will reduce the scope of
subcontractorsimpacted at the levels
meant to be stricter.

o Source Code Audit Bottlenecks. Providers
at Levels 2 and 3 must subject third-country

n
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software components to source code audits
and ensure auditors are granted access.
Because access to proprietary source code
rests entirely with third-party software
vendors, dominant suppliers of proprietary
components can selectively grant or
withhold audit rights, effectively acting as
private gatekeepers determining which
European cloud providers achieve Level 2 or
Srecognition.

e Undefined Terms. The audits apply to
“security-relevant components”, a notion the
proposal does not define and which does not
appear among the definitions of the Cyber
Resilience Act to which Annex |l refers, and
which auditors, providers and authorities may
read differently.

o Ambiguity on Open Source. Itisunclear
whether the supply chain measures designed
forthird-country components also apply to
open source software. At Level 4, providers
must show that no third-country entity has
effective control overa component’s design,
development, maintenance and evolution.
This is difficult to demonstrate for
community-governed projects, and the
criterionignores that open source code can
be forked and therefore hide such
dependency on other open source projects.

¢ Inconsistent use of the Cyber Resilience Act
definitions. Annex |l cross-references the
CyberResilience Act’s definitions for
software bills of materials (SBOMs),
components, and manufacturers at Level 2,
butinexplicably drops these references at
Levels 3and 4.

05

Associated third country
requirements are unclear and

/ Seta Strong Standard

inconsistent.

The first Associated third country requirement is
“arelevant adequacy decision adopted under
Article 45” of the GDPR. The proposal does not
say what makes a decisionrelevant; recital 61
suggests the Commission should look at
whether the decision covers the whole country
oronly certain sectors or certified
organisations, and whetherit extends to the
processing carried out in providing the service,
but none of this appearsinthe article. For
example, eleven adequacy decisionsinforce
today were adopted under Directive 95/46/EC
and are keptinforce by Article 45(9) of the
GDPR, on aliteralreading, they were not
“adoptedunderArticle 45” but only keptin
force andrecognised by Article 45 or GDPR.
Thereforeitis unclearif those decisions arein
scope.

12
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Our proposed fixes

We make sevenrecommendations, in three groups. The
first guarantees the independence of the authorities that
decide whether a service is sovereign. The second opens
the framework to transparency: on hardware, at Level,
andinthereview of the levels themselves. The third
improves the definitionsin Annex Il and Article 18.

A. Ensure independent authorities

A.l Independent authorities and European decision-making to Page 14
prevent political decisions over technical recognition

B. Transparency requirements for the cloud sovereignty framework

B.1 Transparency requirements for hardware (Annexes Il and ) Page 17

B.2 Level 1transparency requirements for software supply Page 19
chains (Article 19 and Annex I, point 1)

B.3 Transparency of the review and amendment process Page 20
(Article 16 and second Article 44)

C. Improve the definitionsin Annex Il and Article 18

C.1 Clarify wording, technical aspects and loopholes (Annex Il) Page 21

C.2 Reverse the burden of proof for source code audits (Annex Page 23
Il, points 2.1(i)(ii) and 3.1(i)(ii))

C.3 Clarify the “relevant” adequacy decisions for associated Page 25
third countries (Article 18)

13
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A. Ensure independent authorities

Independent authorities and European
A . .I decision-making to prevent political decisions
over technical recognition

Technical recognition under the sovereignty framework must be
shielded from political, trade and industrial pressure, and must
mean the same in every Member State. Independenceiis
necessary but not sufficient: anindependent national authority
would still decide, for the whole Union, on the providers that
chose to establishinits Member State, and that Member State
would still compete with the others to attract them. We therefore
recommend that the co-legislators give the Union the final say
onrecognition, through one of three options: anindependent
European authority, a Commission decision, orindependent
national authorities whose recognitions the Commission can
review.

14
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There are three ways of keeping this decision
at EU level, all known to European law:
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Anindependent
European authority.

Creditrating agencies were
first supervised by theirhome
authority, coordinated
through colleges. Because
“creditratings are used
throughout the Union”, the co-
legislators found that
structure “not the most
appropriate” and gave
registrationto ESMA, whose
decisionis “effective for the
entire territory of the Union”
and whose board must
“neither seek nor take
instructions” from the Union
institutions, any government
orany otherbody. The Court
of Justice has confirmed that
such powers canbe givento a
Union body where they call for
“specific professional and
technical expertise” and are
“precisely delineated and
amenable tojudicial review”.

A Commission
decision.

The Digital Services Act gives
exclusive powers to the
Member State of main
establishment, as CADA does,
except forthelargest
platforms: given “the
challengesinvolvedin
effectively supervising them?”,
the Commission designates
them after consulting the
Member State of
establishment and has
“exclusive powers” over their
systemic risk obligations.30

National authorities
under Unionreview.

Inthe approval of motor
vehicles, an authority that
finds a type-approval granted
by another authority non-
compliant “shall refuse to
recognise that approval’; if
the granting authority objects,
the Commission decides by
implementing act. The
Commission canalsoacton
the results of its own tests, and
it periodically assesses the
approval authorities.
Independence canbe
guaranteed at national level
too: the GDPRrequires
supervisory authorities to act
“‘with complete
independence”, and the
Cybersecurity Act requires
each national certification
authority to be “independent
of the entities it supervisesin
its organisation, funding
decisions, legal structure and
decision-making”.31

15
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Proposed changes:

Option1-Anindependent European authority

01

02

Europeanrecognition (Articles 17, 25 and 28, new article).

Entrust the recognition, suspension and withdrawal of recognitions to anindependent Union
body - ENISA with decision-making powers, or a dedicated authority - with national
competent authorities supervising providers onits behalf and sitting on its board.

Independence and appeal (new article).

Provide that its decision-makers neither seek nor take instructions from any Union institution,
government or other body, on the model of Article 42 of Regulation (EU) No 1095/2010, and
thatits decisions can be challenged before a board of appeal and the Court of Justice.

Option 2 - ACommission decision

0}

02

Recognition by the Commission (Article 17(5) to (10)).

Provide that the authority of establishment examines the application and submits a draft
decision, and that the Commission adopts the recognition decision by the end of the 60-
day review period, taking account of any objection from the authorities of the other Member
States.

National enforcement (Articles 25(4), 26 and 28).
Leave supervision and enforcement with the authority of establishment, and empower the
Commission to suspend or withdraw a recognition.

Option 3 - Independent national authorities under a board

01

02

03

Guarantees of independence (Article 25, new paragraphs).

Provide that competent authorities act free from external influence, neither seek nor take
instructions from any government or private body in performing their tasks, have their own
staff and budget, and that theirmanagement is appointed through a transparent procedure
forafixed term, on the model of Article 52 of Regulation (EU) 2016/679.

Creation of a Sovereignty Authorities Board review before recognition (New Article).
Create aBoard of authorities in charge of enforcing the CADA Cloud Sovereignty Framework
andrecognise services assurance levels.

Review after recognition (Articles 25(4) and 28).

Allow the authority of any Member State, or the Commission, to object to arecognition
already granted, and provide that the Board adopts a binding decision where the authority of
establishment does not withdraw or amend the recognition within one month, as an
exception toits exclusive competence.

16
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B. Transparency requirements for the cloud sovereignty framework

Transparency requirements for
B . .I hardware (Annexes Il and Ill)

Annex |l excludes hardware from the scope of assurance levels
and audits. Because Europe andits prospective associated
partners currently lack sufficient domestic alternatives for
advanced chips and computing hardware, excluding hardware
from strict sovereignty mandatesis, for now, the pragmatic
approach.

However, the framework would nonetheless benefit from a transparency requirement on hardware:
providers would disclose the hardware components used to deliver the service - name, function and
country of origin - and notify contracting authorities of any change. This would allow authorities to
identify problematic dependencies should a new risk emerge, show where Europe’s hardware
dependencies are deepest, and support the ambition to build supply chains where they are most
problematic. Should a European and associated-country supply chain emerge, it could then be
rewarded with more trust in the framework. The requirement should take the form of new criteriain
Annex Il and matching evidence in AnnexIII.

17
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01

02

03

04

Proposed changes:

Scope of the Annex (Annex I, introductory paragraph).

Replace ““Hardware’ ... is outside of the scope” with a statement
that hardware is subject only to the transparency criterion below.

Hardware transparency criterion (Annex|l, new point at each level).

Require the provider to document the hardware components used to deliver the
service - name, function, manufacturer and country of origin - and make the list
available to the auditing organisation and to the contracting authority.

Notification of changes (Annex Il, new point, and Article 23(1)).

Require the provider to notify contracting authorities of any change in the hardware
components used to deliver the service, and treat such a change as a material
change for the purposes of Article 23.

Audit evidence (Annex lll, new audit criterion).
List the evidence supporting the hardware transparency criterion:
the component inventory, procurement records and the change log.

18
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B. Transparency requirements for the cloud sovereignty framework

Level 1transparency requirements for software
B . 2 supply chains (Article 19 and Annex I, point 1)

As discussed previously, the current definition of Level 1 fosters
afalse sense of security due toitsreliance on self-assessment
and the absence of clearrequirements for the contents of the EU
statement of conformity.

To enhance the utility of self-assessment without compromising its practical benefits - particularly
for SMEs - co-legislators should explicitly outline both the issuance procedure and required
disclosures for the EU statement of conformity. Under this revised framework, providers conducting
self-assessments would be required to maintain and publish an up-to-date inventory of all software
and hardware components utilised in their services. Furthermore, the Commission should supply a
standardised template to define the statement’s structure, and the submission process should
mandate formal notification

to the designated national competent authority.

I Proposed changes:

01 Content of the statement (Article 19(2)).
Provide that the EU statement of conformity identifies the service, lists the software
and hardware components and the subcontractors used to deliverit, andis updated
whenever these elements change.

02 Notification and verification (Article 19(3) and Article 17(3)).
Require the provider to notify the statement to the national competent authority of
establishment, which shall acknowledge that it contains all the required elements,
including for statementsissued by SMEs, whose automatic recognitionin all
Member States is otherwise maintained.

19
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B. Transparency requirements for the cloud sovereignty framework

Transparency of the review and amendment
B o 3 process (Article 16 and second Article 44)

The Union assurance levels form the bedrock of the framework
for defining, recognising, and procuring sovereign cloud
services. However, Article 16 and the provisions governing
delegated acts currently lack adequate mechanisms for
democratic oversight and fail to mandate consultation with civil
society and technical industry experts.

Amending the Annexes through delegated acts restricts involvement to the European Parliament,
the Council,and Member State-designated experts. Furthermore, the review mechanism under
Article 16(3) offers no assurances that civil society and industry representatives will be consulted or
permitted to highlight implementation challenges.

To ensure comprehensive input, co-legislators should require broad public and stakeholder
consultations both prior to any amendments and as part of the review process.

I Proposed changes:

01 Annex Il review process (Article 16(3)).
Provide that eachreview of Annexes Il and lllincludes a public consultation of
cloud computing service providers, their customers, auditing organisations and
civil society organisations, and that the Commission publishes areport on the
outcome.

02 Stakeholders Consultation before delegated acts (second Article 44(4)).
Provide that, before adopting a delegated act under Article 16(2), the Commission
consults not only experts designated by each Member State but also industry and
civil society representatives, through a public consultation of at least eight weeks.

20
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C. Improve the definitions in Annex Il and Article 18

Clarify wording, technical aspects and
C . -I loopholes (Annex Il)

Five points of Annex Il need clarification to give providers,
auditors and authorities legal certainty and to close the
loopholes identified above.

i. “Security-relevant components” (Levels 2 and 3, point (i)(ii)). To give legal certainty on the
scope of the source code audits, the co-legislators should define the term: in new recitals giving
indications and examples, in Article 2, orin Annexes Il and lll together with a methodology for
identifying the components that are “relevant”.

ii. Cyber Resilience Actreferences (Levels 3 and 4, point (i)). The removal of the references to the
CyberResilience Act’s definitions of software bill of materials, software components and
manufacturers at Levels 3 and 4 adds nothing to the assurance provided; the same definitions
should be used at all levels.

iii. Open source software. To make clear that the requirements concerning open source software
are exclusively those in point (j) of Levels 2, 3and 4, references to “software” in the supply chain
criteria of point (i) should specify “proprietary software” or “software released under a closed source
licence”. Otherwise, providers relying on open source software cannot know whether the supply
chain measures and the vulnerability-reporting requirements apply to open source components.

iv. “Unless the public sector body explicitly requires otherwise”. Given the likelihood that
dominant third-country providers will press public administrations to use the derogation, the co-
legislators should either confine it to alist of cases or delete it. Article 30(4) already allows
contracting authorities not to procure arecognised service at all; the derogationis only needed
where a contracting authority wants an assurance level but not one of its location elements - for
instance for services supporting Member State operations outside the Union’s territory.

v. Subcontractors and software intermediaries. The “direct contractual relationship” condition
opens aloophole that runs against the purpose of the proposal and overlooks the wide use of
software and Al intermediaries on the European market: a third-country manufacturer can enter the
supply chain of arecognised service at any level without meeting the requirements against third-
country interference and data access, and without its country meeting the Article 18 conditions. The
condition should be deleted, or the criteria in the paragraph made non-cumulative.
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01

02

03

04

05

Proposed changes:

Definition of “security-relevant components” (Article 2, new point; AnnexII,
points 2.1(i)(ii) and 3.1(i)(ii); Annex lll). Define the term and add to Annex Il the
methodology by which the provider and the auditing organisation identify the
components concerned.

Cyber Resilience Act definitions (Annex I, points 3.1(i) and 4.1(i)). Reinsert the
references to Regulation (EU) 2024/2847, Article 3, points (6), (13) and (39), used in
point 2.1(i).

Proprietary software (Annex Il, points 2.1(i), 3.1(i) and 4.1(i)). Specify that the
supply chain measures in point (i) concern software released under a proprietary or
closed sourcelicence.

Location derogation (Annex I, points 1.1(b), 1.1(¢c), 2.1(c) and 3.1(c)). Replace
“unless the public sector body explicitly requires otherwise” with areference to a
closed list of casesinwhich a public sector body may require otherwise, setoutina
new point of Annex I, or delete the words.

Subcontractors (Annex |, points 1.2, 2.2, 3.2 and 4.2). Clarify that the criteria listed
are not to be cumulative or delete “that have a direct contractual relationship to the
cloud computing service provider” and the condition on access to classified or
sensitive information at Levels 3and 4.
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C. Improve the definitions in Annex Il and Article 18

Reverse the burden of proof for source code
C u 2 audits (Annex I, points 2.1(i)(ii) and 3.1(i)(ii))

Beyond the definition of “security-relevant components”, we
invite the co-legislators to consider carefully the effect of the
source code audits, on a market defined by high concentration
and by componentsin some cases supplied almost exclusively
by third-country manufacturers.

As worded, the obligation falls on the cloud provider, not on the third-country manufacturer of the
component: Annex Il requires the audited provider to “ensure that the third-party independent
auditoris granted the right to access and audit the source code”. If acomponent providerrefuses
access to a proprietary component’s source code, the European provider has no way to comply. In
practice, manufacturers of components with little or no alternative become the kingmakers
decidingif services can berecognised at Levels 2 and 3.

We call onthe co-legislators to correct this through one of the three options below, so that
dominant component suppliers cannot combine market position, its intellectual property rights and
audit refusal.
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01

02

03

Proposed changes:

Option1-

Reference to the European scheme (Annex Il, points 2.1(i)(ii) and 3.1(i)(ii)).
Remove the source code audit as such and referinstead to the source code
requirements of the European cybersecurity certification scheme covering cloud
computing services, as the means of ensuring the absence of a kill switch.

Option2 -

Obligation on manufacturers (new article in Section 3; Annex ll, audit criterion|).
Require manufacturers of software components

used to deliver a service undergoing an audit under Article 20 to grant the auditing
organisation access to the source code of security-relevant components, under
confidentiality, within a defined period.

Option 3 -

Register of component audits (Article 22, new paragraph).

Require the Commission to maintain in the central repository a register of source
code audits of third-country components, whose results are available to all cloud
computing service providers established in the Union and to national competent
authorities, and provide that a component already audited need not be audited
again by each provider.
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C. Improve the definitions in Annex Il and Article 18

Clarify the “relevant” adequacy decisions
C . 3 for associated third countries (Article 18)

As it stands, Article 18 isunclear on the notion of a “relevant”
adequacy decision forassociated third country status. And it
refersto decisions “adopted underArticle 45” of the GDPR,
although eleven of the adequacy decisionsin force (i.e. Andorra,
Argentina, Canada, the Faroe Islands, Guernsey, the Isle of Man,
Israel, Jersey, New Zealand, Switzerland and Uruguay) were
adopted under Article 25(6) of Directive 95/46/EC and are kept
inforce underthe GDPR. The Commissionreviewed themin
January 2024 and concluded that each “continues to ensure an
adequate level of protection”. Onaliteralreading, Decisions
2000/518/EC (Switzerland), 2004/411/EC (Isle of Man) or 2011/
61/EU (Israel) would not qualify.

We invite the co-legislators to define what “relevant” means - the test already sketched inrecital 61
is agood starting point - and to confirm that adequacy decisions adopted before the GDPR and still

inforce count for
the purposes of Article 18.

I Proposed changes:

01 Pre-GDPR decisions (Article 18(1)(a)). Replace “adopted under Article 45 of
Regulation (EU) 2016/679” with “adopted under Article 45 of Regulation (EU) 2016/
679 orremaining in force pursuant to Article 45(9) of that Regulation”.

02  Meaning of “relevant” (Article 18(1)(a)). Specify that an adequacy decisionis
relevant where it applies to the third country as a whole, or where its scope covers
the processing activities carried out in the provision of the cloud computing
services concerned.
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