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Fivetran Business Critical 
Fivetran’s highest level of data protection and compliance

Your enterprise data is yours to use and protect 

Ensuring that data from the source arrives reliably in the target destination is
challenging. Protecting sensitive data in flight and meeting industry and internal
compliance requirements adds another level of complexity. 

Enterprise security teams are responsible for controlling access to data sources and
destinations, meeting regional data residency requirements, and securing sensitive
data in alignment with compliance regulations. 

In order to protect data, these teams need a reliable and secure cloud data
integration platform that automates data integrations as well as manages data
security while in transit. 

Secure your data with Fivetran Business Critical

Fivetran Business Critical is the most reliable and secure cloud data integration platform.
Business Critical brings together simple, automated pipelines and our highest level of data
protection. We support the needs of enterprises with extremely sensitive data, that are
subject to regional data security requirements, and that must meet industry compliance
measures such as HIPAA, HITRUST and PCI. 

The most reliable and secure cloud data integration platform 
PCI DSS Level 1 certification for critical payment data protection
Advanced security options including customer managed keys and private
cloud connectivity



Hold master keys
for your data
encryption for the
ability to restrict
access at any time
with AWS KMS,
Azure Key Vault or
Google Cloud KMS. 

Avoid exposing
data over the
public internet with
private networking
for AWS
PrivateLink, Azure
Private Link, or
Google Private
Service Connect.

Deploy Fivetran
across multiple
cloud service
providers and
within specific
regions to meet
data residency
requirements. 

Trust Fivetran to
handle your
sensitive
information,
including your
customer credit
card and payments
data. 

How are customers using Business Critical?

Customer
Managed Keys Private Connectivity Data center region
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Secure Data Connection Options
Use a private connection to prevent data
from exposure to the public internet,
reducing security risks. Private
networking is available for key sources
and destinations including Snowflake,
Amazon Redshift, Databricks, SQL
Server, Oracle, Postgres, Salesforce,
Amazon S3, Azure Blob Storage 
and more. 

Meet Data Residency
Requirements
Keep data within a specified cloud
provider, geography and region that
you select. This allows security teams
to meet data residency requirements,
pursue multi-cloud strategies and 
set up failover infrastructures 
for continuity. 

Improve Access Control 
and Visibility
Control who can access your enterprise
data, with a master key for data and
credentials encryption. Disable access
to the key at any time to stop Fivetran
from accessing your data. You also
have the option of US-only support.

Maintain Regulatory Compliance
Fivetran has the highest levels of
compliance than any other SaaS cloud
data integration platform, including
CCPA, GDPR, HIPAA, HITRUST, ISO and
SOC2. Fivetran Business Critical also
comes with PCI DSS Level 1,  for
sensitive credit card data and payment
details. 

Business Critical Features
When you select Business Critical you are choosing the most secure data integration
platform to protect your sensitive data. Business Critical has everything on our Enterprise
plan, plus the below features, and unlocks the option to select US-only support. 

Contact sales@fivetran.com to learn more about our Business Critical plan.


