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Fivetran data movement platform
end-to-end security

The most secure automated data movement platform, Fivetran allows
you to move all your data with total peace of mind.

Risks of data breaches are increasing as more regulatory compliance is introduced. This
exposes organizations to greater financial and reputational damage. Security teams need to
protect business and customer data to stay compliant and scale securely.

Security leaders can off-load the security headache to us when it comes to protecting your
data in-flight. Data teams can spend less time worrying about data compliance, and spend
more time on high-value add data activities.

Secure, reliable data Compliance and Controlled and secure
integration transparency data access
Gain peace of mind that Ensure safe data handling Eliminate the risk of
your in-flight data is and make sure your data unauthorized data usage
protected by the most practices meet internal to ensure only those who
secure automated data and external security are trusted with
movement platform. requirements and confidential data are able
governance policies. to access it.
Fully-managed and cloud hosted Self-hosted or in the cloud
Fivetran's SaaS offering comes with the Self-host Fivetran pipelines in your own
most security certifications and baked-in environment making Fivetran as secure as

security best practices. your existing infrastructure..




Select the right plan for your data protection needs

Free

Baseline security features:

10 users

700+ fully-managed
data sources
Pre-built data models
User permissions for
accounts and
destinations

SOC 2 Type Il and ISO
27001 certifications
Select data processing
geography (US, EU, +)
24/7 global support
Column blocking and
hashing

Automatic schema
migrations

Standard

Everything in Starter,
plus:

Unlimited users
Fully-managed
database connectors
SSH tunnels for
encryption

Reverse SSH tunnels
(annual contract
only)

SLA for system
uptime

Access to Fivetran's
Rest API

Everything in Standard, plus:

Enterprise

1-minute syncs
Enterprise database
connectors

Custom roles
Team/Organization
assigned user roles
SCIM provisioning
VPN tunnels for
advanced security

Pick cloud provider (GCP,

AWS or Azure)
Multiple subsidiaries
support

SLA for 1-hour support
response

SLA for data delivery
Support for Protected
Health Information
Metadata sharing
Send logs to external
services

Hybrid deployment
options

Business Critical

Everything in Enterprise, plus:

Operate Fivetran in chosen cloud region (e.g. AWS us-east-2)
Host Fivetran on AWS GovCloud with optional US only support
Private Networking with AWS PrivatelLink, Azure Private Link or Google Private

Service Connect

PCI DSS Level 1 certification

HITRUST certification

Customer-managed keys for encryption

Contact sales@fivetran.com to learn more about Fivetran advanced data security options




