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WHAT HAPPENED

Qn Mar 16, 2026 at 08:58:05 UTC, a PROCESSCREATION event was detected on host king-ThinkPad-T14s-Gen-5, indicating the
execution of ncat with arguments nc-z localhost 2181 , which may suggest a potential network probing activity in a production
environment.
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host: COMP_AB12CD34
3 Assignee The ncat command ‘nc -2 localhost 2181° executed 50+ times over the past 14 days with approximately 10-second intendals and
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“ Signal State NN The neat process (PID 1585708) spawned no child processes, established no external network connections, per

enfichedLuseremall. allcesobertsonehopietcon operations, and shewed no évidende of persistence mechanisms, eretential access, or lateral moviement
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arekved e m Mar 19, 9:16:35 am IDE-Spawned Shell or Script Interpreter Executing Suspicious Com Elnary hash 71df6b550bff3aSc9easbi3cdobasle0dBaltetTh 25591371 e 79e8557abbBace showed 50 executions all with identical
M : Last seen: 1 day aga sentinelonie-cloudfunnel attack TADOOZ-Execution T1059-4 command !me ‘ne -2 localhost 2187 d‘?d path within Docker everlay filesystemn, confirming this is the ncat utility from nmap-ncat

i package within Confluent Bafka container image
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All surreunding process activity in container storyling 9dcd4a0l-c3d3-a999-1 23b-8d4424b 38004 consisted of narmal
¥ Source B Mar19.996:34am DNS lookup for IP lookup service (macOS) - IP check service DINS Ig KafkaiZoakeeper operations Including runc container runtime, kafka-topics administrative commands, Java processes running
Kafka TopicCommand, and bash shells executing kafka-run-class wrappers with no suspicious shells, downloaders, or credential
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