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1. Introduction

In Docusnap, you can use a browser on any device to read most of the data in your Docusnap database and
create plans and reports.

Perform a basic Docusnap installation. In our HowTo document called Docusnap - Installation and
Configuration, you will find a detailed description of the installation and configuration of Docusnap X including
the database deployment.
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@ Docusnap

2. Activating Docusnap Webserver
2.1 Starting the Docusnap Server configuration

If you selected Docusnap Server at the time of the initial installation, Docusnap Web is already active and can

be accessed via the default port 9001. If Docusnap Server is not yet active, you can activate it via Discovey
Services— Docusnap Server Configuration.

@ Docusnhap

G Docusnap Discovery Service Configuration
(3] Inventory @ Docusnap Server Configuration
Discovery [> Server Status
E8 Windows (AD) & snmp [ Active Directory & oFs & VMware 1 Microsoft 365 |2 Connected Users Import
Inventory {8 System Groups = All Wizards

¥]

Documentation 5 @ 6y erview

+New - - Information
> ffh Docusnap GmbH
=3 > i Docusnap Sports AG . i
IT Security License Information
Ej Product: Docusnap
teen=e Licensed to: Docusnap GmbH
Management
Licensed Network Size: 5000
All Jobs Valid until: 01/02/2024
5
I3
Connect
Physical
Infrastructure
k]
Management

Job Overview

‘ Name ‘ Execution Date ‘ Discover ry Services ‘ Number Successful ‘ Number Failed ‘ Successful in % ‘ Previously Su:(essfm‘ Previously Failed ‘ Previ

il \ \ \ \ \ \ \ \

Row Count: 0 of 0

q

Fig. 1 — Configuring Docusnap Server
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2.2 Configuring Docusnap Server — Server API

In this dialog, you configure all settings relevant to the use of Docusnap Web:

@ Docusnap

@& | Server Configuration

Server Start Settings Server

Server API

Use Discovery Service and Docusnap Web

Scheme: http [ https (self-signed certificate) [ https (from certificate store)

External Hostname (optional): Port:

http://*:9001/
[ Activate HTTP Security Headers

Authentication Scheme (only relevant if user management is enabled)
[4] Basic Authentication (https is recommended)

Integrated Windows Authentication
[Jonly NTLM

[JAnconymous Authentication (Attention: this option grants everyone full access)

Docusnap User Permissions

Dedicated Domain Controller:

Debugging Docusnap Web

[[]Enakle Logging

Logging Path:

Back

Fig. 2 — Docusnap Server — API
Use Discovery Service and Docusnap Web pane

e Enable the Use Discovery Service and Docusnap Web checkbox
e Select the http or https protocol

o If you want to use https, select the certificate or create one yourself (https is recommended)

e Optionally, specify an external host name and/or the desired proxy setting

e Select the port (default: 90071) - Set firewall policy!

e HTTP Security Headers: If desired, the HTTP Security Headers can be activated. As a result,
however, the embedded reports, plans and documents are no longer displayed in the web client

due to the higher security requirement.
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Authentication Scheme pane

Please note: If you did not configure any users for Docusnap Web in the Docusnap User Management,
Docusnap Web will be available to all users, regardless of the configured authentication settings. This is
especially worrisome if the server APl and thus Docusnap Web is accessible from outside, as you use Docusnap
Discovery Services for inventorying decentralized environments.

e Basic Authentication — Required if users outside your ADS need to access the Web client.

e Integrated Windows Authentication (The availability of single sign-on depends on the browser, i.e.
this feature is not guaranteed)

e Anonymous Authentication — Full access for all users when the Docusnap User Management is
enabled.

Debugging Docusnap Web pane

The Enable Logging option found on this pane is only intended for the Docusnap Support team; it is not
relevant to normal operation.

2.3 Docusnap Web - functional test on the Docusnap Server system

Once you have completed the configuration of Docusnap Server and the service is available, Docusnap Web
is ready for use. To test the functionality of Docusnap Web, enter the URL
https://NameOfDocusnapServer:9001 in your browser. We recommend performing the functional test from
a client system, not locally on the Docusnap server.
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2.4 Configuration of the service principal name (SPN)

In Active Directory (AD), the Service Principal Name (SPN) is a unique identifier for a service running on a
specific server. SPNs are primarily used in the context of Kerberos authentication. They allow clients to uniquely
identify a service and obtain a Kerberos ticket to authenticate to that service.

Kerberos authentication is the preferred login method for Docusnap Web. NTLM is used as a fallback
mechanism.

Docusnap Web is provided through the Docusnap Server Service, which can be run either as Local System or
under a service user account.

If the Docusnap Server Service is run as Local System, no additional SPN configuration is required. The
appropriate  SPNs are automatically registered when the computer object is created in AD (eg,
HOST/NameOfDocusnapServer, HOST/NameOfDocusnapServer.Domain.local).

If a service user is used to run the Docusnap Server Service, an SPN must be configured for this user and
Docusnap Web to enable Kerberos authentication:

e setspn -S HTTP/NameOfDocusnapServer.Domain.Local NameQOfServiceUser
e Example: setspn -S HTTP/SRV-Docusnap.intern.local SVC-Docusnap

If this SPN configuration is not performed, NTLM will be used for authentication. If NTLM is disabled, logging
in to Docusnap Web will not be possible.

Additionally, SPN configuration is required if Docusnap Web is accessed using a name that differs from the
server's hostname (e.g., a DNS alias):

e If the Local System account is used:

o setspn -S HTTP/DocusnapWebAlias NameOfDocusnapServer
e If a service user is used:

o setspn -S HTTP/DocusnapWebAlias NameOfServiceUser
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2.5 Optional step: Customizing the Server API setting

If you operate more than one Docusnap installation, the URL of the system on which Docusnap Server was
configured should be changed - for all Docusnap installations — from the default value, ie.
http://localhost:9001, to the host name or IP address actually used.

Options — General Options — Connections — Server APl Connection

@ Docusnap

(&) Inventory @ Options — B8 X
Discovery
28 Windows (AD) icensi : tem Groups 77
@ General System Path Licensing Databases Connections
General
Inventor
Yy All Wizards Update Options
&
@ Inventory [] Check for Updates on Startup
Documentation .
> On
verie Timeout: 3[z]  seconds
> i Docusnap Spel %]
L Documentation
IT Security
B =
License IT Security Proxy Settings
Management
& Do not Use Proxy Use System Settings Set up Manually
@ License
e Management Address: Port:
o User: Password:
&
Connect
Physical Server AP| Connection
Infrastructure
Enable Server AP Connection
i
Management URL: http://CSP-VPC-PROD01:9001/
Transport:  |Auto - Timeout: 303 Seconds Test Connection
oK Cancel

Fig. 3 — Connection options — Customizing the server API
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3. Docusnap Web — Known issues with self-signed certificates

When calling Docusnap Web, you must accept the self-signed Docusnap Server certificate. This step caused
problems in the Firefox browser. All other tested browsers accepted the certificate in our tests.

A security alert is displayed. Confirm the prompt. When you close this dialog, the Docusnap Web Client starts.

Whether these prompts are displayed or not depends on the certificate used to establish the https connection
to the Docusnap Server API.

| & [ Certificate error: Navig x| 4+ B - »

le = O @ M Certificate error | https//localhost:9001/ o = 7 =

This site is not secure

This might mean that someone’s trying to fool you
or steal any info you send to the server. You should
close this site immediately.

E Go to your Start page

Details

The website's security certificate is not yet valid or
has expired.

Error Code:
DLG_FLAGS SEC_CERT DATE_ INVALID

Go on to the webpage (Mot recommended)

Fig. 4 — Operating system security alert -Browser Microsoft Edge
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4. Administering user access to Docusnap Web

The authentication scheme for accessing Docusnap Web can be configured in the Docusnap Server settings
under “Server APL." By default, the "Basic” and “Integrated” authentication schemes are enabled.

Important: Without enabling user management, Docusnap Web cannot be used with this configuration!
In this case, you must either enable user management (recommended) or configure the authentication scheme
to “Anonymous” (not recommended).

4.1 Enabling user management

To switch to the Docusnap User Management, click Management — General.

@ Docusnap 11

5 @ @ Docusnap 11 - Management (Configuring, Customizing and Extending of Docusnap)
iscovery
GENERAL
S
5 General
itz <, Designs | 4! Docusnap User | % Docusnap Roles {3 Permission Categories  [&ManagementTools  E=Number Server @ Site Types  [dColor Scheme
B &
Inventory
Documentation Docusnap Users
= By [0 &£ Administration
e O Customizing O £, Connect
ecurit
Y O A& Customizing
R @ H O &, Inventory
License T hssets O £, IT Documentation
Management
N o O & ITRelations
. [0 & License Management
Diagrams
Al Jobs O & Organization
O &, Permission Analysis
6<7 New
c IT Correlations [0 & Physical Infrastructure
onnect
'_j () Update Group Members from Active Directory for Docusnap Web [ &, User Management
Q.
i WebAccess Dormain User Description lUser| |0 A View
Physical Management ¥
Infrastructure
C™ &
Connect Legacy
Management
o
options
X
Close Management )

Fig. 5 — User Management

User Management allows you to manage the following:

e Domain User / Group — either from the current domain or the local system
e Description

e Allow Access to Web Client

e Password for Basic Authentication only

e Docusnap Roles

For further information on the Docusnap User Management functionality, please refer to the online manual
The corresponding manual chapter can be accessed directly by pressing F1 — provided that the Docusnap
system has Internet access.
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If you select Integrated Windows — Authentication or Basic Authentication, you need to make sure to
create the corresponding users or groups in User Management and enable the Allow Access to Docusnap
Web checkbox.

The Basic Authentication scheme requires you to enter a password for accessing the Web Client.

If you want to add users that should have access to the Web Client only, there is no need to assign them a
role.

IMPORTANT: Users / groups who are supposed to work with the Docusnap Client must be assigned
corresponding user roles!
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5. Using the ONC path in Docusnap Web

The ONC (Object Numbering Convention) is a coded path to a concrete object in the Docusnap trees. Each
object in Docusnap is uniquely identifiable via this.

The ONC path can be generated during the creation of a Docusnap Connect Package - optionally the ONC
column can be output.

Another possibility is to select the desired object in the data tree and press CTRL + C.

For more information on the ONC path, see the Docusnap User Manual - Docusnap and External Programs.
For more information about Docusnap Connect, see the HowTo Docusnap Connect Export and Import.

The ONC path can also be used to navigate to the selected object in Docusnap Web. To do this, enter the
path in the URL line.

Example: http://localhost:9001/ONC/[1,1\[1,2]\[2,4]1\[2,5]\[6,6]

After confirming the URL, itis necessary to authenticate, after which the desired content is opened in Docusnap
Web
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