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Biolinq Shine Consumer Health Data Privacy Policy  
 

Effective Date: May 12, 2025 

 

This Biolinq Shine Consumer Health Data Privacy Policy (“Policy”) contains additional 

information regarding Consumer Health Data (as defined below), including the rights that may be 

available to Washington and Nevada residents or individuals whose Consumer Health Data is 

collected in Washington or Nevada. This Policy, which supplements the Biolinq Shine Privacy 

Notice available at www.biolinq.com/privacy, only applies to Consumer Health Data and does not 

address or apply to other information or practices that are not subject to Washington’s My Health 

My Data Act (“MHMDA”), Nevada’s Consumer Health Data Privacy Law (“SB 370”), or any 

other applicable state law regulating Consumer Health Data; data that is not considered Personal 

Information; certain health information governed by HIPAA or other state and federal laws; 

activities covered by the Fair Credit Reporting Act; and job applicant and employment 

information. Any term capitalized but not otherwise defined herein shall have the meaning set forth 

in the Biolinq Shine Terms of Use or Privacy Notice available at www.biolinq.com/privacy, and 

any terms used but not defined by us shall have the same meaning as defined by the MHMDA, SB 

370, or another applicable state law regulating Consumer Health Data (as applicable).  

 

1. Consumer Health Data We Collect 

 

The term “Consumer Health Data” as used in this Policy means any Personal Information that is 

linked or reasonably linkable to you and that identifies your past, present, or future physical or 

mental health status, or as otherwise defined by applicable law. The data we collect depends on 

the context of your interactions with us and, in most cases, is information that you decide to share 

with us. Examples of Consumer Health Data that Biolinq may collect include: 

 

• Medication log data (e.g., dosage and dose time as entered by you) and glucose information 

measured by the Sensor; 

• Information you share about your health-related conditions, symptoms, experiences, 

diagnoses, testing, medications, or treatments; 

• Information from the Sensor, bodily functions, vital signs, symptoms, or measurement of 

physical or mental health status information; 

• Data that identifies a consumer seeking healthcare services; 

• Other information that may be used to infer or derive data related to the above or other 

health-related information; 

• Information listed herein that is derived or extrapolated from information that is not 

Consumer Health Data, including, without limitation, proxy, derivative, inferred, or 

emergent data derived through an algorithm, machine learning, or any other means; and 

• Any other categories of Consumer Health Data set forth in Section 1 of our Privacy Notice 

“Your Information We Collect” available at www.biolinq.com/privacy.  
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2. How We Collect Your Consumer Health Data  

 

The Consumer Health Data we collect depends on the context of your interactions with our services 

and, oftentimes, is information that you directly decide to share with us, including when you log 

data into the App. Sources from which we may collect your Consumer Health Data include: 

 

• You and those authorized to provide Consumer Health Data on your behalf, such as your 

caregiver or authorized representative; 

• The Sensor, when the device is worn by you; 

• Affiliates and our partners and their service providers and contractors; 

• Automatic data collection technologies associated with use of the App, such as cookies and 

web beacons; and  

• Any other sources of Consumer Health Data listed in Section 2 of our Privacy Notice “How 

We Collect Your Information” available at www.biolinq.com/privacy. 

3. How We Use Your Consumer Health Data 

 

We may collect Consumer Health Data for the following purposes, and only to the extent the use 

of Consumer Health Data is reasonably necessary and proportionate for these purposes: 

 

• Provide the Biolinq Shine and its contents and features to you; 

• Allow you to create and manage your account;  

• Provide or improve the services requested by you, including in the context of your business 

relationship with us, and perform our contractual obligations;  

• Fulfill or meet the reason you provided the information (e.g., to respond to a request for 

product support); 

• Communicate with you about the Biolinq Shine or to provide you with information or 

marketing materials, including promotional offers, that may be of interest to you; 

• Send you transactional or relationship messages, such as receipts, account notifications, 

customer service responses, and other administrative messages; 

• Monitor and analyze trends, usage, and activities in connection with the Biolinq Shine; 

• Comply with the law, regulatory obligations, and/or safety reporting, and protect or defend 

our interests or the interests of our customers or users of the Biolinq Shine if permitted by 

law or required to do so by law, court order, or government regulations, or where we believe 

such action is necessary; 
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• Help maintain the safety, security, and integrity of our App, products and services, 

databases, other technology assets, and business; 

• Improve other Biolinq products and services;  

• Conduct studies and research, specifically to determine and improve the effectiveness of 

techniques for controlling and treating diabetes and other diseases or conditions, as well as 

to include findings in scientific publications; 

• Generate de-identified or anonymized datasets, which can no longer be used to identify 

you, as well as statistics for research purposes; 

• System administration and to monitor the use of our App; 

• Any other purpose disclosed by us when you provide the information or with your consent;  

• Disclose to third parties for the performance of services provided to us, including third-

party providers of services related to the operation and management of the Biolinq Shine, 

or in connection with the administration and support of the activities noted above; and 

• Any other uses set forth in Section 3 of our Privacy Notice “How We Use Your 

Information” available at http://www.biolinq.com/privacy as it may relate to your 

Consumer Health Data.  

4. To Whom We Disclose Your Consumer Health Data 

 

We may disclose your Consumer Health Data (as described in Section 1 “Consumer Health Data 

We Collect”) as follows and as otherwise described in this Policy or at the time of collection: 

 

• To companies and vendors that facilitate our provision of services or perform services for 

us or on our behalf, including our App developer, hosting providers, user support providers, 

IT service providers (e.g., storage providers), fraud prevention vendors, and other service 

providers; 

 

• To accountants, auditors, lawyers, and other outside professional advisors to Biolinq, 

subject to appropriate contractual obligations of confidentiality; 

 

• Where required by law, court order, or subpoena if we believe disclosure is in accordance 

with, or required by, applicable law or legal process or where necessary to prevent, detect, 

or prosecute criminal offenses, or to protect the rights, property, and safety of Biolinq or 

others; 

 

• To public authorities, including health and/or regulatory authorities; 

 

• In connection with any merger, sale of company assets, financing, or acquisition of all or 

a portion of our business by another company, to the extent the disclosure of Consumer 

Health Data is permitted by applicable law; 

 

http://www.biolinq.com/privacy
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• Between and among Biolinq and our current and future parents, affiliates, subsidiaries, and 

other companies under common control and ownership; and 

 

• Other third parties with your consent or at your direction. 

 

We may also process and disclose information to third parties to perform data analytics and 

research, including to improve our products or services or develop new products or services, if the 

information has been de-identified or aggregated in a way so it cannot be used to identify you. If 

we process de-identified data, we agree to maintain and use de-identified data without attempting 

to reidentify any individual, except as permitted by law, and will contractually obligate any 

recipients of such data to satisfy this criteria. 

 

5. Exercising Your Privacy Rights 

 

Applicable law provides eligible consumers with specific rights regarding their Consumer Health 

Data. This section describes these rights and explains how to exercise them.  

 

• Right to Know/Access:  You have the right to confirm whether we process your Consumer 

Health Data and also may have the right to access such data, including a list of all third 

parties and affiliates with whom we have shared or sold your Consumer Health Data (as 

those terms are defined by applicable law) and, if applicable, their contact information.  

 

• Right to Delete:  You have the right to request that we delete Consumer Health Data you 

have provided to us or that we otherwise obtained about you. 

  

• Right to Withdraw Consent or Revoke Authorization:  You have the right to withdraw 

consent and/or revoke authorization, as applicable, from our collection, sharing, and selling 

of your Consumer Health Data.  

 

• Right to Appeal:  You have the right to appeal our decision with regard to your request to 

exercise any rights described herein.  

 

You do not need to create an account with us to exercise your Consumer Health Data privacy 

rights. To exercise the rights described in this section, please submit a request to us by using the 

interactive form available at Biolinq.com/privacy, by emailing us at legal@biolinq.com, or by 

writing to us at Legal Department, Biolinq Incorporated, 10260 Sorrento Valley Rd., San Diego, 

CA 92121.  

 

Please note that before completing your request, we may need to verify your identity, your 

authority to make a request on behalf of another person, and/or that the Consumer Health Data 

relates to you. As such, we may ask for additional identifying information such as your name, 

telephone number, email address, and/or date of last communication with us. We may also ask you 

to provide a signed declaration confirming your identity and/or authority to make the request. We 

will only use this data to verify your identity and/or authority to make the request.  
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6. Changes to this Policy 

 

This Policy is effective as of the date stated at the top. We may change this Policy from time to 

time. We will post any changes on this page, and for significant updates, we may also provide in-

App notice or notice on our website; send you an email notification; or provide notice by another 

method that we, in our sole discretion, deem appropriate. Your access to and/or use of the Biolinq 

Shine after such change will be deemed acceptance of the new Policy. We encourage you to review 

our privacy notices when you use our products and services to stay abreast of our information 

practices. 
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Nevada Supplement to the Consumer Health Data Privacy 

Policy 
 

Effective Date: May 12, 2025 

 

This Nevada Supplement to the Consumer Health Data Privacy Policy (“Supplement”) contains 

additional information pursuant to SB 370, including the rights that may be available to Nevada 

consumers or individuals whose Consumer Health Data is collected in Nevada. It supplements the 

Consumer Health Data Privacy Policy and applies solely to information or practices that are 

subject to SB 370. Any terms used but not defined in this Supplement or the Policy shall have the 

same meaning as defined by SB 370. 

 

Collection, Use, and Processing of Consumer Health Data 

 

We collect categories of Consumer Health Data as discussed in Section 1 of the Policy “Consumer 

Health Data We Collect”, from the sources of Consumer Health Data as discussed in Section 2 of 

the Policy “How We Collect Your Consumer Health Data”. The manner and purpose of collecting 

that information is disclosed in Section 3 of the Policy “How We Use Your Consumer Health 

Data”.  

 

Disclosure of Consumer Health Data 

 

We may share your Consumer Health Data in the manner and for the purposes described in Section 

3 of the Policy “How We Use Your Consumer Health Data” with the categories of third parties and 

affiliates described in Section 4 of the Policy “To Whom We Disclose Your Consumer Health 

Data”.  

 

Exercising Your Privacy Rights 

 

SB 370 provides consumers with several rights regarding their Consumer Health Data. For a 

description of these rights, as well as instructions on how to exercise them, refer to Section 5 of 

the Policy “Exercising Your Privacy Rights”.  

 

[Review & Revision of Consumer Health Data  

 

If you would like to review and/or revise your Consumer Health Data, you may submit a request 

to us via the methods described in Section 5 of the Policy “Exercising Your Privacy Rights.”]  

 

Changes to this Supplement 

 

From time to time, we may change this Supplement. We will notify you in the same manner as set 

forth in Section 6 of the Policy “Changes to this Policy”. Your access to and/or use of the Biolinq 

Shine after such change will be deemed acceptance of the new Supplement.  
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Collection of Consumer Health Data Across Websites/Online Services  

 

Biolinq tries to limit third-party collection of Consumer Health Data over time and across different 

websites or online services when a consumer uses our websites or online services (including the 

App). Nonetheless, please note that third parties may still be able to collect Consumer Health Data 

from you over time and across different websites/online services depending on, without limitation, 

your browser, browser add-ons, and associated permissions you set on your device. This collection 

of Consumer Health Data by third parties is unrelated to Biolinq’s collection of Consumer Health 

Data from you, and we encourage you to view those third parties’ privacy notices for more 

information. 

 

 

 


