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INTRODUCTION

Purpose

This guidebook exists to answer a difficult but common question: Is it possible to recover stolen
cryptocurrency, and if so, how does that actually happen?

The short answer is that recovery is sometimes possible, often difficult, and never guaranteed.
The longer answer — the purpose of this guidebook — is to explain when recovery may be
feasible, why it is usually constrained, and what practical steps can meaningfully improve
outcomes after a theft or fraud.

Cryptocurrency recovery does not resemble traditional financial recovery. There are no
universal chargeback mechanisms, and public blockchain protocols generally do not include
built-in transaction reversal functionality once transactions are confirmed.

Once value moves on a blockchain, settlement is typically final by design. However, finality at
the protocol level does not mean invisibility, and it does not mean that all recovery paths are
closed. In certain circumstances — particularly where assets are issued or administered by
centralized entities, or where funds intersect with custodial services, regulated exchanges, or are
seized directly from a criminal — intervention may still be possible.

This guide is written to help readers understand those circumstances clearly.

WHAT THIS DOCUMENT COVERS

This document provides a structured, fact-based overview of cryptocurrency recovery pathways,
including:

» How recovery differs from tracing and attribution

What immediate actions matter after a theft or scam

How different asset types affect recovery feasibility

 Criminal, civil and administrative recovery mechanisms

The roles of law enforcement, courts, exchanges, issuers and private sector investigators

Realistic timelines, costs, and outcome ranges
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The intent of this guidebook is not to overwhelm you with technical detail, but to elevate your
understanding so you can participate meaningfully in discussions with investigators, attorneys,
exchanges or token issuers — and so you understand what is possible and what is not.

WHAT THIS GUIDEBOOK DOES NOT PROMISE

This guidebook does not promise recovery. It does not guarantee that law enforcement will
pursue a case, that an exchange will freeze funds, or that a token issuer will intervene. It does
not suggest that every theft is solvable, or that persistence alone can overcome technical or
legal constraints.

Any service, individual, or document that guarantees recovery, offers certainty, or requires
payment to "unlock" or "reverse" assets or transactions should be treated with skepticism. Real
recovery efforts are constrained by law, jurisdiction, timing, and asset design — and those
constraints cannot be negotiated away.

WHO THIS GUIDEBOOK IS WRITTEN FOR

- People who have experienced cryptocurrency theft or fraud
 Cryptocurrency holders seeking to understand recovery realities before a loss

- Readers who want to engage intelligently with law enforcement or counsel

This guidebook is intended to provide clarity, not false hope. After reading it, you should be able
to slow down, ask precise questions and align expectations with reality.

HOW TO READ THIS GUIDEBOOK

This document is structured to move from foundational concepts to increasingly specific
recovery mechanisms. Early sections explain terminology and constraints that later sections
build upon. Skipping ahead without understanding those foundations may lead to confusion or
misplaced expectations.

Where optimism exists, it is grounded in observable mechanisms — not speculation. Where
recovery is unlikely, that reality is stated plainly. The goal throughout is not to discourage
action, but to ensure that any action taken is informed and proportionate.
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01 e FIRST PRINCIPLES

Tracing, Attribution and Recovery

Before discussing how stolen cryptocurrency might be recovered, it is essential to distinguish
between three related but very different concepts: tracing, attribution, and recovery. These
terms are often used interchangeably in public discussions, but in practice they represent
distinct stages of a process, each with its own technical and legal constraints.

Effective recovery efforts depend on first establishing where the assets went. In most cases,
recovery also requires identifying the individuals or organizations that control those assets or
the custodial services through which they pass.

TRACING: ESTABLISHING WHERE THE ASSETS WENT

Tracing is the process of reconstructing how cryptocurrency moved on a blockchain after it left
the victim's control.

Although many blockchains are public ledgers, tracing is not a simple matter of "looking up
transactions." Interpreting blockchain data correctly requires specialized skills, tools,
accounting methodologies and experience. Transactions must be analyzed in context, flows
must be reconciled and activity must be grouped in ways that reflect how value actually moved
— not just how individual transactions appear in isolation.

Tracing is typically performed by specialized professionals, including law enforcement analysts,
private blockchain investigative firms, and compliance or forensic teams working within

exchanges or financial institutions.

A proper trace may identify the initial theft transaction, subsequent wallet hops, interactions
with smart contracts, bridges and decentralized exchanges, patterns of consolidation or
splitting, operational payments, links to other victims, and eventual exposure to custodial
services, exchanges or other off-ramps.

The purpose of tracing is not merely to reconstruct asset movement. It is to identify points of
legal, administrative, or custodial leverage that may support attribution, preservation, or

recovery.

Tracing answers one narrow but essential question: Where did the assets go? It does not
identify who controls those assets, and it does not guarantee recovery. Many cases are fully
traceable yet unrecoverable.
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ATTRIBUTION: LINKING ON-CHAIN ACTIVITY TO REAL-WORLD PEOPLE

Attribution is the process of connecting traced on-chain activity to real-world persons, groups or
entities.

Attribution may rely on access to information held by third parties — such as exchanges, wallet
providers, hosting companies, or communications platforms — that is not publicly available and
often requires legal process. However, attribution may also be achieved through advanced
investigative techniques that do not depend on custodial records at all.

In some cases, skilled investigators are able to attribute on-chain activity through intelligence
gathering and contextual analysis. This may include connections made through:

Social media activity

» Messaging platforms or forums

- Darknet marketplaces

- Usernames, aliases or infrastructure

« Prior law enforcement or intelligence reporting

Attribution is not a single event or a single decision point. It may be performed at multiple
stages of an investigation and will begin informally during early analysis, be refined as
additional data becomes available, and later be formalized through legal process when applied
for enforcement, seizure, or litigation purposes.

RECOVERY: REGAINING CONTROL OF ASSETS

Recovery is the final and most limited stage of the process. It refers to regaining control of
stolen cryptocurrency — or replacement of assets — through legal, administrative or custodial
mechanisms.

Recovery can only occur after assets have been traced and attributed. Even then, recovery
generally requires one or more of the following conditions:

 The assets are held or intercepted by a custodial service
A centralized exchange freezes funds pursuant to legal process
+ A token issuer exercises administrative controls

« A court orders seizure, forfeiture or restitution
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Recovery does not occur simply because assets are visible on the blockchain, or because
investigators know where the assets are or who controls them. Recovery requires explicit legal
or administrative action.

THE PRACTICAL SEQUENCE

For any realistic chance of recovery or restitution, the sequence is almost always the same:

« Assets must be traced and located
- Assets must be attributed to an entity capable of being compelled or influenced

+ A recovery mechanism must be lawfully exercised

If any one of these steps fails, recovery is unlikely.

Many victims are told that their funds have been "traced" and assume recovery is imminent.
Others are told that investigators "know who did it" and expect assets to be returned
automatically. These assumptions lead to frustration, false hope and vulnerability to recovery
scams. A legitimate investigator or attorney will be explicit about what has been traced, what
has been attributed, and whether any recovery mechanism actually exists.

Tracing and attribution are necessary conditions for recovery, but they are not sufficient
alone.
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02 e POST-THEFT ACTIONS

The First 24—72 Hours

After a cryptocurrency theft or fraud, the first actions taken — or not taken — often determine
whether any recovery pathway remains viable. This period is not about solving the case or
confronting the attacker. It is about preserving options.

Because blockchain transactions settle quickly and funds can move across jurisdictions in
minutes, delays compound rapidly. Evidence degrades, service-provider logs expire and assets
may pass through multiple intermediaries before any meaningful intervention is possible.

The objective in the first 24—72 hours is not recovery itself, but positioning: securing what
remains, preserving evidence, and creating the conditions under which tracing, attribution
and potential recovery can occur.

SECURING WHAT HAS NOT BEEN LOST

The first priority is to prevent further loss. Victims often focus exclusively on the stolen funds
and overlook the risk to accounts, devices and credentials that remain under their control. In
many cases the original theft involved credential compromise, malicious software or social
engineering that might still be active.

Immediate steps should include:

- Securing email accounts, which often serve as recovery credentials for exchanges and wallets
» Changing passwords anywhere that they may have been reused

- Enabling strong two-factor authentication using an authenticator app such as Duo

- Reviewing recent login activity on exchanges, wallets and email providers

- Moving remaining assets to newly created, clean wallets only after devices and credentials are
secured

If a wallet recovery phrase or seed was ever entered into a website, shared with anyone, or
stored digitally, that wallet should be treated as permanently compromised. Immediately move
any remaining assets to new, fresh wallets.
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PRESERVING EVIDENCE

Evidence preservation is of the utmost importance. Without evidence, even recoverable assets
can become unrecoverable, as evidence is required to support all legal and administrative
processes. Service providers retain logs for finite periods — once lost, that data cannot be
reconstructed.

Relevant evidence may include:

Wallet addresses and transaction hashes with timestamps

URLSs of websites or platforms used

- Email headers (not just the text body)

« Full conversation histories from messaging apps

- Screenshots of dashboards, balances, error messages and communications

» Any documentation, instructions or payment requests received

Social media profiles used by the attackers

Evidence should be preserved in its original form wherever possible — unedited, date/time
stamped, and exported as raw data where available.

Prepare a written chronology of events while details remain fresh. Record dates, times,
accounts, devices, communications, transactions, and any actions you took following the theft. A
clear timeline often helps investigators correlate blockchain activity with off-chain evidence and
reconstruct the incident more efficiently.

ACTIONS TO AVOID

Do not continue to communicate with the attackers. Do not attempt to negotiate or "test" them.
Do not post detailed information publicly or on social media. Do not pay any additional "fees"

" orn.

to "unlock," "recover" or "secure" assets.

These actions can alert the attackers, accelerate asset laundering, contaminate evidence or
expose you to further follow-on scams. Silence and restraint preserve later leverage.

WHY THESE FIRST STEPS MATTER

Tracing, attribution and recovery all depend on information that can degrade in availability or
usefulness over time. Early action and evidence preservation can mean:

+ Custodial interception is most plausible
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« Exchange compliance teams are most responsive
 Logs and records are still intact

- Assets can be traced in real time before laundering is complete

Even when recovery ultimately proves impossible, proper early action reduces additional harm,
prevents secondary victimization and can assist in eventual criminal prosecution — which can
open additional pathways such as financial restitution.

If you have already missed this window, do not assume recovery is impossible. While immediate
action remains valuable, many successful investigations begin weeks or months after the theft.
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03 e REPORTING THE INCIDENT

Reporting the Incident

Reporting a cryptocurrency theft is an important early step, but it is often misunderstood. For
most victims, reporting does not result in immediate investigative action or asset recovery. Its
value lies elsewhere: creating an official record, preserving options, providing valuable
intelligence and enabling later action.

Today, many cryptocurrency thefts are part of broader, well-funded and organized schemes
enacted by large transnational organized crime syndicates. Reporting serves as a "feeder" route
into what may eventually be a large legal action — with timelines measured in years, not hours.

Victims should approach reporting as a documentation and positioning exercise rather than a
request for instant intervention.

LOCAL LAW ENFORCEMENT REPORTING

A local police report:

» Creates an official record of the incident

« Documents victim status and claimed loss

Will likely be required by exchanges, insurers or courts later

Establishes facts early and allows for evidence preservation

Victims should not expect local police agencies to have immediate cryptocurrency expertise, but
that does not render the report useless. In many cases, the police report serves as the
foundational document upon which later actions rely.

When filing a police report, clarity matters more than technical depth. Focus on what happened,
when it happened, what assets were involved, and what evidence exists.

FEDERAL REPORTING

Direct federal reporting is most appropriate when a case involves significant dollar value,
organized criminal activity, cross-border elements, or asset types that may realistically intersect
with federal enforcement priorities. Victims may consider reporting to agencies such as the
Royal Canadian Mounted Police in Canada or the Federal Bureau of Investigation in the United
States.
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- Federal agencies prioritize cases involving large losses, organized criminal groups, or national-
level impact

 Cross-border activity, sanctions exposure, or stablecoin issuer involvement may increase

relevance
- Reports should be factual, concise, and supported by preserved evidence
+ Direct reporting complements — it does not replace — local police reports or IC3 submissions

« Lack of response does not mean the information was ignored or discarded

CENTRALIZED REPORTING (IC3)

Victims worldwide may also consider filing a report with the FBI's Internet Crime Complaint
Center (IC3). IC3 accepts reports from both US and non-US victims and functions as a

centralized intake point for internet-enabled crime. This is not a traditional police report and
should not be interpreted as opening a criminal case or guaranteeing investigative follow-up.

IC3 functions primarily as a centralized intelligence and pattern analysis system, a repository
for large-scale fraud data, and a mechanism for identifying repeat actors and campaigns. Most
IC3 reports do not receive follow-up contact — that does not mean the report was ignored.

EARLY CUSTODIAL NOTIFICATIONS: WHEN AND WHEN NOT TO

In the immediate aftermath of a theft, victims often feel pressure to notify exchanges or
platforms as quickly as possible. As a victim, you generally will not yet know where the stolen
assets are, or whether they have reached a custodial service. Broad, unfocused outreach can
waste time, create false expectations and sometimes complicate later investigative work.

There are two narrow situations where early notification may still be appropriate:

« If the theft involves unauthorized access to an exchange or custodial account you control —
contact that platform immediately to lock the account, reset credentials, prevent further
withdrawals, and preserve logs.

- If you have credible reason to believe stolen assets have already been deposited into a specific
known exchange address — early notification may help establish a record of awareness, even if
the exchange cannot act without formal legal process.

Outside of these two situations, victims should not expect exchanges or custodial services to act
on informal reports, nor should they attempt to pressure platforms into freezing funds without
legal process.
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04 e ASSET TYPES

Understanding Asset Types

Not all cryptocurrency assets behave the same way, and they are not governed in the same way.
One of the most common sources of confusion after a theft is the assumption that all
cryptocurrency is equally recoverable or equally irreversible.

Asset architecture matters. The technical model an asset uses, the degree of centralization
involved in its issuance or custody, and the points where it interfaces with regulated
intermediaries all materially affect recoverability.

UTXO-BASED ASSETS

UTXO-based assets use an accounting model built around unspent transaction outputs. Bitcoin
is the most well-known example. Once a transaction is confirmed, the outputs it creates are
controlled solely by whoever possesses the corresponding private keys. There is no concept of an
account administrator, issuer, or native permissioning layer.

As a result, transactions are final at the protocol level — there is no built-in freeze or reversal
mechanism, no issuer that can intervene, and control is entirely private key-based.

Recovery generally requires external intervention such as interception at a custodial exchange,
seizure pursuant to legal process, or attacker error. Because UTXO-based assets are widely
accepted and highly liquid, attackers often split funds, use peel chains to obscure flow, route
assets through mixers and tumblers, and move funds quickly through exchanges or OTC

services.

ACCOUNT-BASED /| EOA ASSETS

Account-based blockchains use balances associated with accounts. On Ethereum and similar
networks, most user-controlled accounts are externally owned accounts (EOAs). Like UTXO
systems, EOAs are ultimately controlled by private keys — at the protocol level, there is no

native mechanism to reverse transactions or reclaim native assets once transferred.

Account-based systems introduce additional complexity including smart contract interactions,
contract-based wallets with programmable controls, and non-native tokens such as USDT or
SHIB. These features sometimes create investigative leverage, but they do not fundamentally
change finality at the account or protocol level.
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EOA-based thefts often involve phishing and credential compromise, malicious contract
approvals and wallet draining contracts, or social engineering such as romance and investment
scams.

ISSUER-CONTROLLED TOKENS

Some tokens are issued and administered by centralized entities that retain ongoing control
over aspects of the token's lifecycle. These issuers may retain the technical ability to freeze
specific assets or addresses, blacklist tokens, or "burn" and — in limited circumstances —
reissue assets. Stablecoins such as Tether (USDT) are the most prominent example.

Key constraints include: issuers act pursuant to law, not private requests; intervention is
discretionary and jurisdiction-dependent; issuers generally require clear attribution and official
documentation; and a freeze does not automatically result in restitution.

Issuer-controlled tokens represent one of the few asset classes where post-theft administrative
intervention is technically possible. This possibility should not be mistaken for a guarantee, but
it does introduce a limited basis for cautious optimism.

CUSTODIAL VS. NON-CUSTODIAL

Across nearly all asset types, custody is often more determinative of recovery outcomes than the
underlying asset or blockchain itself. When assets are held by or pass through centralized or
regulated intermediaries such as centralized exchanges, hosted wallet providers, or payment
processors, there may be opportunities for account freezes, record preservation, and asset
seizure.

When assets remain entirely within self-custody or decentralized systems, recovery options
narrow significantly. As an analogy: if cash is stolen, it may be relatively straightforward to seize
it from a bank, but far more difficult if the thief stores it in an unbreakable safe. Recovery
typically then requires locating the thief and legally compelling access.

Recovery efforts generally focus not on reversing blockchain transactions, but on intercepting
assets at points where centralized control or legal authority still exists.
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05 e CRIMINAL RECOVERY

Criminal Recovery Pathways

For many victims, "recovery" is intuitively associated with law enforcement and criminal court
systems. In cryptocurrency cases, however, the role of law enforcement and the likelihood of
asset recovery through criminal processes differs significantly from traditional financial crime.

HOW CRYPTOCURRENCY INVESTIGATIONS BEGIN

Criminal recovery efforts typically begin with reporting, not investigation. Reports filed with
local law enforcement, federal agencies, or centralized reporting portals serve as intake
mechanisms. They do not automatically trigger active investigations.

Formal criminal investigations are typically initiated when one or more of the following factors
are present:

« Significant financial loss

+ Multiple victims or an identifiable campaign

Links to known criminal organizations

 Cross-border or jurisdictionally complex activity

Intersection with regulated entities such as centralized exchanges, issuers and payment
processors

WHAT LAW ENFORCEMENT CAN DO

When law enforcement does pursue a cryptocurrency case, their powers differ fundamentally
from those of private parties. They may:

« Issue subpoenas or court orders to custodial services
- Compel exchanges to preserve or disclose records

» Seek warrants for account freezes or seizures

Coordinate with foreign counterparts through mutual legal assistance

- Seize assets held by custodial platforms

Pursue forfeiture and restitution through the courts
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WHAT LAW ENFORCEMENT CANNOT DO

Law enforcement generally cannot: reverse blockchain transactions, compel decentralized
protocols to undo activity, seize assets held solely in self-custody without private keys, act
without jurisdiction or legal process, or guarantee recovery even when a crime is proven.

A successful prosecution does not automatically result in recovery or restitution. In some cases,
stolen assets are never recovered even when perpetrators are identified and charged.

A court can, however, order restitution through replacement assets — meaning a victim can be
paid restitution via assets other than those involved in the crime, in cases where the
cryptocurrency assets themselves are not recoverable.

Even if all conditions are met — successful prosecution, seizure of assets and cryptocurrency
recovery — the timelines should be measured in months and years, not hours and days.
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06 e CIVIL RECOVERY

Civil Recovery and Private Legal Action

In some cryptocurrency theft cases, civil legal action can provide recovery leverage that criminal
processes do not. Civil recovery is not about punishment or prosecution — it is about using the
court system to identify responsible parties, restrain assets, and pursue restitution where legal
and jurisdictional conditions allow.

Civil recovery is not appropriate for every case. It is resource-intensive, often slow, and highly
dependent on attribution, jurisdiction, and asset location. It is often cost-prohibitive or requires
the victim to agree to a high percentage contingency fee. When viable, however, it can be a
meaningful complement to criminal enforcement, or in some cases the only realistic recovery
pathway available.

CIVIL VS. CRIMINAL RECOVERY

Criminal investigations are initiated and controlled by law enforcement agencies and
prosecutors. Victims have limited control over whether a criminal case proceeds or how quickly
it advances.

Civil recovery, by contrast, is initiated by the victim or their legal representatives. It allows
victims to affirmatively pursue legal process rather than waiting for government action. Civil
courts do not investigate crimes — they adjudicate disputes, compel disclosure, and enforce
legal rights.

Civil recovery is most viable when tracing and attribution have already established a
meaningful nexus to identifiable parties or jurisdictions — particularly custodians, exchanges,
issuers and infrastructure providers operating in jurisdictions where court orders are
enforceable.

WHAT CIVIL COURTS CAN ACTUALLY DO

Civil courts cannot reverse blockchain transactions or compel decentralized protocols to act.
Their leverage comes from enforceable court orders directed at identifiable parties. Through

civil proceedings, courts can:

« Issue disclosure orders, production orders or subpoenas compelling exchanges and service
providers to disclose records

+ Order preservation of logs and account data
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+ Grant injunctions restraining assets held by identifiable third parties
- Establish legal ownership or entitlement to disputed assets

- Support turnover or seizure of assets once legal thresholds are met

TOOLS USED IN CIVIL CASES

Because perpetrators are often initially unknown, civil cryptocurrency cases frequently begin
with procedural mechanisms designed to uncover identities and control assets. These may
include:

- Lawsuits against unknown defendants (often referred to as "John Doe" actions)

Third-party production orders or subpoenas directed at exchanges, infrastructure providers, or
issuers

- Emergency injunctive relief to restrain accounts or wallets

Ancillary proceedings supporting criminal or regulatory actions

COSTS, TIMELINES AND TRADEOFFS

Civil recovery requires a sober cost-benefit analysis. Victims should expect legal fees that can
escalate quickly, timelines measured in months or years, and no assurance that identified assets
still exist or remain reachable by the time legal process is completed.

It is important to understand that civil litigation can succeed in identifying perpetrators or
freezing assets while still failing to return funds. This outcome does not mean the effort was
wasted, but it does underscore the need for realistic expectations from the outset.

HOW CIVIL AND CRIMINAL ACTIONS INTERACT

Civil and criminal recovery pathways are not mutually exclusive and often proceed in parallel.
Civil discovery may uncover information later used by law enforcement. Criminal seizures may
support civil restitution claims. Exchanges or issuers may act only after receiving court orders
generated through civil proceedings.

Coordination between investigators, attorneys, and law enforcement is often critical to avoid
duplicated effort or conflicting strategies.
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07 PRIVATE INVESTIGATIONS

Private Sector Blockchain Investigations

Private blockchain investigatory firms often play a central role in cryptocurrency recovery
efforts, particularly in cases where law enforcement resources are limited, timelines are
uncertain, or specialized technical analysis is required early. These firms do not replace law
enforcement or courts, and they do not possess independent enforcement authority. Their value
lies in analysis, documentation, and positioning.

WHAT PRIVATE SECTOR INVESTIGATORS ACTUALLY DO

Private blockchain investigatory firms specialize in rapid tracing, analysis, and evidentiary
preparation. They translate raw blockchain data into structured findings that can be acted upon
by attorneys, courts, exchanges, issuers, or law enforcement. They are often staffed by former or
retired law enforcement officers, intelligence analysts, data scientists and attorneys.

Their work may include:

« Tracing stolen assets across blockchains

Identifying likely custodial or service interactions
 Applying accounting methodologies to reconcile flows and balances

- Analyzing smart contract interactions, approvals and exploit mechanics

Identifying links to known scam infrastructure or prior cases

 Preparing reports suitable for legal or regulatory use

In many cases, private investigators are the first to establish whether any recovery pathway
exists at all. By determining where assets went and what they touched, they help answer the
threshold question: “ Is there anything that can be lawfully compelled, preserved, frozen, or
disclosed?”

HOW INVESTIGATIVE FINDINGS ARE USED

Private investigative findings are rarely an end in themselves. Their primary function is to
support subsequent legal, regulatory or enforcement action. Investigative reports may be used
to:

- Support law enforcement referrals or escalation
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- Assist attorneys in civil litigation or emergency motions
- Enable exchanges or custodians to understand exposure
 Provide issuers with the documentation required for administrative action

+ Help victims make informed decisions about next steps

Engaging a private investigation firm early can preserve volatile information, identify time-
sensitive custodial intersections, prevent wasted legal or enforcement effort, and clarify
whether recovery is even theoretically possible. A reputable firm will inform you early if efforts
are in vain or do not make sense financially.

WHAT PRIVATE SECTOR INVESTIGATORS CANNOT DO

Private sector investigators do not have legally coercive authority to freeze or seize assets,
compel exchanges or issuers to act, issue court orders or subpoenas, reverse transactions,
recover funds on their own, or guarantee outcomes.

Any firm or individual claiming the ability to directly recover assets, unlock wallets, or force
platform action without legal process should be treated as fraudulent.

COSTS, SCOPE AND PRACTICAL EXPECTATIONS

Private investigations are not inexpensive, and their value depends heavily on scope and
objectives. Victims should expect fees tied to time, complexity and blockchain coverage, no
assurance that investigation will lead to recovery, and deliverables focused on analysis and
reporting, not enforcement.

A legitimate investigative firm will be explicit about what questions they can answer, what
outcomes they cannot promise, how their findings may be used, and where their role ends. They
will distinguish clearly between tracing, attribution, and recovery — and they will avoid
conflating analysis with enforcement.
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08 EXCHANGES & CUSTODIANS

The Role of Exchanges, Custodians,
and Platforms

Centralized exchanges, custodial wallet providers, and other hosted platforms occupy a critical

position in many cryptocurrency recovery efforts. They are often where stolen assets ultimately
surface, and they are among the few actors capable of restricting asset movement. At the same

time, their authority is frequently overstated by victims and misrepresented by scammers.

WHY EXCHANGES AND CUSTODIANS MATTER

Unlike self-custodied wallets, exchanges and custodial platforms maintain internal account
records, access controls, and compliance obligations. When assets pass through these
environments, they enter a system governed by contractual terms, regulatory requirements, and
relevant law.

In many successful recovery cases, the decisive factor is custodial interception — not an ability
to alter the blockchain itself.

WHAT PLATFORMS CAN DO

When acting pursuant to valid legal or administrative authority, exchanges and custodians may
be able to:

- Freeze accounts or specific assets under their control

- Preserve account records and access logs

Disclose identifying information tied to accounts

Restrict withdrawals pending investigation

 Transfer seized assets in response to court orders

These actions are typically taken in response to record preservation requests from law
enforcement, court orders including search warrants, production orders and injunctions,
subpoenas issued under applicable law, or regulatory demands. These actions are generally not
triggered by informal victim reports alone.
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WHAT PLATFORMS CANNOT DO

Exchanges and custodians generally cannot: reverse blockchain transactions, act solely on a
victim's assertion of theft, freeze funds without a legal basis, resolve ownership disputes
independently, or provide restitution without formal process.

Platforms must balance fraud prevention with legal risk, customer rights, and regulatory
obligations. Acting improperly exposes them to liability, which is why they are cautious even
when the underlying theft appears obvious.

THE IMPORTANCE OF TIMING

Custodial involvement is most useful when assets are still subject to platform control. Each
subsequent transfer — particularly across jurisdictions — adds friction and complexity. Once
assets are withdrawn into self-custody, recovery options narrow sharply, as no intermediary
retains unilateral control.

In some cases, even if assets cannot be frozen, preserved records can later support attribution,

civil litigation, or criminal enforcement.

INTERACTING WITH AN EXCHANGE

Exchanges and custodians typically respond most effectively when requests come from law
enforcement or courts, documentation is precise and well-supported, and requests are well-
scoped and legally grounded. This is why exchanges are often engaged after private investigation
and through legal or law-enforcement channels, rather than directly by victims.

Exchanges and custodians are often the best opportunity for asset interception, but they are
not recovery agents. Their role is reactive and bounded by law. When they are able to act,
outcomes can be meaningful. When they cannot, that limitation reflects legal reality, not
indifference.
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09 TOKEN ISSUERS

Token Issuers and Administrative
Recovery

Most cryptocurrencies are designed to prevent a central party from altering balances or
reversing transactions. However, not all digital assets operate under the same control model.
Some tokens are issued and administered by centralized entities that retain limited, ongoing
authority over the token's lifecycle. In certain circumstances, this authority can create an
administrative recovery pathway that does not exist for native blockchain assets.

The most common examples are stablecoins, designed to maintain value parity with external
reference assets and often subject to regulatory oversight. While these tokens circulate on public
blockchains, their practical enforceability ultimately depends on the issuer's internal systems
and policies.

WHAT ISSUERS CAN AND CANNOT DO

In limited circumstances, token issuers may be able to exercise administrative controls,
including the ability to:

- Freeze tokens associated with specific addresses
« Blacklist addresses from further transfers
« Invalidate ("burn") specific token balances

 Reissue replacement tokens under court supervision

These actions are not discretionary favors and are not performed at the request of victims
alone. They are typically exercised only in response to valid legal process, such as court orders,
law enforcement requests, or regulatory obligations.

Issuers generally cannot reverse blockchain transactions, restore assets based on informal
claims, intervene without sufficient attribution, act outside their legal jurisdiction, or guarantee
restitution even after a freeze.
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PRACTICAL CONSTRAINTS

Issuer intervention is most effective when stolen tokens have not yet been widely distributed or
laundered. Once assets are fragmented across many addresses or converted into other assets,
administrative recovery becomes significantly more difficult or impossible.

Issuer policies vary. Some issuers act quickly once legal thresholds are met; others proceed
cautiously due to regulatory, contractual, or jurisdictional considerations.

CAUTIOUS OPTIMISM

Issuer-controlled tokens represent one of the few asset classes where post-theft administrative
intervention is technically possible. That possibility should be understood as conditional, not
assumed.

Issuer involvement can prevent further movement of stolen assets, preserve value pending legal
resolution, and support restitution when combined with court action. It does not eliminate the
need for tracing, attribution, or legal process — and it does not change the fundamental reality
that recovery is never guaranteed.
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10 TIMELINES

Recovery Timelines and Managing
Expectations

One of the most difficult aspects of cryptocurrency recovery is the passage of time. Many victims
expect recovery efforts to unfold on timelines similar to fraud disputes or bank investigations. In
practice, cryptocurrency recovery operates on a very different cadence, shaped by legal process,
jurisdictional constraints, and the technical realities of tracing and attribution.

WHY CRYPTOCURRENCY RECOVERY TAKES TIME

Recovery rarely begins with seizure or restitution. It begins with information gathering. Tracing
must be performed, attribution must be established, and legal thresholds must be met before
any enforcement or administrative action is possible.

« Tracing may require analysis across multiple blockchains, bridges, and services
« Attribution can depend on third-party records obtained through legal process
 Legal requests must be reviewed, issued, served, and responded to

« Cross-border activity introduces additional layers of coordination

Even when all parties are cooperative, these processes are measured in weeks, months, or even
years.

TYPICAL PHASES AND TIME HORIZONS

While no two cases are identical, recovery efforts often follow a recognizable pattern.

In the early phase, activity centers on evidence preservation, tracing, and determining whether
any viable recovery pathway exists. This phase may feel active to investigators but largely
invisible to victims.

The middle phase involves attribution, legal process, and engagement with exchanges, issuers,
or custodians. Progress during this period may be intermittent, with long periods of silence
punctuated by discrete developments.

If recovery becomes possible, the later phase involves court proceedings, seizures, forfeiture, or
administrative action. This stage is often the slowest and most procedural.
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In many cases, the full timeline — from theft to final resolution — extends well beyond a year.

WHY SILENCE DOES NOT MEAN NOTHING IS HAPPENING

Victims often interpret lack of communication as inaction or abandonment. In reality, long
periods of silence are common in legitimate recovery efforts. This may occur because legal
process prohibits disclosure, investigations are ongoing but confidential, third-party responses
are pending, or authorities are coordinating across jurisdictions.

Silence combined with requests for additional payment, urgency, or secrecy is a strong
indicator of fraud. Legitimate recovery efforts do not require constant financial escalation or
dramatic claims of imminent success.

WHAT PROGRESS ACTUALLY LOOKS LIKE

Progress in cryptocurrency recovery is rarely linear. Examples of real progress include:

Confirmation that assets entered a custodial platform
 Preservation of exchange or issuer records

Identification of linked accounts or infrastructure

- Issuance of subpoenas or court orders

» Administrative freezes or holds

Victims who understand that recovery timelines are long are less likely to panic when
communication slows, fall for fake recovery agents promising speed, escalate costs
unnecessarily, or abandon legitimate efforts prematurely.
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11 COSTS & ECONOMICS

Costs, Fees and the Economics of
Recovery

Cryptocurrency recovery is not only legally and technically constrained — it is also economically
constrained. One of the most common mistakes victims make, often under emotional pressure,
is pursuing a recovery path where cost will exceed any realistic outcome. Understanding the cost
structure of legitimate efforts is essential to making rational decisions and avoiding secondary

loss.

WHY RECOVERY IS EXPENSIVE

Legitimate recovery efforts rely on specialized labor and formal legal process. Blockchain
tracing, attribution analysis, legal drafting, court filings, and cross-border coordination all
require professional expertise and time.

 Technical investigation and forensic analysis
 Legal fees
« Service of legal process, including production orders and subpoenas

« Expert witness testimony

Unlike typical fraud disputes, there is rarely a centralized institution absorbing these costs on
the victim's behalf.

INVESTIGATION COSTS

Private investigative work is often the first significant expense. Costs vary widely based on
complexity, number of blockchains involved, and scope of analysis. Simple cases involving a
single chain and clear custodial exposure may be relatively contained. Complex cases involving
multiple chains, bridges, mixers, or smart-contract exploits escalate quickly.

Investigative costs are incurred before recovery feasibility is fully known. A legitimate
investigator cannot guarantee that their work will uncover a recoverable path. Their role is to
determine whether one exists.
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UNDERSTANDING UPFRONT FEES

Many scams exploit the idea that legitimate services never charge upfront. This is false. Real
investigations, legal work, and court processes incur costs as they occur.

What matters more than upfront fees is whether the scope of work is clearly defined, whether
stated outcomes are realistic and not guaranteed, whether fees correspond to actual services
rendered, and whether the work product is justified by the costs.

Promises of recovery with minimal cost, risk-free arrangements, or payments tied solely to
success should be treated with skepticism, not relief.

KNOWING WHEN TO PAUSE

Pausing a recovery effort is not a failure. It is often a rational decision based on updated
information. Legitimate professionals should always be willing to say when no viable recovery
mechanism exists, when additional effort is unlikely to change the outcome, and when costs are

likely to exceed recoverable value.

Victims should not feel obligated to continue simply because time or money has already been
invested. Past cost is not a reason to incur future loss. Pressuring a victim to continue investing
once it is clear that probable costs exceed any realistic recovery outcome reflects a failure of
professional and ethical judgment.
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12 RECOVERY SCAMS

Recovery Scams and Secondary
Victimization

Recovery scams typically rely on one or more familiar narratives, adapted to the victim's
situation.

A common variant involves individuals claiming to be recovery specialists, blockchain experts,

"nn

or other "professionals" who assert they can "unlock," "reverse," or "retrieve" stolen funds.

These claims are often accompanied by technical jargon, screenshots, or fabricated reports
designed to appear credible.

Another common variant involves impersonation of authorities or institutions — law
enforcement agencies, exchanges, token issuers, or international task forces — asserting that
funds have already been located and that a final payment is required to complete recovery.

In some cases, scammers claim insider access to exchanges or issuers, suggesting they can
bypass legal process or accelerate outcomes. In reality, no legitimate recovery pathway relies
on secret channels or informal influence.

WARNING SIGNS

Certain behaviors should immediately raise concern:

 Unsolicited contact
« Claims that recovery has already been completed

- Requests for payment without formal engagement letters, written agreements, or verifiable
business context — especially via cryptocurrency, gift cards or informal consumer remittance

 Pressure to act quickly
- Refusal to provide verifiable credentials or references

- Demands for secrecy outside of standard contractual confidentiality or legal privilege

These indicators are not ambiguous. In legitimate recovery contexts, they do not occur.
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ADVANCE-FEE AND "FINAL STEP" SCAMS

Many recovery scams follow an advance-fee structure. Victims are told that recovery is
imminent but contingent on payment of a fee, tax, bond, or security deposit. These fees may be
framed as refundable, escrowed, or legally required.

In legitimate recovery efforts, costs correspond to real services rendered — investigation, legal
fees, court processes. These fees are not triggered by arbitrary milestones or framed as the last
obstacle before guaranteed success.

"o

Any demand for payment to "release,” "unlock" or "activate" recovered assets should be treated

as a strong indicator of fraud.

HOW LEGITIMATE EFFORTS DIFFER

Legitimate recovery efforts share several characteristics:
 They are explicit about uncertainty — outcomes are framed as possible, not guaranteed
 Timelines are cautious rather than urgent

« Authority is grounded in verifiable roles: licensed attorneys, known investigative firms, or official
agencies

« Actions are taken through formal, documented processes rather than informal or secret channels

Legitimate professionals do not guarantee recovery, claim the ability to reverse transactions,
assert unilateral control over exchanges or blockchain networks, or pressure victims to act
quickly or discourage independent verification.

PROTECTING YOURSELF AFTER A LOSS

The safest posture after a theft is deliberate skepticism. Slow down. Verify independently.
Avoid engaging with unsolicited offers of help. If you are uncertain whether an offer is
legitimate, consult with an attorney, investigator, or law enforcement agency before taking
action.

Secondary victimization is preventable. Awareness and restraint are the most effective defenses.

© 2026 Collisionless Global Technology Services Inc. Page 31



13 o WHAT SUCCESS MEANS

What Success Really Means

In the context of cryptocurrency theft, success is often misunderstood. Many victims
understandably equate success with rapid and full asset recovery. While recovery does occur, it
is not the only meaningful outcome.

A more accurate definition of success is regaining clarity and control: understanding what
happened, what is possible, and what is no longer worth pursuing. This definition reflects the
realities of blockchain systems, legal process and jurisdictional limits.

In practice, success may take several forms. It may mean confirming that assets entered a
custodial platform and preserving records that enable future enforcement or restitution. It may
mean obtaining sufficient attribution to support civil or criminal action, even if assets
themselves are not recoverable. It may mean preventing further loss by securing accounts,
identifying compromised credentials, and avoiding follow-on scams. In some cases, success
simply means establishing with confidence that recovery is not possible and ending uncertainty.

Clarity has tangible value. It allows victims to make informed decisions, avoid compounding
losses and disengage from unrealistic hope. In many cases, this clarity can be the most
meaningful outcome of a legitimate recovery effort.

RECOVERY, RESTITUTION AND ACCOUNTABILITY

It is important to distinguish between three related concepts:

» Recovery — regaining control of the stolen digital assets themselves

- Restitution — compensation ordered through legal proceedings, which may occur even when the
original assets are unrecoverable

 Accountability — criminal prosecution or civil judgment against responsible parties, which may
or may not result in financial return to the victim

These outcomes are related but independent. A case may achieve accountability without
recovery, restitution without asset return, or recovery without broader enforcement.
Understanding these distinctions helps align expectations with reality.
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WHEN TO PAUSE RECOVERY

Once success is understood more broadly, the decision to pause becomes clearer. A pause is not
failure. It is a judgment call based on updated information, technical and legal constraints, and
proportionality.

Recovery efforts should be reassessed whenever new facts materially change the outlook.
Common indicators include confirmation that stolen assets are fully in self-custody, extensive
laundering across chains, conversion into privacy-enhancing assets designed to resist tracing, or
the absence of any jurisdictional or custodial leverage.

SUNKEN COST ESCALATION

Once time and money have been invested, there is a natural impulse to continue "just a little
longer." This impulse is understandable, but it does not improve the probability of success. In
fact, it is one of the primary drivers of secondary loss.

Any individual or service that encourages continued expenditure after it is clear that expected
costs outweigh any realistic recovery outcome should be regarded as acting without
appropriate professional judgment.

MAKING AN INFORMED DECISION

The decision to pause should be based on analysis, not exhaustion or pressure. Victims are
entitled to clear answers to direct questions: What new information would materially change the
recovery outlook? What options remain available and viable? What is the expected cost of
pursuing them?

Pausing does not foreclose all future possibilities. It reflects the current reality of what can be
achieved with the information and tools available today.
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14 e CONCLUSION

Clarity Over Promises

Cryptocurrency recovery is constrained by design, law, and jurisdiction. Those constraints do
not disappear through persistence, urgency, or optimism. What does make a difference is
understanding how recovery actually works, where its limits exist, and how to act within those
limits deliberately.

This guidebook has focused on replacing assumptions with structure: tracing before attribution,
attribution before recovery, and recovery only where a lawful mechanism exists. It has
emphasized that visibility on a blockchain does not equate to control, that legal process — not
technical knowledge alone — enables intervention, and that recovery is one possible outcome
among several, not the default result.

For many readers, the most valuable outcome will not be asset return. It will be clarity about
what happened, what is possible, and when to act, pause, or stop. That clarity protects against
further loss, prevents secondary victimization, and enables informed engagement with
investigators, attorneys, platforms, or authorities when appropriate.

Any individual or service offering certainty, speed, or guaranteed outcomes in this space should
be treated with skepticism. Real recovery efforts are cautious, evidence-driven, and bounded by
reality. They do not rely on secrecy, shortcuts, or pressure.

Understanding these constraints is not pessimism. It is how informed decisions are made in an
environment where misunderstanding is routinely exploited.
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Talk to
Collisionless

Understanding how cryptocurrency recovery works is the first step toward making informed
decisions. If you believe you have a case worth exploring, Collisionless offers confidential

consultations with no obligation and no guarantees. We will tell you plainly what we see, and what,
if anything, can be done.

collisionless.com

contact@collisionless.com
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