LCS CISO PLATFORM

€

GOVERNANCE - RISK - COMPLIANCE

MULTI-TENANT - BY LCS CYBERSECURITY SERVICES

PLATFORM DATASHEET

Manage the security program
of every client from one console.

Risk registers, framework assessments, annual work plans and supplier reviews for each client, keptin
separate spaces, plus a portfolio view that shows where every client stands today.

Run your internal assessments in-house.

0%

external consultants.

CISOs and DPOs can do about 80% of an assessment against cybersecurity laws and
standards themselves, see where they comply and where they don't, and spend far less on
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01 THE PROBLEM IT SOLVES

THE PROBLEM - WHO IT’S FOR

Most vCISOs run each client from its own
spreadsheets, PDFs and email threads.

None of it is connected, so every contract renewal starts with rebuilding the client’s status by hand. LCS CISO Platform
gives each client an isolated workspace with its own branding, and adds a portfolio view across all of them.

Lcs Q  Searchrisks, tasks..

Management Console
T . o CISO Dashboard (5

Executive overview — aggregated across all pages and customers you can access
2
cso DPO &Privacy Executive

0§ Dashboard
& Annual Plan

Executive Summary
Wl Capacity Planning
CYBER RISK SCORE
© Compliance
Customers

Across 12 of 12 customer(s) - led by Remediation backlog
& DPO &Privacy

Ar Incidents

(4 Remediation Plans Portfolio Risk & Performance

B® Reports

& Risk Management CUSTOMER RISK (AVG)

7 TN

@ Security Posture
b Suppliers

2 Tech Audits & Hard

12 tracked - 10 high-risk -2 elevated

CISO DASHBOARD -

02 WHO IT’S FOR

Cybersecurity consultancies

Many clients at once, each with its own
scope, framework and team.

DPOs

Data subject requests, DPIAs and the
privacy work plan, with deadline tracking.

www.lcs-cyber.com info@lcs-cyber.com

SUPPLIER RISK (AVG)

27 of 106 assessed - 6 high-risk - 5 elevated

OPEN RISKS OPEN INCIDENTS
Ocritical - 1 high 8 critical - 85 total

Which clients are actually well managed vs. high-risk, and whether the team is keeping up with new risk

COMPLIANCE GAP (AVG)

—

INCIDENT EXPOSURE

f/t:»'%

y

Avg compliance 41% - below 30% 85total - B critical - 55 open

EVERY CLIENT, ONE EXECUTIVE SUMMARY

External CISOs & vCISOs

A professional dashboard per client,
no reporting stack to build.

Boards & executives

Security posture in an executive view,
without building a slide deck.

ciso-platform@lcs-cyber.com

REMEDIATION BACKLOG

23 blocked tasks - 182 open gaps - 2 critical

EN E-3 & AM  Alex Morgan

°
% What's New

O Updated 15sago % Customize || &
OPEN GAPS
2aritical
TOP CONCERNS
Demo1 supplier-risk a7
Vo Demo2 supplier-risk 92
Demo3 supplier- riska
Demo4 supplier- isk 87
Demos supplier-risk81

Demo6 supplier risk 76

In-house security teams

Suppliers, assets, incidents and the
annual plan in one framework.

Internal & outsourced IT

Remediation tasks and findings with clear
context.
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03 PORTFOLIO & EXECUTIVE VIEW

THE BIG PICTURE

One risk score across all your clients, and what’s behind

it.

Drill from the portfolio score into the modules driving it, see which security domains are weakest and which client lags in

each, and plot clients and suppliers by risk against compliance before a board meeting.

Executive Dashboard ()

Executive overview — aggregated across all pages and customers you can access

Cciso DPO & Privacy

Across 12 of 12 measured customers, overall portfolio risk posture is high.

Executive

PORTFOLIO CYBER RISK SCORE

5

ELEVATED

WHAT'S DRIVING THE SCORE
Remediation backlog

Not measured for 5 of 11— 60 stands in for those
Tech setup

N 3 of 12 — 60 stands in for those

Compliance gaps
Not measured for 7 of 12 — 60 stands in for those
Risk register

Security domains
Not measured for 1 of 12 0 stands in for th

Showing the 6 highest of 17 modules — see all

EXECUTIVE DASHBOARD ‘- PORTFOLIO CYBER RISK SCORE AND WHAT DRIVES IT

DOMAIN

Application Security

Identity & Access

Data Protection & Privacy

Incident Response

Cloud Security

Server &

Risk Management

RISK SCORE
(higher = more risk)

STATUS WHY

CRITICAL 10 of 12 customers measured

_— 77% CRITICAL 11 of 12 customers measured
- 779 CRITICAL 11 of 12 customers measured
-—— 3% WEAK 11 of 12 customers measured
- 3% WEAK 11 of 12 customers measured
fem— 72% WEAK 11 of 12 customers measured
= 63% WEAK 11 of 12 customers measured

RISK BY SECURITY DOMAIN - WEAKEST CLIENT PER DOMAIN

RISK VS. COMPLIANCE — CUSTOMERS & SUPPLIERS

Risk Score

@ Customer o Supplier ® Well managed @ Needs monitoring

Urgent attention

RISKVS. COMPLIANCE - CLIENTS AND SUPPLIERS

www.lcs-cyber.com

info@lcs-cyber.com

ciso-platform@lcs-cyber.com

°
£ What's New

BY CUSTOMER

PORTFOLIO AVG RISK
63

Avg compliance 41% across 22 client(s) & supplier(s)

RISK CLOSURE RATIO

5 closed / 30 opened over the tracked period

WEAKEST
Client A

WEAKEST
Client A

WEAKEST
ClientA

WEAKEST
ClientB

WEAKEST
ClientC

WEAKEST
Client A

WEAKEST
Client D

£ Updated 34sago
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04 GOVERNANCE & RISK

From the first assessment to the work plan.

MODULES -1 OF 3

Assess each client or supplier, keep the register current with inherent and residual scores, and set recovery targets for
critical processes. Gaps go straight into the annual plan with an owner and a due date.

1risk assessment

Completed

Risk Process Summary

39 risk items across 1 assessment.

AvgRisk Score

RISK HEATMAP (RESIDUAL) — ISO 27005 - click a cell to see items

39 items across 1 assessment - cells show Likelihood x impact, banded at 16 /12 /6

Critical Items

RISK LEVEL DISTRIBUTION

High ltems

@ Low @ Medium @ High @ Critical
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Risk register Risk assessments Business impact analysis Gap analysis Annual work plan Capacity planning
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05 COMPLIANCE & PRIVACY

22 frameworks, assessed with the same questionnaire
engine.

Run an assessment against any of them, see which controls are missing and what evidence backs the rest, and put a
number on privacy exposure for the DPO.

1SO 27001:2022 ] [ NIST CSF 2.0 ] [ GDPR ] [ NIS2 ] [ DORA ] [ CIS Controls v8 ] [ PCIDSS 4.0 ] [ SOC2 ] +14 more

Compliance ® B Exportreport

Assessments, standards mapping, and policy management across your customers and suppliers

08 Overview [5) Assessments [B® Documents ] Policies and Procedures © Standards Analysis
P =3
Questionnaires and assessment management
108 ' 5 1 7 a1
8 A 2 S VF ul sw tt © ~|s' ved g 5% o e
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Q Searchassessments... All statuses v [® Import Excel 4 DueDate oldest - 5 D Columns (6)
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E] Custom [c-;] Israeli Privacy Regs E] Supplier Risk
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-
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DPO & PRIVACY - FINE EXPOSURE & DPIAs PRIVACY ASSESSMENT - EXPOSURE PER CONTROL
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06 SUPPLIERS - OPERATIONS - REPORTING

Suppliers fill in their own assessments through a link,
without an account.

Register and onboard each supplier, follow how their compliance changes from one review to the next, and export
reports for clients, boards and auditors.

s“pphers ©) [® Exportreport tore L eted @ Import from Excel —
5 suppliers in registry

Lifecycle Registry

y 5 3 i (<] 2 78%
A Total 9 Approved a Pendir ® Blocked 7 ighR K O Avg Compliance
1 Awaiting supplier 1 Opened 2 Approved 1 Remediation required
Q Search suppliers... Allvendor statuses ~ Selectall5 = J Date newest . = | W
W "\
R PayFlow Gateway Approved [y CloudCart Hosting Conditional o MarketReach Ads Approved
Payment Processing E-Commerce Platform Marketing Analytics
91% -_ 1 o 58% - 1 0 - - 1 0
Compliance Maturity /5 Assessments Findings Compliance Maturity /5 Assessments Findings Compliance Maturity /5 Assessments Findings
(©) Onboarding o013 Onboarding 0/13 () Onboarding 0/13
= 2 0 (rAand. @ USA - Overdue since 21 Sept 2026 7 B
SUPPLIER REGISTRY - STATUS, COMPLIANCE AND ONBOARDING PER SUPPLIER
. PayFlow Gateway CEEEED Owniew  Complance it Ukcxde  Wiks  Srnghsd wesnsss I
s o o . o
= e — il
ONBOARDING - NO-LOGIN SUPPLIER LINK
SUPPLIER PROFILE - RISK & LAST ASSESSMENT
Reports & Exports. o
« PayFlow Gateway CEEED CEREERR
" o — e -
wwwww ncderts  Ukcyde  Rsks  Stangthseskneses | £ CUSTOMER REPORTS
dprocedaes  Sandats Aoty o At searty an
e
SUPPLIER COMPLIANCE - RISK LEVEL & MATURITY
REPORTS & EXPORTS : ONE CLICK

Incident management Remediation plans Threat intelligence Attack surface AD & M365 posture Scheduled reports
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% Test CIS hardening guide for FortiGate orat: - £ Edit
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TECH AUDITS & HARDENING - CIS BENCHMARKS

07 WHAT SETS IT APART

WHY LCS CISO PLATFORM

/02208 ©®

Firewall / NGFW el v Vs v SonicHall
P —

os/o8/2m5  ©

VPN /Remote Access Hgh v

ZTNA/ Secure Web Medhur v

dpoin, Sever & Network Security

DN Filterin

Vulnerability Management e
Scanner

PatchManagement © g v Yes
Endocin, Senver &

e Network Security

Microsoft Inune Resellername Aozl v /0206 B Renews e 21,2077

TECH SETUP - SECURITY STACK & RENEWALS

Each client has its own space, with its own data, logo, email domain and SMTP

settings. A restricted user cannot see records from any other client.

Suppliers and clients complete questionnaires, upload evidence or review an
onboarding checklist through a link that expires. They don’t need a platform

Arisk, gap or technical finding updates the risk register, the annual plan and the

dashboard at the same time, so nobody re-types it or reconciles spreadsheets.

SSO with Entra ID / Azure AD, RMM sync, uptime monitoring, WAF, and tasks sent

straight to Jira, Monday or ClickUp.

01 Real client separation
02 Login-free portals for third
parties
account.
03 Enter it once
04 Connects to the tools you use
05 Role-based permissions

Global admin, client admin, auditor and policy reviewer each see only what their role

allows, and every sensitive action is written to an immutable audit log.

08 THE PLATFORM IN NUMBERS

25+ 22

operational modules, regulatory frameworks
from governance to and standards built in
incident response

www.lcs-cyber.com info@lcs-cyber.com
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6 5

login-free portals for export formats: PDF,
clients and suppliers Word, Excel, PowerPoint,
HTML
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