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DISCLAIMER

This report was prepared by the Kontur think tank for informational purposes.

Despite thorough verification, we do not guarantee the absolute accuracy
of the material, since it is based on open sources and, in part, on closed information.

The material is intended for information. If it is used for legal or management
decisions, we recommend verifying the information additionally through inde-
pendent research.

Inaccuracies in the translation and transliteration of foreign-language material
are possible.
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Introduction

Russia has designated the development of artificial
intelligence as one of its strategic priorities — both
in the civilian economy and in the military sphere.
Under the pretext of a threat posed by Western
technologies, it promotes the need for “sover-
eign artificial intelligence”, which must “be aligned
with the security strategy of the Russian Federation”.

In reality, the use of the sector by the Russian
Federation and by the structures it finances
is largely concentrated around the creation
of military and dual-use products, or around
tightening control and consolidating the power
of the state (through the tracking and recognition
of individuals, internet censorship, covert mobilisa-
tion measures and so on).

This study presents a comprehensive analy-
sis of the Russian artificial-intelligence industry:
, the hardware base
and the dependence on imported semiconductors,

I”

the concept of “sovereign A

as well as the key areas of military and security
application. Particular attention is paid to sanctions
policy, to export-control measures and to their
effect on Russia’s access to critical components
and technologies.

This report focuses on the companies that supply
algorithms, components or data, and that finance
the creation of Al solutions for military purposes.

While working on the report, Kontur ana-
lysts compiled a register of Russian Al compa-
nies involved in military or other cooperation
with the Russian Federation. The status of each
company was analysed across four jurisdictions:
Ukraine, the United States, the European Union
and the United Kingdom. In total, 106 compa-
nies were identified (the list is not exhaustive).
Nine entities are already under the sanctions
of all four jurisdictions, while the remaining
97 companies — covered by sanctions only in part,
or not at all — are grouped into six functional clusters:

CLUSTERI

developers of Al for UAVs, UGVs (unmanned
ground vehicles) and weapon systems;

CLUSTERII

developers of computer-vision systems
for video surveillance and biometric control;

CLUSTERIIII

text and image processing, censorship
and control of the Internet

CLUSTER IV

manufacturers of components,
microelectronics and hardware;

CLUSTER YV

universities and research institutes;

CLUSTER VI

state funds, accelerators
and administrative bodies.

All 97 companies of the active monitoring group
are listed in the cluster tables below, including
those already covered by the restrictions of three
jurisdictions.

Given the large number of companies, those
selected for detailed coverage in the report are
primarily ones not subject to sanctions in at least
two of the four mentioned jurisdictions—specifically,
79 out of the 97 companies.

The principal sources were public statements
by Russian officials, publications in Russian
media, technical analysis of captured samples
and of the component base of military equipment,
as well as corporate registers and public-pro-
curement documentation. The data is current
as of October 2026.
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Key Findings

106 companies and institutions involved
in the Russian Al industry have been iden-
tified. Only nine of them are already
under the sanctions of all four jurisdic-
tions examined.

A number of companies that are not under
sanctions, or that are sanctioned only in some
jurisdictions, develop software for the drones
and unmanned ground vehicles used in the war
against Ukraine.

The key areas of Al application in the development
of unmanned systems are GPS-free naviga-
tion, the recognition of people and vehicle
by means of computer vision, terminal guid-
ance onto a target, and attempts to control
drone “swarms”.

In Russia, a number of state universities are
involved in the development of military Al
products — both specialised military and civilian
institutions.

Urban video-surveillance systems, whose
declared purpose is to maintain law and order
and to assist investigations by means of facial-rec-
ognition technology, are used for covert mobili-
sation and to locate men liable for conscription.

Russian state accelerators finance Al start-
ups, including military ones. The key funds
are: NTI, Skolkovo, the Military Innovative
Technopolis ERA, the Moscow Innovation
Cluster, the Industrial Development Fund (FRP),
the Internet Initiatives Development Fund (FRII)
and Rosnano.

Companies within the state corporation Rostec
develop microelectronics, radar sensors
and special cameras for UAVs, and also con-
duct research in the field of artificial intelligence.

Sanctions coverage is insufficient: 38 of the 106
companies (36%) are not under the sanctions
of any of the four jurisdictions; a further 27
appear on the sanctions lists of only one.
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Russia’s Al Policy. The Concept
of Sovereign Artificial Intelligence

Russia combines light-touch regulation of artificial
intelligence with strict centralisation of the key
developments in the field. The government opts
for phased experiments and controls their roll-out
through selective restrictions, the certification of
“trusted” technologies and access to data.

At the level of official policy, a consistent course
towards a largely military orientation of research
can be observed. At the national level, the presidential
decree “On the National Development Goals
of the Russian Federation for the Period to 2030
and for the Future to 2036”2 declares a goal entitled
“Technological Leadership”. Part of that leadership
is “ensuring technological independence in such
areas as (...) unmanned aviation systems, (...) arti-
ficial intelligence”.

To that end, Russia plans to enter the top ten coun-
tries in research and development, to raise domes-
tic research spending to at least 2% of GDP and to
double private-sector investment in innovation.

At the same time, Russia soberly assesses its
own capabilities and consciously declines
to compete in advanced scientific research. In the
“National Strategy for the Development of Artificial
Intelligence to 2030”3 (approved in October 2019,
updated in February 2024), for example, the United
States and China are recognised as the world leaders
in the field. The strategy also notes Russia’s limited
access to advanced computing technologies and to
international scientific cooperation.

Russia’s principal strategy is a shift of focus
from fundamental to applied research. In practice
this means a bet not on creating its own frontier
models, but on adapting already-developed algo-
rithms to domestic conditions.

Overall, Russian policy in this field is based
on the concept of so-called “sovereign Al”.
The rationale is that the country needs its own Al
as part of “technological sovereignty”. To a large
extent, this is primarily a matter of forced adaptation
to sanctions restrictions and of shifting technology

onto a “military footing”. Katerina Tikhonova — Putin’s
daughter, who heads the artificial-intelligence faculty
at the country’s leading university, Moscow State
University — argues that the country has a “more
pragmatic approach to the development of artificial
intelligence”, “driven by the tasks and challenges
facing Russia”, namely “application in UAVs
and in the oil and gas industry”.*

This approach is also enshrined in the relevant
national projects. “Unmanned Aviation Systems”,
in particular, plans to build a domestic drone eco-
system by 2030, while the federal programme
“Artificial Intelligence” provides for the development
and integration of Al solutions into public adminis-
tration and industry.

Russian President Vladimir Putin during a visit to the Samara
research and production centre for unmanned aviation sys-
tems, created with funding from the “Unmanned Aviation
Systems” national project

The budget of the federal project “Artificial
Intelligence” (part of the “Data Economy” national
project) is RUB 65.2 billion.® The programme was
initially designed to run until 2024, but by decision
of the Russian government it was extended to 2030.5

The effect of these approaches on the defence
sector is also telling. In April 2025, at a meeting
of the Military-Industrial Commission, Putin stressed
the need to integrate domestic “protected” Al
into automated military command-and-con-
trol systems.’
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An Overview of Key Technologies
and Their Availability to Russia

The development of Al models (generative, pre-
dictive and so on) requires substantial invest-
ment as well as access to advanced technology.
Before the full-scale invasion and the introduction
of sanctions, the main drivers of these areas in Russia
were large IT companies such as Yandex and Sber.

The companies purchased the components they
needed for supercomputers and servers them-
selves. Processors, for instance, were ordered
directly from Nvidia® or Intel, while switching was
provided through InfiniBand® or Ethernet. As for
software, the companies used their own archi-
tecture (Yandex) or borrowed American solutions
(as in the case of Sber and Nvidia). Where computing
capacity fell short, there was the option of renting
more in Google or Microsoft Azure data centres.
MTS, for example, sold Microsoft Azure Stack cloud
services in its own data centres.'° Sber offered sim-
ilar services, including access to facial-recognition
technology."” In short, Russia built supercomput-
ers for its own needs on the basis of Western
technology and with the technical support
of the corresponding vendors.

N

-~ Christofa

The Christofari supercomputer, built by Russia’s Sberbank
in collaboration with Nvidia

This collaboration took place in part because Russia
lacks its own sufficiently advanced production
of processors and of the other key components
needed for the development of Al. The lag in this field

is structural and will not be made up in the coming
years, even if sanctions are lifted and sufficient
investment is available.”

The main reason is the economic unprofitabil-
ity of production: the number of transistors
on an integrated circuit — and hence computing
power — doubles roughly every two years, whereas
the cost of a semiconductor fabrication plant dou-
bles every three to five years.” Each successive gen-
eration of chips requires disproportionately larger
capital investment, which pays off only through
global sales.

The most advanced Russian enterprise in this field,
Mikron JSC in Zelenograd, mainly produces chips
for bank and transport cards and for RFID tags,
and the finest process node it has mastered is
65 nm (not in series production). The official goal is
to reach series production of 65-nanometre chips
only by 2028. By various estimates, Russia’s lag in this
field is as much as 25 years.* >

Microchip production equipment at the Mikron JSC plant
in Zelenograd

The key bottleneck for improving production tech-
nology is lithography. Lithography machines print
ultra-fine patterns on silicon wafers and effectively
determine the limit of the process node available
to a country. Only three companies in the world make
them — ASML'® (the Netherlands), Nikon and Canon
(Japan). ASML controls around 90% of the market
overall and 100% of the EUV segment (extreme
ultraviolet lithography)” — the technology that
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makes series production of processors at the most
advanced nodes, 5 nm and below, possible. Russia
has no access to this equipment.

The so-called “Russian” Baikal and Elbrus proces-
sors were also manufactured in Taiwan by TSMC,
which stopped filling Russian orders in 2022.™ Since
2022 Baikal Electronics has been trying to have
chips made at alternative sites. It has, however, run
into defective batches™ and an inability to cover
demand even from state customers.?°

Specialised software for creating semiconductors
and other sensitive electronics is concentrated
mainly in Synopsys, Cadence and Siemens.

From 12 September 2024 the United States sep-
arately banned the supply of IT services to Russia,
including “enterprise management software” and
“design and manufacturing software”.?' At the same
time, the key Al libraries (PyTorch, TensorFlow)
are open, Nvidia drivers and CUDA are available
free of charge, and local providers (Yandex Cloud,

Cloud.ru) are able to support and enable work
with the chips already in place. In short, while spe-
cialised software for designing microelectronics is
blocked, access to services for training and working
with machine-learning models remains open.

At the level of personal access to services, interna-
tional companies act at their own discretion, either
restricting access or not prohibiting it. ChatGPT
has blocked logins from Russian IP addresses
and registration with a Russian phone number.
Claude, while not allowing registration with a Russian
mobile number, is available to already-registered
users from a Russian IP address.

Paying for a subscription directly is also impossible
because of sanctions. Workarounds do exist, how-
ever, and they are commonplace and inexpensive
(VPNs, third-party APl aggregators, resale
via Telegram, payment with virtual cards), so a
complete block at the service level is technically
unattainable.

Oren Cramun Cosnars Kowenex 0

C %

' & (&) chatcPr

Onnata noanuckn ChatGPT ns Poccumn
BUPTYyalbHOW KapTOW

Onnata ChatGPT n3 Poccum B 2026 rofly 0OCTaéTcs akTyarnbHOM AN CNeuvanvcTos, CTYAEHTOB U
6usHeca. Onnata Chat gpt 13 Poccuy ceAzaHa C MeXayHapOAHOM TpaH3akuven, NoaToMy
CTaHAapTHbIE KapTbl 6aHKOB PO 4aCTO OTKIOHSAIOTCS.

Pa36epém, kak paboTaloT nognucka ChatGPT kakue ecTb Tapudbl, 1 KakiM Cnocobom 6e3onacHo
npoBecTu onnary.

2 Bunycruts kapry ©

YT1o Takoe ChatGPT?

ChatGPT — 310 NnaTHbIN 1
6ecnnaTHbIV cepBuUC Ha 6ase
A13bIKOBbIX MO[1€NEN, KOTOPbIN
MO3BONSAET FeHepPUPOBaTh TEKCTHI,
aHanuM3npoBaThb laHHbIe, MUCaTb

Ba3oBas Bepcus AOCTYMNHa
6ecnnaTHo, Ho ChatGPT
noanucKa oTKpbiBaeT
paclwmpeHHble
BO3MOXHOCTM:

One of the Russian services offering payment for resources blocked in Russia by means of a virtual card
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Microchip Supply: Main Channels

and Dependencies

Autonomous drones need chips powerful enough
to run neural networks in real time. The main source
of sanctioned equipment for Russia is illegal imports,
which mostly pass through “shell companies” —
intermediaries between the foreign manufacturer
and the end user.

The scale was shown by a New York Times inves-
tigation: since 2022 almost USD 4 billion worth
of export-controlled chips has reached Russia
from more than 6,000 companies, some of them
registered at the same address.??

Tracking the goods is difficult because of the sheer
volume of components: 3.5 million Nvidia H100
graphics processors alone were produced
in 2022-2025,% and general-purpose processors
such as the Intel Xeon in even greater numbers.

Despite the possibility of smuggled purchases,
this approach has a number of limitations. One
is the delayed availability of technology (chips
become widely available only once they are somewhat
outdated, because the newest ones are reserved
by large companies). Another is the quantitative
limits caused by the unreliability of “grey” supplies
and by their higher cost. According to C4ADS, Russia
pays almost twice as much for semiconductors as it
did before the war;? on the adjacent Chinese black
market the premium for sanctioned Al accelerators
is around 50%, and after controls were tightened
in 2026 prices for older A100 servers tripled.?

According to an estimate by US Secretary
of State Antony Blinken (2021—2025), around
90% of microelectronics imports transit
through China (as of 2023).2¢ 7 The rest goes
through the UAE, Kazakhstan, Armenia, Serbia,
Kyrgyzstan and Tirkiye.?®

In the course of 2024 Russia also sharply
increased supplies of computing equipment
from India. As Kontur analysts established, com-
puters and servers worth more than USD 416 million

reached Russia in that period.?® Most were
supplied by the Indian company Shreya Life
Sciences — a firm with long-standing ties to Russia:
back in the 1990s Sujit Kumar Singh founded Shreya
Corporation LLC in Moscow, and since the early
2000s Shreya Life Sciences LLC has also oper-
ated there. Before the full-scale invasion this net-
work traded exclusively in medical products. After
2022, however, Shreya began supplying Russians
with Dell PowerEdge servers carrying the latest
Nvidia Al chips.3°

Because of the instability of Western supplies, Russia
is also partly switching to Chinese chips: German Gref
(head of Sberbank and a member of Yandex’s board
of directors) announced the migration of GigaChat
(Sberbank’s Russian neural network) to the Huawei
Ascend 950, although the planned 750,000 units
are being contracted by ByteDance, Alibaba
and Tencent. The manufacturer, SMIC, produces
them using outdated technology with a relatively
high defect rate.3' At the same time, Russia is trying
to cover the simplest positions itself: in February
2026 it announced the production of 200,000
domestic chips for engine controllers — analogues
of the scarce STM32.32

Any Russian technological solution, even a domestic
one, remains heavily dependent on Western micro-
electronics. According to CSIS data,*® of 705 Al
components taken from Russian drones, 69%
of the memory, 57% of the processors and 38%
of the sensors came from US firms, and less than 9%
from China. This is confirmed by KSE research as well:
of 174 components of the Shahed, Lancet and Orlan-
10, 69% of the parts are of American origin, while
67% of the deliveries came through China.**
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The Use of Artificial Intelligence

on the Battlefield

Unmanned systems are the main area of practical
application of military Al in Russia. Although Russia
has a fairly large number of UAVs with Al compo-
nents on board, these devices are mostly not auton-
omous. Signal and data processing largely takes
place remotely. One of the main tasks the Russian
military leadership is working on is adapting drones
to process data directly on the device. However,
so-called edge computing (processing data on board
without sending it to the cloud) requires powerful,
light and energy-efficient chips such as the Nvidia
Jetson Orin Nano, the Nvidia Jetson AGX Orin
and the Qualcomm Flight RB5 5G.

Claims made by Russian manufacturers
and government officials often do not correspond
to reality. The Kronshtadt group of companies,
for example, presents itself as the flagship of long-
range UAVs and of “autonomous Al-based sys-
tems”. Yet its products, including the Orion sys-
tem3® and others, are not autonomous: the system
only collects and partially analyses sensor data, while
the decision is taken by an operator.

A promising area of UAV development is consid-
ered to be target recognition and terminal guid-
ance by means of computer vision. This mostly
involves modernising existing serial UAVs rather
than creating new prototypes. The Lancet loitering
munition, in particular, was modernised in 2023 —
2024. The updated version, designated lzdeliye-53
(Product-53), received a guidance system and the
ability to recognise equipment.3¢

In June 2025 a modification of the Geran UAV,
the MSOO0T1, was shot down over Sumy. According
to Ukraine’s Defence Intelligence (HUR), it carried
an Nvidia Jetson Orin Nano Al module® that pro-
cessed video from an onboard infrared camera
and provided autonomous target recognition with-
out satellite coordinates.

The Al-equipped modification was named
Geran Seeker. According to an assessment
by Serhii Beskrestnov (“Flash”), an adviser

to the President of Ukraine, the automatic rec-
ognition and lock-on system makes it possi-
ble to complete an attack even after the link
with the operator is lost, and the “Seeker” option
is being installed on various versions of the Geran,

including the jet-powered Geran-4.38

The object recognition and classification system on the Geran
Seeker UAV. |dentification of a dry-cargo vessel near
Chornomorsk, July 2026

Another new development is the V2U kamikaze drone,
which is able to fly without a link to the operator.
Instead of a satellite signal, the aircraft navigates
using an optical map — it compares the camera
image with pre-loaded satellite imagery, where
a convolutional network (CNN) recognises objects
and a recurrent network (RNN) plots the route.
The advantage of such a scheme for the adversary
is that it requires neither GPS nor a link
with the operator (including for the choice of target
and the moment of attack), is relatively resistant
to changes in the landscape and is not jammed
by standard electronic-warfare equipment.

At the same time, the device’s autonomy is pro-
vided almost entirely by civilian foreign compo-
nents. The computing core that performs the search
for and selection of targets is the Chinese Leetop
A203 mini-computer with an American Nvidia Jetson
Orin module. Some drones have a backup control
channel via an LTE modem? with a mobile opera-
tor’s SIM card. The rest of the critical base is like-
wise imported — a Chinese engine, GPS module
and storage device, a Japanese Sony sensor and an
Irish TE Connectivity relay.*°
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BARRAGE MUNITION WITH ARTIFICIAL INTELLIGENCE V2U

Specifications x

Wingspan 12m
Flight time 1h

60 km/h

Cruise speed

Engine electro

Payload

35kg

Communication LTE, two-way

Battery capacity 34 ampere hours

detection and recognition of objects,

Additional information . o "
automatic targeting is possible

Specifications of the V2U drone published on HUR’s “War & Sanctions” portal (original graphic in Ukrainian)

Much attention is paid to the concept of a “drone
swarm”, but at the current stage of technological
development fully autonomous UAV “swarms”
remain unrealised in practice.

The main approaches are based on two models.
The first is centralised, in which a “mother” drone
acts as a server and transmits data to neighbouring
UAVs, which copy its behaviour. The second is
decentralised, with the aircraft coordinating
“by neighbours”, like birds in a flock. So far no
operational combat systems of this class have been
recorded; only digital models under development
exist. Controlling drone “swarms” requires advanced
real-time Al models. This is a class of combat-man-
agement system along the lines of Palantir Al.
The Russian state corporation Rostec is trying
to create an analogue of its own.”

Russian Defence Minister Andrei Belousov announced
on 16 July 2026 the launch of the “Vitrina Dannykh”
(“Data Showcase™) platform.“? The platform’s pur-
pose is to involve UAV manufacturers in the training
of neural networks.

An Al-based decision-making system for military
commanders is also being introduced. In August
2025 it became known that Russia was develop-
ing an artificial-intelligence system called SVOD.
According to the Russian Defence Ministry,
the system collects and combines various sources
of intelligence data: satellite data, aerial photo-
graphs, reconnaissance reports and open-source
information. The artificial intelligence analyses this
data, models possible scenarios for the development
of the combat situation and offers commanders
the best courses of action.*® The system was trialled
by the “Centre” group of forces.*
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Companies Developing Artificial

Intelligence in Russia

CLUSTER NO. 1:

DEVELOPERS OF SOLUTIONS FOR UAVS AND UGVS

This list includes companies that work directly
on the implementation of Al in unmanned ground,
maritime and aerial drones. They develop guidance
and terminal-guidance systems for FPV and loitering
drones, autonomous navigation without satellite
communications, machine vision for recognising
enemy vehicles, and control and fire-management
systems for unmanned ground vehicles.

A significant proportion of the firms receive direct
orders from the Russian Defence Ministry or from
structural subdivisions of defence-industry enter-
prises, and also cooperate with volunteer/gov-
ernment structures (for example the Kulibin Club
project, organised by the Russian Popular Front
movement), with the ERA military technopolis
and with various state funds.

Of the 34 companies examined in this cluster, only
six are simultaneously subject to the sanctions
of three jurisdictions. At the same time, 15 com-
panies are currently not under sanctions at all.

Arkodim LLC, for example — the developer
of the Bratishka unmanned ground vehicle used
by Russian forces in the war against Ukraine — has
in parallel created a machine-vision system that

detects and tracks UAVs, as well as neural-net-
work tracking algorithms for counter-drone tur-
rets and small-calibre air-defence weapons. It is not
under the sanctions of any jurisdiction.

Many other companies are sanctioned only
RoboAvia LLC,
is the developer of the Sarych UAV, which can auto-

in Ukraine. for instance,
matically search for objects and track a target using
artificial intelligence, and of the Klin loitering muni-
tion.*® The company is a resident of the ERA Military
Innovation Complex — a Russian Defence Ministry

project for developing the newest weaponry.

The Sarych-2 UAV with artificial-intelligence features, used
by a Russian unit of the 7th Air Assault Division
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COMPANIES IN THE CLUSTER | AND THEIR SANCTIONS STATUS

Company / INN

Technodron JSC

Al application

Sanctions Imposed

AO «TexHoppoH» - INN 9704241986 UAV guidance / control UA I EU
Smart Birds LLC UAV guidance / control UA
OO0 «YMHble nTuubi» - INN 1800020960
Sverkh LLC UAV guidance / control; NONE
OO0O «Ceepx» - INN 9718238623 Computer vision / recognition
Stratim JSC .
AO «Ctpatum» - INN 7720901379 VAV gmdance/control UA I US | EU
RoboAvia LLC UAV guidance / control UA
OO0 «Pob6oAsua» - INN 9102166435
Aeroscript R&D Center LLC UAV guidance / control UA
HWL, «AspockpunT» - INN 7810750822
Ploshchad JSC (Area Systems) UAV guidance / control;
- " UA|US|EU
AO «Mnowapb» - INN 9723203841 Computer vision / recognition
Autonomous Robotics LLC .
OOO «ABTOHOMHasi poboToTexHukax * INN 7726482967 VAV gwdance / control N O NE
Amalgama LLC - .
OO0 «AmanbramMa» - INN 7327058629 LOgIStICS / plannlng NON E
Arkodim LLC .
«Apkogum» - INN 1659101884 UAV gwdance/control NONE
Geoscan LLC UAV guidance / control;
leockaH - INN 7801450808 Computer vision / recognition UA|US|EU
Vashi Roboty LLC
000 «BaLuu Po60oTbi» - INN 7722453683 uGv NONE
Laboratory of InNfocommunication
Networks (LIS) LLC UAV guidance / control NONE
00O «JlabopaTopunsi UHHPOKOMMYHUKALMOHHBbIX
ceten» - INN 7814396731
Nova Labs JSC UAV guidance / control NONE

AO «Hosa Jla6e» - INN 9722025723
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Company / INN

Intellekt Mashin JSC

Al application

Sanctions Imposed

uGgv us

AO «NHTennekT MawwuH» - INN 7801711200
SPA Kaysant LLC
HMO «KAMCAHT» - INN 7733393203 uGv UA I US
Kobak Lab LLC UAV guidance / control; NONE
000 «Kobak /a6 - INN 7813661465 Computer vision / recognition

Emergency Digital Solutions JSC Satellite imagery recognition;
AO «IMeppykeHcn Ounpxutan Computer vision / recognition; UA I us | EU
ContoweHc» - INN 9715475552 Logistics / planning

Design Bureau Atlas LLC
OOO KoHcTpykTOpckoe bropo UAV guidance / control NONE
Atnac - INN 5258158376
;r;itltmute of Telecommunications CJSC UGV: UAV guidance / control; E—

KVIHCTUTYT . .

TenekoMMmyHukaumims» - INN 7802199182 Microelectronics / hardware
SPA PKRV-Innopolis LLC UAV guidance / control UA
OO0 «HMO MKPB-NHHOoNonuc» - INN 1615014850
Turing Flying Machines LLC
00O «JleTatowne MaLwmHbi UAV guidance / control UA
TiopuHra» - INN 7734445119
Computer Vision Laboratory

LLC (VisRobo) UAV guidance / control NONE
OO0 «J1labopaTopms KOMMbIOTEPHOIO
3penus» - INN 5258150017

Severny Press JSC UAV guidance / control;
AO «CesepHbiit npecc» - INN 7806337732 Weapons control UA I US l EU
Ventura.AR LLC
00O «BeHTypa.AP» - INN 5050152329 Weapons control; UGV NONE
Sibscience LLC .
00O «CubcaimHce» (Sibscience) - INN 5473009802 UAV gmdance / control NON E
KT — Unmanned Systems JSC
AO «KT — BecnunoTHble UAV guidance / control UA I us
CucTtembi» - INN 7801572080

Intel D LL .

ntel Dron LLC UAV guidance / control NONE

OO0 «MHTen Opon» - INN 7448259249
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Company / INN

Al application

Sanctions Imposed

Dron Solutions LLC UAV guidance / control UA
OO0 «[poH ContowwiHe» - INN 7716892964
Zala Aero JSC UAV guidance / control; UA
AO «3ana Aspo» - INN 9715478507 Weapons control
Russian Air Transport Laboratory LLC UAV guidance / control;
OO0 «Pycckas nabopatopusi BO3OYLLUHOIO Weapons control UA I US | EU
Tpancnoptay («PMIBT») - INN 7100027464 p
VR-Technologies LLC .

*
OO0 «BP-TexHonorum» - INN 5027172359 UAV gUIdance / control UA I Us
Hardberry Rusfaktor LLC UAV guidance / control; UA | us
000 «Xapabeppw Pycdaktop» - INN 7728845817 Computer vision / recognition
Design Bureau 3303 LLC UAV guidance / control; NONE
000 «KB 3303» - INN 9701245333 Weapons control

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.
* marks companies that are subject to sanctions in the context of trade restrictions, but whose assets are not frozen.

CLUSTER NO. 2: DEVELOPERS OF COMPUTER-

VISION SYSTEMS FOR VIDEO SURVEILLANCE
AND BIOMETRIC CONTROL

There are a number of companies developing com-
puter-vision and biometric systems. Some of these
technologies are integrated into urban video-sur-
veillance systems, into the Unified Biometric System
and into “Smart City” services. These solutions
perform a dual function: they serve as an instru-
ment of civil oversight and at the same time as a
means of surveillance of citizens, of covert mobili-
sation and of searches conducted in the interests
of the FSB and the Interior Ministry.“¢

Another common area of work is the search
for and detection of UAVs. ELVEES-NeoTek JSC,
a subsidiary of the state-owned Rosnano JSC

and part of the ELVEES group of companies, devel-
oped the ORWELL 2K platform for these tasks.
The main customers for its products are the Russian
Defence Ministry, other security agencies and critical
information infrastructure facilities.” Some compa-
nies adapt the same recognition algorithms to search
for people using UAVs.

This is one of the clusters in which the overwhelming
majority of companies are not covered
by consolidated sanctions. Nine companies are sub-
ject to no restrictive measures at all.

KONTUR




16

COMPANIES IN THE CLUSTER Il AND THEIR SANCTIONS STATUS

Company / INN

VisionLabs LLC

Al application

Sanctions Imposed

OO0 «BupeoMatpuke» - INN 7731486332

000 «BuxHnabe» - INN 7701954054 Computer vision / recognition NONE
VessolLink Group UAV guidance / control; NONE
K «BeccolluHk» - INN 9715259760 Computer vision / recognition

Kaspersky Lab JSC .. ., *
AO «JlabopaTopusa Kacnepckoro» - INN 7713140469 Computer vision / recognition UA I US
Sivies (Computer Vision Software) LLC L. .

000 «Cusunac» - INN 9731058193 Computer vision / recognition NONE
NtechLab LLC .. -

00O «HTex na6» - INN 7710499161 Computer vision / recognition NONE
Speech Technology Center (STC) LLC .. .

OO0 «LLPTs - INN 7805093681 Computer vision / recognition UA | us
Video Analysis Technologies (Tevian) LLC

000 Textonormm Computer vision / recognition US* | EU
BupaeoaHanusa» - INN 7729647374

Skyeer IT LLC - .

000 «CKAWMEP UT» - INN 7714762021 Computer vision / recognition NONE
ELVEES-NeoTek JSC Computer vision / recognition; NONE
AO «3nBuc-Heotek» - INN 7735575047 Microelectronics / hardware

Relevant Geoinformation

Technologies (RGT) LLC Computer vision / recognition UA

00O «PIT» - INN 9709014842

Center for Artificial Intelligence

MVSLLC (MVS Al) Computer vision / recognition NONE
OOO «LleHTp UcKyccTBEHHOro

mHTennekta MBC» - INN 9725021438

NVI Solutions LLC - .

OOO «Heunam ContoeHcs - INN 9731001888 CompUter vision / recognition NON E
VideoMatrix LLC Computer vision / recognition NONE

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.
* marks companies that are subject to sanctions in the context of trade restrictions, but whose assets are not frozen.

KONTUR




17

CLUSTER NO. 3: TEXT AND IMAGE PROCESSING,

CENSORSHIP AND CONTROL OF THE INTERNET

Among Russian developers of Al-based systems
there are companies specialising in the monitoring
of the media and the internet. Their NLP solu-
tions, commissioned by Roskomnadzor, the FSB
and related bodies, detect “prohibited content”,
track anti-war narratives and serve as the basis
for the judicial prosecution of citizens.

The tools are nominally aimed at unlawful con-
tent (including material about suicide and drug
trafficking), but in practice they are applied first
and foremost to political and military subject
matter — posts against the war in Ukraine. The scale
and purpose of these systems became known
in large part thanks to a leak from the internal net-
work of The General Radio Frequency Centre (FGUP
GRChTs), which is subordinate to Roskomnadzor.

GRChTs’s largest project, “Chistyy Internet” (“Clean
Internet”),*® aims to monitor 100% of the Runet,
relying no longer on keyword dictionaries but on
neural networks. The data is collected through
Yandex’s search API and a social-media crawler

supplied by Vector X LLC. The tool is meant to detect
extremism, terrorism, calls to take part in mass
gatherings, “propaganda of non-traditional relation-
ships”, insults to state symbols and other categories.

The Moscow Institute of Physics and Technology
(MIPT) also cooperated with GRChTs: it won two
tenders for the concepts of two systems — Oculus,
for image and video analysis, and the broader Wild
boar system.

Part of the cluster is directly linked to key figures
in Russian IT: the Cribrum system is developed
by the joint-stock company of the same name, which
belongs to Igor Ashmanov and Natalya Kaspersky
(co-founder of Kaspersky Lab and president
of InfoWatch), while Ashmanov himself is a Putin proxy
and a member of Roskomnadzor’s Public Council.

Of the 15 companies examined, five are not under
any sanctions, and the rest are mostly subject
to fragmentary restrictions imposed by Ukraine,
the United States, the EU and the United Kingdom.

COMPANIES IN THE CLUSTER 11l AND THEIR SANCTIONS STATUS

Company / INN

Al application

Sanctions Imposed

Research and Production Centre

BusinessAvtomatika LLC Content monitoring UA|EU
00O «HML, «BusHec and analysis

AsToMaTuka»» - INN 7729652455

Execution RDCLLC Content monitoring us

00O «3KcuKbioWH 3p Oun Cu» - INN 7717783213 and analysis

Neobit LLC Content monitoring UA|US
00O «HeobuT» - INN 7804360292 and analysis

Vector X LLC Content monitoring us

00O «BekTop uke» - INN 7731342796 and analysis

PalitrumLab LLC Content monitoring us

00O «ManuTpymslab» - INN 7727796050 and analysis
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Company / INN

Center for Studying and
Network Monitoring of the Youth
Environment (ANO TsISM)

Al application

Content monitoring

Sanctions Imposed

: UK
ABTOHOMHas opraHmsauyuna <<L|,eHTp n3yveHus and anaIySIS
ceTeBOro MOHUTOPWUHra MOJ'IOJ:I,e)KHOl‘/II cpenbl»
(AHO «LJMICM») - INN 9709037529
Nanosemantics Lab LLC Content monitoring
00O «JlabopaTopus and analysis NONE
HaHocemaHTuka» - INN 7703761097 y
InfoWatch JSC Content monitoring UA
00O «MHdosoTu» - INN 7713515534 and analysis
Positive Technologies JSC Content monitoring UA| US| EU
AO «Mo3uTue TekHonomxms» - INN 7718668887 and analysis
K-technologies JSC (formerly RTI JSC) Content monitoring
AO «K-texHonorum» (formerly AO and analvsis US | EU
«PTW») - INN 7713723559 y
OKASLLC Content monitoring
000 «OKAC» («O6begmHeHMEe KOTHUTUBHbIX and analvsis NONE
accouMaTMBHbIX cucTem») - INN 7203314414 y
Ti Hunter LLC Content monitoring NONE
00O «Tu XaHTep» - INN 7810739096 and analysis
Cribrum JSC Content monitoring US
AO «Kpubpym» - INN 7731661104 and analysis
Medialogiya LLC Content monitoring NONE
000 «Mepuanorus» - INN 7713338638 and analysis
E.Soft LLC Content monitoring

NONE

«E.CodpT» - INN 7728216470

and analysis

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.
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CLUSTER NO. 4: MANUFACTURERS

OF COMPONENTS, MICROELECTRONICS
AND HARDWARE

Although, as noted above, Russia lags consider-
ably behind the West in Al hardware, it is able
to manufacture some of the components needed
to build devices that use algorithms. These include
processors, photoelectronic devices, microchips,
servers and network adapters, photosensitive matri-
ces, infrared cameras and so on. Most enterprises
in the cluster belong to Rostec holdings (more

precisely Ruselectronics, the Element group) and are
for the most part included in sanctions lists. Some
specialised microelectronics centres, however,
remain outside sanctions. Only two of the twelve
companies examined — SPC Atronik JSC and TsKB
Deyton JSC — are not under the sanctions of any
jurisdiction.

COMPANIES IN THE CLUSTER IV AND THEIR SANCTIONS STATUS

Company / INN

SPC ELVEES JSC
AO HIL, «3/1BUC» - INN 7735582816

Al application

Microelectronics / hardware

Sanctions Imposed

UA|US|EU

Central Research Institute Elektron JSC
LLHAW «DnekTpoH» - INN 7802144666

Microelectronics / hardware

UA

Scientific Research Center of Electronic
Computer Technology (NICEVT) JSC
AO «HULLDBT» - INN 7726019325

Microelectronics / hardware

UA|US|EU

Rybinsk Instrument-Making
Plant (RZP) JSC

PbI6BUHCKMI 3aBOA, MPUBOPOCTPOEHUS
(AO «P3r») - INN 7610062970

Microelectronics / hardware

UA

SPE Almaz JSC
AO «HMM «Anmas» - INN 6453119615

Microelectronics / hardware

UA|US|EU

SPC Atronik JSC
AO HIMK «ATpoHMK» - INN 7726444200

Microelectronics / hardware

NONE

Central Design Bureau Deyton
(TsKB Deyton) JSC
AO «LKB «[eitToH» - INN 7735121290

Microelectronics / hardware

NONE

Research Institute of
Microelectronic Equipment
Progress (NIIMA Progress) JSC

AO «HUUMA «Mporpecc» - INN 7743869192

Microelectronics / hardware

UA|US|EU
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Company / INN

Al application

Sanctions Imposed

SPE Pulsar JSC . .

AO «HIMM «Mynbcap» - INN 7719846490 Microelectronics / hardware UA|US|EU
SPE AME JSC (Aviation

and Marine Electronics) Microelectronics / hardware UA|US

AO HIM «AM3» - INN 7819029855

Kaluga Research Institute of .

. . UAV guidance / control; .
Telemechanical Devices (KNIITMU) JSC Microelectronics / hardware UA|US* | EU
AO «KHUMUTMY» - INN 4027100480
LEMZ-T LLC UAV guidance / control; UA
00O «JI3M3-T» - INN 7017341160 Microelectronics / hardware

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.
* marks companies that are subject to sanctions in the context of trade restrictions, but whose assets are not frozen.

CLUSTER NO. 5: EDUCATIONAL INSTITUTIONS,

UNIVERSITIES AND RESEARCH INSTITUTES

Universities have become important suppliers
of developments and new solutions in the Russian Al
field. Besides covert mobilisation measures and the
UAV training centres they have set up, many high-
er-education institutions are working on neural net-
works intended to improve the control of drones
at the front.

The Saint Petersburg State University of Aerospace
Instrumentation, for example, has created
a machine-learning model that automatically anal-
yses terrain and recognises objects in real time using
data from drones.*® The university also cooperates
directly with Russian defence-industry enterprises,
in particular with the Arsenal Design Bureau JSC.

Saint Petersburg Electrotechnical University (LETI)
develops autonomous navigation and computer
vision for UAVs, takes part in the Army forum
and works with NTC Rusich JSC (which produces
turrets and maritime drones) and ChEAZ JSC
(which supplies components for the production
of Iskander-K missiles).

Russian Technological University (RTU MIREA)
won a Russian Defence Ministry competition
in 2014 to train personnel for the defence industry
and continues to work in this area to this day. Together
with the Istok Research and Production Enterprise
named after A. I. Shokin, the university opened
a technology park for training in counter-drone
operations and developed the Vivaldi count-

er-UAV system and an acoustic neural network
for detecting drones.

Representatives of Saint Petersburg Electrotechnical
University working on a satellite-free UAV navigation system
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Tula State University has a centre for unmanned
systems that is creating a neural network for locating
and identifying drones, and runs targeted training

programmes for the army and the defence industry.

Despite their direct participation in military develop-
ment, only three universities are subject to sanctions
imposed by Ukraine, the US, and the EU.

INSTITUTIONS IN THE CLUSTER V AND THEIR SANCTIONS STATUS

Company / INN

Saint Petersburg State University
of Aerospace Instrumentation

Al application

Sanctions Imposed

®rAOY BO «CaHkT-MeTep6yprekuii UAV gwdance / coqtrol; NONE

rocynapCTBEHHbIV yHUBEpCUTET Funding / acceleration

A3pPOKOCMUMYeCKoro

npubopocTtpoeHus» - INN 7812003110

St Petersburg Federal Research Center

of the Russian Academy of Sciences UAV guidance / control;

CIM6 ®ULL PAH (CaHkT-MeTepbyprckuii Computer vision / recognition; NONE

depepanbHbIi UCCNEeaOBaTENbCKUIA Funding / acceleration

ueHTp PAH) - INN 7801003920

Institute of Artificial

Intelligence Problems

®PepepanbHoe rocynapcTeeHHoe broaxeTHoe Funding / acceleration Us

Hay4yHoe y4ypexpeHune <<MHCTMTyT npo6ﬂeM

nckyccteeHHoro nHtennekta» - INN 9309021845

Saint Petersburg Electrotechnical

University (LETI) UAV guidance / control;

CaHkT-MeTepbyprckumii rocyaapcTBeHHbIN Computer vision / recognition; UA

31eKTPOTEXHUYECKMN yHUBEpCUTET «J13TU» Funding / acceleration

nMmenu B. U. YnbaHosa - INN 7813045402

MIREA — Russian Technological UAV guidance / control;

University (RTU MIREA) Funding / acceleration; NONE

PTY MUP3A - INN 7729040491 Acoustic detection

National Research University Higher

School of Economics (HSE)

HauuoHanbHbIN UccnenoBaTenbCKUmn Fundmg/acceleratlon UA

yHVIBepCI/ITeT «BbicLaga LLKOMNa SKOHOMUKU»

(HMY BLU3) - INN 7714030726

Kk Ittt oo atory | UAY gudnce /contol

y ans '55'06 oblems, N Computer vision / recognition; UA|US|EU
HCTUTYT Npobnem nepepadn nHpopMaLum MUMeHu : :

A. A Xaprénmaa PAH (MM PAH) - INN 7707020131 | Funding/ acceleration

Tula State University

Ore0Y BO «TynbCKMIM rocyaapCcTBEHHbIN Funding / acceleration UA

yHuBepcuteT» - INN 7106003011
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Company / INN

Al application

Sanctions Imposed

Skolkovo Institute of Science

and Technology (Skoltech) Funding / acceleration UA| US| EU
CKOJ‘IKOBCKIAI‘/] VIHCTVITyT HayKI/I " TeXHO)'IOFVIVI,

Ckontex - INN 5032998454

State Research Institute of

Aviation Systems (GosNIIAS) UAV guidance / control;

[ocypapcTBEHHbIV HAy4YHO-MUCCe0BaTENbCKUN Computer vision / recognition UA I US | EU
VIHCTVITyT aBMaALUMNOHHbIX CUCTEM

(TocHUWAC) - INN 7714482225

ITMO National Research University UAV guidance / control;

HaumoHanbHbIN nccnegoBaTenbCKnn Py Lo UA
yHuBepcuteT UTMO - INN 7813045547 Computer vision / recognition

Samara National Research University

named after Academician S. P. Korolev UAV guidance / control;

CaMapCcKuii HaLLMOHanbHbIN UCCNeaoBaTeNbCKMiA Funding / acceleration; UA
YHUBEPCUTET UMEHU aKafeMuKa Simulators / training

C.MN.Koponesa - INN 6316000632

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.

CLUSTER NO. 6: STATE FUNDS, ACCELERATORS

AND OTHER ADMINISTRATIVE BODIES

The entities in this group consist of state funds,
business accelerators and administrative structures.
Their task is the selection, testing and financing
of promising Russian scientific developments,
including in the military field. Support is delivered
through access to equipment, preferential lend-
ing terms, grants, fast-track access to the Defence
Ministry, test ranges and the acquisition of a stake
in the company. The Urban Air Mobility Management
Center LLC, for example, owns a significant share
of the companies that manufacture Russian UAVs.>°

Although these companies finance (or own)
asignificant number of Russian military start-ups, most
of them are either not sanctioned at all or restricted

only by Ukraine — 6 out of 11. Such is the status,
for instance, of ANO “Center for Unmanned
Systems and Technologies” — an organisation
founded by PSB (Promsvyazbank) and the “Nasha
Pravda” foundation with the support of the Russian
presidential administration, the State Duma,
the Ministry of Industry and Trade, Rosgvardia
and United Russia. The centre’s official task is
the “accelerated launch and scaling of projects
for the front and the rear of the SMO”. It brings
together more than 200 enterprises and engineering
teams, and with the fund’s assistance more
than 45,000 drones have been delivered to the front
by its residents.

KONTUR



23

ENTITIES IN THE CLUSTER VI AND THEIR SANCTIONS STATUS

Company / INN

ANO “Center for Artificial Intelligence
Technologies Neirolab”

ABTOHOMHasi HEKOMMepYecKas OpraH13auus
«LLeHTp TEXHOMOrNI UCKYCCTBEHHOTO
nHTennekta Henponab» - INN 9703197364

Al application

Funding / acceleration

Sanctions Imposed

UA

Military Innovative Technopolis ERA
(federal state autonomous institution)

depepanbHoe rocyfapcTBEHHOE aBTOHOMHOE
yupexnaeHue «BoeHHbIN MHHOBALMOHHbIN
TexHononuc PAx» - INN 2539025440

UAV guidance / control;
Weapons control;

Computer vision / recognition;
Funding / acceleration

US| EU

Moscow Innovation Cluster (MIK Fund)

«MOCKOBCKUI MHHOBALLMOHHbIN KrlacTep»
(dOHLO MUK) - INN 9710075695

Funding / acceleration

NONE

Southern Startup Factory (YuFS) LLC
000 «FODC» - INN 6168118892

Funding / acceleration

NONE

SK Capital LLC

00O «CK Kanwurtan» (formerly Skolkovo
Ventures) - INN 7731343493

Funding / acceleration

NONE

Rosnano Management Company LLC
OO0 «YK PocHaHo» - INN 7728864753

Funding / acceleration

NONE

Skolkovo Foundation
®onp «Ckonkoso» - INN 7701058410

Funding / acceleration

UA|US|EU

Urban Air Mobility Management
Center LLC (TsUGAM)
OO0 «LYTAM» - INN 9731094770

Funding / acceleration

UA|EU

Foundation for Advanced
Research Projects (FPI)

DoHp, NepCcrnekTUBHbIX
nccneposaHun - INN 7710480347

Funding / acceleration

UA|US|EU

ANO “Center for Unmanned Systems
and Technologies” (CUST)

AHO «LleHTp 6€CcnuUnoTHbIX CUCTEM U
TexHonorui (LBCT)» - INN 9702064851

Funding / acceleration

UA

ANO “National Technological
Initiative Platform”

AHO «MnaTtpopma HTU» (HaumoHanbHas
TexHonormyeckas nHmumaTtmea) - INN 7703469180

Funding / acceleration

UA

UA — Ukraine, US — United States, EU — European Union, UK — United Kingdom.
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Sanctions Policy

Of the 106 companies identified, only nine are under into six clusters, have been placed on sanctions lists
sanctions in all jurisdictions. The remaining 97 com- extremely unevenly, and a considerable number
panies of the active monitoring group, grouped of them remain free of any restrictions.

COVERAGE BY JURISDICTION

Jurisdiction Companies under sanctions

Ukraine 58 o106 55%
United States L4 5106 42%
European Union 33 o106 31%
United Kingdom 10 55106 9%

Ukraine has so far imposed restrictive measures already under the sanctions of the other juris-
on the largest number of companies — 58. US dictions. The only exception is ANO “Center
sanctions cover 44 companies and EU sanctions for Studying and Network Monitoring of the Youth
33. The United Kingdom has imposed sanc- Environment”, which was added to the British list
tions on only 10 companies, nine of which are alone on 11 May 2026.

LEVEL OF SANCTIONS COVERAGE BY NUMBER OF COMPANIES

9 — 8%

38 —36%

—13%

Il NONE (ENTIRELY UNSANCTIONED): 38
ONE JURISDICTION:
TWO JURISDICTIONS:

Il THREE JURISDICTIONS: 18

I ALL FOUR (MAX.)Z 9 18 — 17%

— 25%
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38 companies (36%) have no sanctions in any juris-
diction, and a further 27 in only one. The sanctions
of all four jurisdictions simultaneously cover only nine
companies. These are mostly large, long-established

structures of the Russian defence industry (Rostec
concerns, specialised research institutes, the State
Development Corporation):

01.  TsNIl Tsiklon (LLHWWN «Liuknon») - INN 7718159209

02. Kalashnikov Concern (KoHuepH «KanawHukos») - INN 1832090230

03. MIPT (Moscow Institute of Physics and Technology) - INN 5008006211

04.

Granit-Elektron Concern (KoHuepH «MpaHnT-IneKTpoH») - INN 7842335610

05. Kronshtadt Group («KpoHwTaar Fpyn») - INN 7808035536

06.

NIl Vektor (HUW «BekTop») - INN 7813491943

07. Struktura Group (TK «CtpykTypa») - INN 7703438908

08.

VEB.RF (State Development Corporation) - INN 7750004150

09. STCLLC (OOO «CTL») - INN 7802170553

Sanctions against these companies have been
imposed very unevenly. Of the 13 companies engaged
in computer vision, nine are not under sanctions
at all, three are covered in two jurisdictions and one
in a single jurisdiction; none has been included
on the lists of three or four countries. The situation
is similar with state funds and accelerators: of 11 enti-
ties, four have no sanctions at all and a further three

are sanctioned in only one jurisdiction. Universities
and research institutes have also faced almost no
restrictive measures.

In absolute terms, the largest number of companies
outside sanctions is among the developers of Al
for drones, ground robots and weapon systems: 15
are not covered by the restrictions of any of the four
countries — despite the fact that some of this out-
put is used directly at the front.
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Recommendations On The Sanctions Policy
Of The Sanctions Coalition Countries

The highest priority is the listing of the 38 companies
that are not under the sanctions of any of the four
jurisdictions examined.

CLUSTERI. DEVELOPERS OF Al FOR UAVS, UGVS AND WEAPON SYSTEMS

01. Sverkh LLC (OOO «Csepx»; INN 9718238623, OGRN 1237700795122)

02. Autonomous Robotics LLC (OOO «ABToHOMHas poboToTexHuka»; INN 7726482967,
OGRN 1217700433411)

03. Amalgama LLC (OOO «Amanbraman; INN 7327058629, OGRN 1117327001021)
04. Arkodim LLC («Apkogum»; INN 1659101884, OGRN 1101690020959)
05. VashiRoboty LLC (OOO «Bawu Po6oTbi»; INN 7722453683, OGRN 1187746421158)

06. Laboratory of Infocommunication Networks (LIS) LLC (OOO «JlabopaTtopusi
NHPOKOMMYHUKALMOHHbIX ceTe»; INN 7814396731, OGRN 1089847030701)

07. Nova Labs JSC (AO «Hosa J1a6cx»; INN 9722025723, OGRN 1227700429780)
08. Kobak Lab LLC (OO0 «Kob6ak J1ab»; INN 7813661465, OGRN 1227800031491)

09. Design Bureau Atlas LLC (OOO KoHcTpykTopckoe Bropo Atnac; INN 5258158376,
OGRN 1245200024640)

10. Institute of Telecommunications CJSC (3AO «MHCTUTYT TeNEKOMMYHUKaLU»;
INN 7802199182, OGRN 1027801538600)

11.  Computer Vision Laboratory LLC (VisRobo) (OO0 «JlabopaTopus KOMMNbIOTEPHOro
3peHuns»; INN 5258150017, OGRN 1215200001972)

12.  Ventura.ARLLC (OOO «BeHTypa.AP»; INN 5050152329, OGRN 1215000092560)

13. Sibscience LLC (OOO «CubcamHc» (Sibscience); INN 5473009802, OGRN
1235400021691)

14. Intel Dron LLC (OOO «UHTen Opon»; INN 7448259249, OGRN 1247400026246)
15.  Design Bureau 3303 LLC (OOO «KbB 3303x»; INN 9701245333, OGRN 1237700253174)

CLUSTER Il. DEVELOPERS OF COMPUTER-VISION SYSTEMS
FOR VIDEO SURVEILLANCE AND BIOMETRIC CONTROL
01. VisionLabs LLC (OOO «BuxHnabc»; INN 7701954054, OGRN 1127746276470)
02. VessolLink Group (TK «BeccollnHk»; INN 9715259760, OGRN 1167746483057)

03. Sivies (Computer Vision Software) LLC (OOO «Cueuac»; INN 9731058193, OGRN
1197746723680)

04. NtechLab LLC (OOO «HTex na6»; INN 7710499161, OGRN 1157746622109)
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05. Skyeer IT LLC (OO0 «CKAMEP UTx; INN 7714762021, OGRN 5087746659666)
06. ELVEES-NeoTek JSC (AO «3nBuc-Heotek»; INN 7735575047, OGRN 1117746057714)

07. Center for Artificial Intelligence MVS LLC (MVS Al) (OOO «LLeHTp ncKyccTBEHHOrO
uHTennekta MBC»; INN 9725021438, OGRN 1197746575146)

08. NVI Solutions LLC (OOO «Heuan ContoweHc»; INN 9731001888, OGRN
187746473320)

09. VideoMatrix LLC (OOO «BupeoMatpuke»; INN 7731486332, OGRN 5147746457161)

CLUSTER IIl. DEVELOPERS OF MEDIA-MONITORING, CEN-
SORSHIP AND CYBER-OPERATIONS SYSTEMS

01. Nanosemantics Lab LLC (OOO «JlabopaTtopusi HaHocemaHTuka»; INN 7703761097,
OGRN 1127746015517)

02. OKASLLC (OO0 «OKAC» («ObbegmHeHMe KOrHUTUBHbIX aCCOLMATUBHbIX CUCTEMY);
INN 7203314414, OGRN 1147232035741)

03. TiHunter LLC (OOO «Tn XanTep»; INN 7810739096, OGRN 1187847269840)
04. Medialogiya LLC (OOO «Megumanorusx; INN 7713338638, OGRN 1037713009388)
05. E.Soft LLC («E.Cod1»; INN 7728216470, OGRN 1037739088420)

CLUSTER IV. MANUFACTURERS OF COMPONENTS, MICROELECTRONICS AND HARDWARE

01. SPC Atronik JSC (AO HIMK «ATtpoHuk»; INN 7726444200, OGRN 1187746982059)

02. Central Design Bureau Deyton (TsKB Deyton) JSC (AO «LLKB «OelnTtoH»; INN
7735121290, OGRN 1037735008520)

CLUSTER V. UNIVERSITIES AND RESEARCH INSTITUTES

01. Saint Petersburg State University of Aerospace Instrumentation (PrAQY BO
«CaHkT-leTepbyprckmin rocynapcTBEHHbIM YHUBEPCUTET a3POKOCMUYECKOTO
npubopocTpoeHus»; INN 7812003110, OGRN 1027810232680)

02. St Petersburg Federal Research Center of the Russian Academy of Sciences
(CN6 ®UNLL PAH (CankTt-MNeTepbyprckuii GepeparnbHblid NCCefoBaTeNbCKUMN
weHTp PAH); INN 7801003920, OGRN 1027800514411)

03. MIREA — Russian Technological University (RTU MIREA) (PTY MUP3A; INN
7729040491, OGRN 1037739552740)
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CLUSTER VI. STATE FUNDS, ACCELERATORS AND ADMINISTRATIVE BODIES

o1.

02.

03.

04.

o1.
02.
03.

04.
05.
06.

07.
08.

09.
10.

11.

12.
13.
14.
15.

16.

17.

18.

19.

20.
21.

Moscow Innovation Cluster (MIK Fund) («<cMoCKOBCKMIN MHHOBALLMOHHbIN KacTep»
(®OHO, MUK); INN 9710075695, OGRN 1197700007141)

Southern Startup Factory (YuFS) LLC (OOO «HO®Cx»; INN 6168118892, OGRN
1226100032400)

SK Capital LLC (OO0 «CK Kanutan» (formerly Skolkovo Ventures); INN 7731343493,
OGRN 1177746048402)

Rosnano Management Company LLC (OOO «YK PocHaHo»; INN 7728864753,
OGRN 5137746180743)

Impose sanctions on companies whose products are used directly in military
operations against Ukraine:

Arkodim LLC (OO0 «Apkogmm») — INN 1659101884

Zala Aero JSC (AO «3ana Aspo») — INN 9715478507

ANO “Center for Unmanned Systems and Technologies” (AHO «LJBECT») — INN
9702064851

Urban Air Mobility Management Center LLC (OOO «LYTAM») — INN 9731094770
SPA Kaysant LLC (OOO HIMO «KANCAHT») — INN 7733393203

Russian Air Transport Laboratory LLC (OOO «P/BT») — INN 7100027464 (remains
outside UK sanctions only)

Hardberry Rusfaktor LLC (OOO «Xapg6eppu PycdakTop») — INN 7728845817

KT — Unmanned Systems JSC (AO «KT — BecnunnoTHble cuctembl») — INN
7801572080

Ploshchad JSC (Area Systems) — INN 9723203841
Stratim JSC (AO «CrpaTtum») — INN 7720901379

Emergency Digital Solutions JSC (AO «2meppykeHcn Oupxumtan ContoeHc») —
INN 9715475552

Severny Press JSC (AO «CeepHbii npecc») — INN 7806337732
Vashi Roboty LLC (OOO «Bawum Po6oTbi») — INN 7722453683
Ventura.AR LLC (OOO «BeHTypa.AP») — INN 5050152329

Intel Dron LLC (OO0 «MuHTen OpoH») — INN 7448259249

Nova Labs JSC (AO «Hosa Jlabc») — INN 9722025723

Design Bureau 3303 LLC (OOO «KB 3303») — INN 9701245333
Intellekt Mashin JSC (AO «MHTennekT MawwH») — INN 7801711200
Technodron JSC (AO «TexHoapoH») — INN 9704241986

Dron Solutions LLC (OO0 «[poH ContowHe») — INN 7716892964
Smart Birds LLC (OOO «YMHbie ntuubi») — INN 1800020960
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Apply sanctions to the financial and coordination centres of the industry.
Imposing restrictions on state funds and accelerators may have a negative
effect on the entire industry of Russian military start-ups.

Implement “mirror” listing of companies that are already subject
to restrictive measures in other jurisdictions.

Include in the sanctions lists the individuals who exercise decisive influence
or play a key role in the activities of the companies concerned, namely: ulti-
mate beneficial owners, senior management (directors) and chief developers.

Tighten export controls over Al components. Most of the equipment used
in the Al field is already subject to sanctions restrictions; its export to Russia
is prohibited. What matters, therefore, is not the adoption of new acts
but compliance with the existing ones, as well as encouraging countries
to control the re-export of goods to Russia. One effective mechanism
could be secondary sanctions against the companies and countries that
act as intermediaries in these operations. In April 2026, for example, the EU
banned the supply of radio equipment and certain types of computer-nu-
merical-control machine tools to Kyrgyzstan.

Oblige chip manufacturers to monitor where their products are physically
operating. Modern accelerators are able to confirm their location — Nvidia
developed such a function back in 2025, but its use is not currently man-
datory. If the Chip Security Act®>? is adopted in the United States, location
verification for such equipment should become a mandatory condition
of the export licence. The same requirement is worth introducing in parallel
in the EU, Japan, South Korea and Taiwan, and manufacturers should be
obliged to retain verification data and to pass it to sanctions authorities.
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