
‭Gramm-Leach-Bliley Act & State Privacy Law Addendum for Safeguarding Customer Information‬

‭This‬ ‭Gramm-Leach-Bliley‬ ‭Act‬ ‭and‬ ‭State‬ ‭Privacy‬ ‭Law‬ ‭Addendum‬ ‭(“PureCars‬ ‭Data‬ ‭Protection‬
‭Addendum,”‬‭“DPA,”‬‭or‬‭“Addendum”)‬‭is‬‭made‬‭as‬‭of‬‭the‬‭___‬‭day‬‭of‬‭[MONTH,‬‭YEAR]‬‭,‬‭by‬‭and‬‭between‬
‭PureCars‬ ‭Technologies,‬ ‭LLC‬ ‭and/or‬ ‭any‬ ‭of‬ ‭its‬ ‭affiliated‬ ‭entities‬ ‭(hereinafter‬ ‭collectively‬ ‭referred‬ ‭to‬‭as‬
‭“PureCars”) and _____________ (“Customer”).‬

‭1.‬ ‭Purpose‬

‭(a)‬ ‭This Addendum supplements and amends the‬‭[SERVICE‬‭AGREEMENT]‬‭(the‬
‭“Agreement”) between Customer and PureCars with respect to Customer Information, as defined‬
‭in 16 C.F.R. § 314.2, and Personal Information, as defined by Data Protections Laws, as defined‬
‭below, and constitutes a Service Provider agreement subject to the Gramm-Leach-Bliley Act‬
‭(“GLBA”) Safeguards Rule or Data Protection Laws. To the extent of any ambiguity or conflict‬
‭between the Agreement and this Addendum, as it applies to the safeguarding or privacy of‬
‭Customer Information or Personal Information, the terms of this Addendum shall apply.‬

‭2.‬ ‭Definitions‬

‭(a)‬ ‭Capitalized terms used herein shall have the meanings set forth in this Section 2‬
‭or 16 C.F.R. § 314.2 or Data Protection Laws, as defined below.‬

‭(i)‬ ‭“Authorized Persons”‬‭means PureCars’ employees, contractors,‬‭agents,‬
‭and auditors who have a need to know or otherwise access Customer Information or‬
‭Personal Information to enable PureCars to perform its obligations under the Agreement‬
‭and this DPA, and who are bound by confidentiality and other obligations sufficient to‬
‭protect Customer Information or Personal Information in accordance with the terms and‬
‭conditions of the Agreement.‬

‭(ii)‬ ‭“‬‭Data Protection Laws‬‭” means all applicable data protection‬‭laws with‬
‭respect to Personal Information, such as federal and state data privacy laws (e.g., the‬
‭GLBA and the Federal Trade Commission’s implementation or the California Consumer‬
‭Privacy Act of 2018, as amended (“CCPA”); data breach notification laws; and‬
‭information security laws).‬

‭(iii)‬ ‭“Notification Event”‬‭means unauthorized acquisition‬‭of unencrypted‬
‭Customer Information, as defined under 16 C.F.R. § 314.2, owned by Customer. A‬
‭security incident does not always rise to the level of a Notification Event or a data breach.‬

‭(iv)‬ ‭“Data Breach”‬‭is defined under relevant Data Protection Laws, but may‬
‭be triggered by unauthorized acquisition of unencrypted Personal Information owned by‬
‭Customer. A security incident does not always rise to the level of a Data Breach.‬
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‭(v)‬ ‭“Personal Information”‬‭or‬‭“Personal Data”‬‭as defined under‬
‭applicable Data Protection Law that PureCars is processing pursuant to the Agreement.‬

‭3.‬ ‭Details of Processing‬

‭(a)‬ ‭The‬ ‭Agreement‬ ‭and‬ ‭this‬ ‭DPA‬ ‭shall‬ ‭form‬ ‭the‬ ‭“documented‬ ‭instructions”‬ ‭of‬ ‭the‬
‭Customer,‬ ‭as‬ ‭used‬ ‭and‬ ‭further‬ ‭described‬ ‭in‬ ‭this‬‭DPA,‬‭in‬‭relation‬‭to‬‭the‬‭Processing‬‭of‬‭Customer‬
‭Information‬‭and‬‭Personal‬‭Information‬‭in‬‭accordance‬‭with‬‭applicable‬‭Data‬‭Protection‬‭Laws.‬ ‭The‬
‭nature‬‭and‬‭purpose‬‭of‬‭the‬‭processing,‬‭an‬‭overview‬‭of‬‭the‬‭types‬‭of‬‭Personal‬‭Information,‬‭and‬‭the‬
‭categories of Data Subjects is set forth in the Agreement.‬

‭(b)‬ ‭Customer has the right, upon notice, to take reasonable and appropriate steps to‬
‭stop and remediate unauthorized use of Customer Information or Personal Information.‬

‭4.‬ ‭PureCars and Customer Obligations‬

‭(a)‬ ‭PureCars will:‬

‭(i)‬ ‭Comply with and maintain the same level of privacy protection as‬
‭required by the Data Protection Laws, this Addendum, and industry-recognized standards‬
‭and best practices;‬

‭(ii)‬ ‭Be‬ ‭responsible‬ ‭for‬ ‭unauthorized‬ ‭creation,‬ ‭collection,‬ ‭receipt,‬
‭transmission,‬‭access,‬‭storage,‬‭disposal,‬‭use,‬‭or‬‭disclosure‬‭of‬‭Customer‬‭Information‬‭and/or‬
‭Personal‬ ‭Information‬ ‭under‬ ‭its‬ ‭control‬ ‭or‬ ‭in‬ ‭its‬ ‭possession,‬ ‭including‬ ‭ensuring‬ ‭that‬
‭Authorized‬ ‭Persons‬ ‭engage‬ ‭in‬ ‭training‬ ‭and/or‬ ‭sign‬ ‭confidentiality‬ ‭agreements‬ ‭as‬
‭appropriate;‬

‭(iii)‬ ‭Not‬ ‭disclose‬ ‭Customer‬ ‭Information‬ ‭to‬ ‭any‬ ‭person‬ ‭other‬ ‭than‬ ‭its‬
‭Authorized‬ ‭Persons‬ ‭without‬ ‭Customer’s‬ ‭prior‬ ‭written‬ ‭consent‬ ‭unless‬ ‭required‬ ‭by‬
‭applicable‬ ‭law‬ ‭or‬ ‭if‬ ‭reasonable‬ ‭in‬ ‭light‬ ‭of‬ ‭PureCars’‬ ‭Services‬ ‭and‬ ‭Customer’s‬
‭expectations,‬ ‭in‬ ‭which‬ ‭case,‬ ‭PureCars‬ ‭will‬ ‭use‬ ‭reasonable‬ ‭efforts‬ ‭and‬ ‭to‬ ‭the‬ ‭extent‬
‭permitted‬‭by‬‭applicable‬‭law‬‭notify‬‭Customer‬‭before‬‭such‬‭disclosure‬‭or‬‭as‬‭soon‬‭thereafter‬
‭as reasonably possible;‬

‭(iv)‬ ‭Only‬ ‭collect,‬ ‭use,‬ ‭retain,‬ ‭or‬ ‭disclose‬ ‭Customer‬ ‭Information‬ ‭and/or‬
‭Personal‬ ‭Information‬ ‭obtained‬ ‭under‬ ‭this‬ ‭Addendum‬ ‭for‬ ‭purposes‬ ‭that‬ ‭align‬ ‭with‬ ‭the‬
‭underlying Agreement, this Addendum, or as the law otherwise permits;‬

‭(v)‬ ‭Reasonably‬ ‭assist‬ ‭Customer‬ ‭with‬ ‭meeting‬ ‭the‬ ‭Customer’s‬ ‭compliance‬
‭obligations‬ ‭under‬ ‭the‬ ‭relevant‬ ‭privacy‬ ‭and‬ ‭data‬ ‭security‬ ‭laws,‬ ‭taking‬ ‭into‬ ‭account‬ ‭the‬
‭nature of processing and the information available to PureCars;‬

‭(vi)‬ ‭Use‬‭and‬‭disclose‬‭Customer‬‭Information‬‭or‬‭Personal‬‭Information‬‭only‬‭for‬
‭the‬ ‭purposes‬ ‭for‬ ‭which‬ ‭Customer‬ ‭provides‬ ‭it,‬ ‭or‬ ‭access‬ ‭to‬‭it,‬‭pursuant‬‭to‬‭the‬‭terms‬‭and‬
‭conditions‬ ‭of‬ ‭the‬ ‭Agreement‬ ‭and‬ ‭this‬ ‭Addendum,‬ ‭and‬ ‭not‬ ‭use‬ ‭or‬ ‭otherwise‬‭disclose‬‭or‬
‭make‬ ‭available‬ ‭this‬ ‭information‬ ‭for‬ ‭PureCars’s‬ ‭own‬ ‭purposes‬ ‭or‬ ‭for‬ ‭other‬ ‭commercial‬
‭purposes without Customer’s prior written consent;‬
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‭(vii)‬ ‭Notwithstanding‬ ‭clause‬ ‭(vi),‬ ‭PureCars‬ ‭may‬ ‭aggregate,‬ ‭de-identify,‬ ‭or‬
‭anonymize‬‭Customer‬‭Information‬‭and/or‬‭Personal‬‭Information,‬‭and‬‭use‬‭such‬‭aggregated,‬
‭de-identified,‬ ‭or‬ ‭anonymized‬ ‭data,‬ ‭which‬ ‭shall‬ ‭no‬ ‭longer‬ ‭be‬ ‭considered‬ ‭Customer‬
‭Information‬‭and/or‬‭Personal‬‭Information,‬‭for‬‭its‬‭own‬‭research‬‭and‬‭development‬‭or‬‭other‬
‭purposes permitted under law.‬

‭(viii)‬ ‭Not‬‭sell‬‭or‬‭share‬‭any‬‭Personal‬‭Information‬‭it‬‭collects‬‭or‬‭obtains‬‭from‬‭or‬
‭on‬‭behalf‬‭of‬‭Customer‬‭under‬‭the‬‭Agreement‬‭or‬‭this‬‭Addendum.‬‭However,‬‭Customer‬‭and‬
‭PureCars‬ ‭may‬ ‭agree‬ ‭that‬ ‭PureCars‬ ‭will‬ ‭share‬ ‭Customer’s‬ ‭Personal‬ ‭Information‬ ‭for‬ ‭the‬
‭purposes‬ ‭of‬ ‭targeted‬ ‭advertising‬ ‭on‬ ‭behalf‬ ‭of‬ ‭the‬ ‭Customer‬ ‭based‬ ‭on‬ ‭the‬ ‭section‬ ‭on‬
‭Targeted Ad Services below.‬

‭(ix)‬ ‭Not combine any Personal Information of consumers who opted out of‬
‭sales/sharing/targeted advertising that PureCars received from or for Customer with‬
‭Personal Information that PureCars either received from or for another person or‬
‭collected from its own consumer interactions.‬

‭(b)‬ ‭Customer will:‬

‭(i)‬ ‭Comply‬ ‭with‬ ‭the‬ ‭terms‬ ‭and‬ ‭conditions‬ ‭set‬ ‭forth‬ ‭in‬ ‭the‬ ‭Agreement,‬‭this‬
‭Addendum,‬ ‭and‬ ‭the‬ ‭Data‬ ‭Protection‬ ‭Laws,‬ ‭including‬ ‭by‬ ‭providing‬ ‭legally‬ ‭compliant‬
‭privacy‬ ‭notices‬ ‭that‬ ‭reference‬ ‭PureCars,‬ ‭if‬ ‭required,‬ ‭and‬ ‭obtaining‬ ‭consent‬ ‭from‬
‭consumers;‬

‭(ii)‬ ‭Be‬ ‭responsible‬ ‭for‬ ‭any‬ ‭unauthorized‬ ‭creation,‬ ‭collection,‬ ‭receipt,‬
‭transmission,‬ ‭access,‬ ‭storage,‬ ‭disposal,‬ ‭use,‬ ‭or‬ ‭disclosure‬ ‭of‬ ‭Customer‬ ‭Information‬‭and‬
‭Personal‬ ‭Information‬ ‭under‬ ‭its‬ ‭control‬ ‭or‬‭in‬‭its‬‭possession,‬‭including‬‭user‬‭accounts‬‭that‬
‭Customer controls;‬

‭(iii)‬ ‭Only‬‭use‬‭secure‬‭methods,‬‭according‬‭to‬‭accepted‬‭industry‬‭standards,‬‭when‬
‭transferring‬ ‭or‬ ‭otherwise‬ ‭making‬ ‭available‬ ‭Customer‬ ‭Information‬ ‭and‬ ‭Personal‬
‭Information to PureCars; and‬

‭(iv)‬ ‭Provide‬‭written‬‭notice‬‭to‬‭PureCars‬‭if‬‭any‬‭information‬‭Customer‬‭provides‬
‭to‬ ‭PureCars‬ ‭under‬ ‭the‬ ‭Agreement‬ ‭contains‬ ‭Customer‬ ‭Information‬ ‭or‬ ‭Personal‬
‭Information.‬ ‭PureCars‬ ‭will‬ ‭not‬ ‭be‬ ‭responsible‬ ‭for‬ ‭determining‬ ‭on‬ ‭its‬ ‭own‬ ‭that‬ ‭any‬
‭information‬ ‭Customer‬ ‭provides‬ ‭under‬‭the‬‭Agreement‬‭qualifies‬‭as‬‭Customer‬‭Information‬
‭or Personal Information.‬

‭5.‬ ‭Pure Identity/Targeted Ad Services‬

‭(a)‬ ‭To the extent that Customer engages PureCars to provide cross-context‬
‭behavioral or targeted advertising or profiling services, as those terms are defined by relevant‬
‭Data Protection Laws (‬‭“Pure Identity” or “Targeted Ad Services”‬‭), the Parties agree as‬
‭follows:‬
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‭(i)‬ ‭While PureCars is generally a Service Provider, PureCars is a Third‬
‭Party, as defined under the CCPA or similar Data Protection Laws, when processing‬
‭Personal Information solely for the purpose of Targeted Ad Services;‬

‭(ii)‬ ‭For avoidance of doubt, this means that when a Customer signs up for‬
‭the Pure Identity Service, PureCars is a Third Party;‬

‭(iii)‬ ‭When acting as a Third Party, PureCars will not direct any Ad Services‬
‭to consumers of Customer who have opted out of the sale or sharing of their data or‬
‭Targeted Ad Services;‬

‭(iv)‬ ‭PureCars will comply with any consumer opt-out requests, if applicable,‬
‭and direct all PureCars subcontractors to comply as required under the Data Protection‬
‭Laws.  Upon written request from Customer, PureCars will certify in writing that it has‬
‭complied with this requirement;‬

‭(v)‬ ‭Customer will ensure that it has provided all required notices to‬
‭individuals, including notifying individuals about PureCars and any other third parties‬
‭involved with targeted advertising, and obtaining consent from individuals before‬
‭engaging in targeted advertising, including explicit consent when appropriate.‬

‭(vi)‬ ‭PureCars may rely on Customer’s assertion that it has provided notice‬
‭and obtained consent from individuals, as required under Data Protection Laws, if‬
‭Customer engages PureCars for Targeted Ad Services through Pure Identity; and‬

‭(vii)‬ ‭Each party may audit the other’s privacy practices, as reasonable, based‬
‭on opt-outs received from individuals.‬

‭6.‬ ‭Information Security‬

‭(a)‬ ‭PureCars‬‭will‬‭comply‬‭with‬‭applicable‬‭laws‬‭and‬‭regulations,‬‭including‬‭the‬‭GLBA‬
‭Safeguards‬‭Rule‬‭and‬‭implementing‬‭regulations‬‭and‬‭guidance‬‭from‬‭the‬‭Federal‬‭Trade‬‭Commission‬
‭and‬ ‭relevant‬ ‭Data‬ ‭Protection‬ ‭Laws,‬ ‭in‬ ‭its‬ ‭creation,‬ ‭collection,‬ ‭receipt,‬ ‭access,‬ ‭use,‬ ‭storage,‬
‭disposal, and disclosure of Customer Information and Personal Information.‬

‭(b)‬ ‭PureCars‬‭will‬‭employ‬‭reasonable‬‭physical,‬‭administrative,‬‭and‬‭technical‬‭security‬
‭measures‬ ‭to‬ ‭protect‬ ‭Customer‬ ‭Information‬ ‭and‬ ‭Personal‬ ‭Information‬ ‭in‬ ‭accordance‬ ‭with‬
‭PureCars’‬ ‭internal‬ ‭information‬ ‭security‬ ‭policy‬ ‭as‬ ‭amended‬ ‭from‬ ‭time‬ ‭to‬ ‭time‬ ‭(“Information‬
‭Security Policy”).‬

‭(c)‬ ‭Customer‬ ‭acknowledges‬ ‭that‬ ‭the‬ ‭Services‬ ‭include‬ ‭certain‬ ‭features‬ ‭and‬
‭functionalities‬ ‭that‬ ‭Customer‬ ‭may‬ ‭elect‬ ‭to‬ ‭use‬‭that‬‭impact‬‭the‬‭security‬‭of‬‭the‬‭data‬‭processed‬‭by‬
‭Customer’s‬ ‭use‬‭of‬‭the‬‭Services.‬‭Customer‬‭is‬‭further‬‭responsible‬‭for‬‭its‬‭users’‬‭access‬‭to‬‭Personal‬
‭Information‬ ‭and‬ ‭for‬ ‭using‬ ‭the‬ ‭available‬ ‭features‬ ‭and‬ ‭functionalities‬ ‭to‬ ‭maintain‬ ‭appropriate‬
‭security in light of the nature of the data processed by its use of the Services.‬

‭11843133v8‬

‭© PureCars. All Rights Reserved. Proprietary & Confidential.‬



‭7.‬ ‭Notification Event/Data Breach Procedures‬

‭(a)‬ ‭PureCars‬ ‭maintains‬ ‭a‬‭cyber‬‭incident‬‭breach‬‭response‬‭plan‬‭(‬‭“Incident‬‭Response‬
‭Plan”‬‭)‬ ‭and‬ ‭will‬ ‭implement‬ ‭the‬ ‭procedures‬ ‭required‬ ‭under‬ ‭such‬ ‭plan‬ ‭on‬ ‭the‬ ‭occurrence‬ ‭of‬ ‭a‬
‭Notification Event or Data Breach.‬

‭(b)‬ ‭Depending‬ ‭on‬ ‭the‬ ‭relevant‬‭terms‬‭with‬‭the‬‭OEM,‬‭PureCars‬‭will‬‭notify‬‭Customer‬
‭or‬ ‭the‬ ‭relevant‬ ‭OEM‬ ‭of‬ ‭a‬ ‭Notification‬ ‭Event‬ ‭or‬ ‭Data‬ ‭Breach‬ ‭that‬ ‭impacts‬ ‭the‬ ‭Customer’s‬
‭Customer‬ ‭Information‬ ‭or‬ ‭Personal‬ ‭Information‬ ‭as‬ ‭soon‬ ‭as‬ ‭reasonably‬ ‭practicable‬ ‭so‬ ‭that‬ ‭the‬
‭Customer‬ ‭or‬ ‭OEM‬ ‭may‬ ‭comply‬ ‭with‬ ‭the‬ ‭Notification‬ ‭Event‬ ‭obligations‬ ‭under‬ ‭16‬ ‭C.F.R.‬ ‭§‬
‭314.4(j)(1) or similar state law Data Breach obligations.‬

‭(c)‬ ‭Immediately‬ ‭following‬ ‭PureCars’‬ ‭notification‬ ‭to‬ ‭Customer‬ ‭of‬ ‭a‬ ‭Notification‬
‭Event‬‭or‬‭Data‬‭Breach,‬‭the‬‭parties‬‭will‬‭coordinate‬‭with‬‭each‬‭other,‬‭as‬‭necessary,‬‭to‬‭investigate‬‭the‬
‭Notification Event or Data Breach.‬

‭(d)‬ ‭PureCars‬ ‭will‬ ‭reimburse‬ ‭Customer‬ ‭for‬ ‭actual‬ ‭reasonable‬ ‭costs‬ ‭incurred‬ ‭by‬
‭Customer‬ ‭to‬ ‭provide‬ ‭any‬ ‭legally‬ ‭required‬ ‭notice‬ ‭or‬ ‭services‬ ‭to‬ ‭individuals‬ ‭affected‬ ‭by‬ ‭a‬
‭Notification‬ ‭Event‬ ‭or‬ ‭Data‬ ‭Breach,‬ ‭to‬ ‭the‬ ‭extent‬ ‭that‬ ‭PureCars‬ ‭caused‬ ‭a‬ ‭Notification‬ ‭Event‬ ‭or‬
‭Data Breach.‬

‭(e)‬ ‭PureCars‬‭agrees‬‭that‬‭it‬‭will‬‭not‬‭inform‬‭any‬‭third‬‭party‬‭of‬‭any‬‭Notification‬‭Event‬
‭that‬‭impacts‬‭Customer’s‬‭Customer‬‭Information‬‭or‬‭Data‬‭Breach‬‭that‬‭impacts‬‭Customer’s‬‭Personal‬
‭Information‬‭without‬‭Customer’s‬‭prior‬‭consent,‬‭other‬‭than‬‭to‬‭inform‬‭a‬‭complainant‬‭that‬‭the‬‭matter‬
‭has been forwarded to Customer.‬

‭8.‬ ‭Security Co‬‭ntrols Review or Audit‬

‭(a)‬ ‭At least annually, PureCars will obtain a security controls review or audit‬
‭performed by an independent third party based on recognized industry standards. PureCars will‬
‭make results of such controls review or audit available to Customer upon request and will timely‬
‭address any noted exceptions. PureCars will provide reasonably necessary information to allow‬
‭Customer to comply with any assessments or audits required under Data Protection Laws.‬

‭9.‬ ‭Return or Disposal of Personal Information‬

‭(a)‬ ‭At any time during the term of the Agreement at Customer’s written request or at‬
‭a reasonable interval after the termination or expiration of the Agreement, PureCars will securely‬
‭dispose of all Customer Information and Personal Information in its possession or in the‬
‭possession of Authorized Persons. If requested, PureCars will notify Customer that such‬
‭Customer Information or Personal Information has been disposed of securely. If PureCars is not‬
‭reasonably able to securely dispose of Customer Information or Personal Information, including,‬
‭but not limited to, Customer stored on backup media, PureCars will continue to protect such‬
‭Customer Information or Personal Information in accordance with the terms of this Addendum‬
‭until such time that it can reasonably securely dispose of such information.‬
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‭By signing below, the parties acknowledge and agree to the terms and conditions of this Addendum.‬

‭Customer‬ ‭PureCars Technologies, LLC‬

‭Signature:‬ ‭Signature:‬

‭Name:‬ ‭Name:‬

‭Title:‬ ‭Title:‬

‭Date:‬ ‭Date:‬
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Aaron Sheeks

CEO




